Year 2000 Project Outline

· Awareness

· Senior management awareness and commitment

· Identify Y2K Issues for the company

· Determine company needs & standards for date handling

· Staff awareness

· Training on proper handling of dates

· Training on the potential issues in data interchange between software with different date windows

· External awareness

· Customers

· Business Partners

· Investors / SEC

· Assessment (Internal)

· Identify mission-critical or high-risk systems requiring more detailed attention.

· Identify the systems, business processes, machinery, etc that may be date-dependant.  Count and separate into distinct units that can then be assessed for Y2K-readiness/compliance later. (i.e. each PC along with all the software installed on it represents such a unit.)

· Mainframe / mid-range computers

· Network servers

· PC workstations (both networked and otherwise)

· Portable computers

· Including PDAs, electronic organizers (which can also be non-portable), etc.

· Computers of tele-commuters, contractors

· Routers & other network equipment

· Time Sources used for time synchronization

· Phone systems

· PBXs (both in-house and outsourced)

· Voicemail (both in-house and outsourced)

· Answering machines

· Phone sets themselves

· Communication services & related leased vendor equipment

· Digital lines & their terminating equipment

· Long-distance carriers and their 3d-party billing vendors

· Paging, mobile phone and dispatch vendors & equipment

· Point-of-Sale systems

· Credit-card processing equipment & vendors

· Timeclocks (for employee timecards)

· Process control PCs (i.e. PCs hooked up to machinery)

· Mailroom equipment

· Including computers & terminals provided by shipping companies (i.e. UPS, FedEx, etc)

· Fax machines

· Intercom & scheduled shift-bells

· HVAC & their control systems

· Alarm & Fire suppression systems

· Lighting

· Elevators

· Sprinklers

· Electronic entry systems

· Safes (both in-house and off-site)

· Power Generators

· Manufacturing / other electronic equipment

· Identifying items that need to be reviewed for Y2K compliance may involve conducting staff surveys and meetings, going through documentation and disks/CDs, conducting visual inspections, etc.

· Conduct a comprehensive and detailed inventory (using automated tools to increase accuracy and speed whenever possible) of all units that will result in a listing of risk factors for each unit.  For PCs & servers, several risk factors exist:

· Hardware (BIOS, RTC, etc)

· Software

· Operating Systems

· Commercial Off-The Shelf (COTS) application software

· Customized vertical industry software

· Custom-developed software

· Add-ins, Plug-ins, Modules for COTS / Customized software

· Macros, batch routines, etc.

· Data

· Database, spreadsheet, other date-sensitive documents and data repositories.

· A change management process (preferably automated) should be in place to track any changes in inventory during the Y2K Project and after its completion to assure continuous compliance.

· Establish procedures for collecting, documenting and updating compliance information supplied by the vendors of products and services in question.

· This should include follow-up procedures for items with a future promised compliance date.

· Also needed are procedures for correlating the obtained information to the actual units and if possible a system of labeling the units to identify their status within the “Y2K Project” process.

· Using these procedures, identify the Y2K compliance/readiness status of all risk factors.

· For PC hardware & software products, automated tools and methods exist that can greatly cut down the amount of manual work needed to obtain the compliance information from vendors and match it to the inventory generated earlier.

· For data, identifying compliance can be an enormous  undertaking and quarantining old high-risk data may be a more cost-effective solution.

· More details are under Advance Planning.

· Evaluate the compliance status against company requirements (as determined in Awareness)

· Use the resulting data to produce remediation options for identified problems with cost and timeline of implementation.

· Evaluate options against budget and time constraints and determine/approve an action plan.

· The action plan should also include contingency plans for business continuity should the remediation efforts for a particular item not finish in time.

· Assessment (External)

· Y2K is a problem of global proportions and affects every business and infrastructure.  Because of that, it is imperative to perform an analysis of the potential impact of failure of external factors important to the company:

· Product suppliers

· Vendors of outsourcing services (HR, IT, security …)

· Key distribution / sales channel partners

· Financial institutions

· Critical Infrastructure

· Power, Water, Communications, Transportation, Banking

· Due to the increased likelihood of power failure, the surge/battery protection should be reviewed thoroughly and increased if necessary.

· In addition to obtaining Y2K-readiness information from all critical vendors/partners, contingency plans should be formulated. (Remember the UPS strike?!)

· Action

· The action plan created at the end of Assessment phase will probably include one or more of the following actions:

· Fix

· Custom code, macros, data, BIOS

· Correct every time

· For example, it may not be possible to fix the clock on a PC but as long as it is able to boot without errors, network-based time synchronization (which is a must for any network) is an acceptable solution.

· Upgrade

· To a newer product (usually with cost) or with patches, service packs, firmware updates, etc (usually free).

· Note that it is extremely important that a license and all necessary key codes, serial numbers, etc. exist for every instance of the software to be upgraded.  Otherwise, the software may not work after an upgrade or an update.

· Replace

· With a different vendor’s product

· Abandon

· Sometimes the cost to replace is too high and simply not using the product or service may be an acceptable solution.

· Automated tools and methods exist to assist in many of these actions, especially when it comes to distribution of upgrades and patches.

· Many solutions identified in the action plan will probably need to be tested for some period of time before they can be applied to a large number of affected units.

· Compliance information obtained from the vendor for each risk factor is probably sufficient for most types of units.  However, mission-critical and high-risk systems (the ones identified in Assessment) plus complex systems that involve interactions between many different pieces from different vendors (i.e. servers), require actual testing.

· Automated tools exist to test software and operating systems to identify improper use of dates.

· In addition, these systems should be tested with the date set to several critical Y2K dates (the ones most important to the company):

· April 9, 1999: A system looking at Short Julian days might stop since this is day 99 of year 99 (9999).

· July 1, 1999: FY 2000 begins in 46 U.S. states. Quarterly plan that includes 9/9/99.

· September 9, 1999 (9/9/99 or Possibly 9999): To ensure the digits "99" or "9999" do not trigger a red flag, result in erroneous branching, or otherwise cause a processing error

· September 30, 1999 to October 1, 1999: This is the last fiscal rollover prior to Y2K [for many including the US Government].

· October 1, 1999: First day of fiscal year 2000 [for many including the US Government, and states of Alabama and Michigan]. First quarterly plan to look ahead past rollover date.

· December 1, 1999: First monthly plan to look ahead past rollover date.

· December 31, 1999: Last day before 2-digit year equals 00. Many systems will not operate correctly as they transition to the next day. Also, sometimes used as "Never Expires" date (IBM tapes are marked 99365--all could expire on this day).

· January 1, 2000: Key date in any compliance testing. First possible weekend day mistaken for weekday.

· January 3, 2000: First full business day in the year 2000. First possible payday after rollover.

· January 6, 2000: First possible weekday mistaken for weekend day.

· January 7, 2000: First weekly payday. 

· January 10, 2000: First 7 or 8 character date in YYYY/M/DD format (2000/1/10 or 2000/01/10).

· January 31, 2000: First monthly close; first monthly payday. 

· February 28, 2000: To ensure the leap year is being properly accounted for. Many programmers have incorrectly been taught that the year 2000 is not a leap year – Year 2000 IS a leap year. Systems should be tested to ensure correct handling of the transition to the 29th day of February 2000.

· February 29, 2000: To ensure the leap year is being properly accounted for. Some systems may transition to the 29th of February 2000 correctly, but may not allow the date to be set to the 29th. This would happen if a system was reinitialized after the transition and should be explicitly tested for.

· March 1, 2000: To ensure date calculations have taken leap year into account

· October 10, 2000: First 8 character date using a 2-digit month (2000/10/10)

· WARNING:  extreme caution must be exercised when setting the date forward.  All sorts of consequences such as account and software expiration, directory de-synchronization, data purges, etc. can occur.  It is best to perform a backup (possibly even an image-type backup) just before testing and to restore from backup when testing is complete.

· In addition to testing, in order for vendor-issued compliance statements to be useful, steps should be taken to verify that the installation of software on every computer in the company is in accordance with the installation expected and tested by the vendor.

· This is best performed through the use of automated software tools that can highlight files found in each computer that differ from a common baseline that should be created by installing ALL the software (with all the service packs and patches) in use by the company on one (or several) test computer(s).

· Eliminating or accounting for such differences on each unit will assure that the vendor-provided compliance information can be used in good faith and minimizes the need for expensive testing.

· Once all the problems are resolved on a particular unit, the unit should be labeled as Y2K-compliant/ready and a baseline configuration record should be created for this unit.

· For PCs, change management / baselining tools are available that will automatically track any changes of hardware or important files on the computer.

· This is imperative for the unit to retain its compliance status.

· In addition to baselining and change tracking techniques, it is recommended that PCs be locked down with group policies that will prevent users from installing or running new software without the administrator’s approval.

· This technique can also be very useful when identifying every executable file on a computer is too time-consuming.  In such circumstances, restricting the PC to running only known compliant applications may eliminate (or at least delay until after January 1, 2000) the need to identify the unknown files.

· Having identical date settings throughout all systems (or at least same systems) in the company is critical to the ability to pass data from one person or system to another without losing the appropriate date information or formatting.  Therefore it is strongly recommended that measures be taken to automatically (i.e. through login scripts) maintain the same date settings within operating systems and applications on all computers in the company.  Also users should be prevented from being able to change such settings whenever possible.

· After “certifying” every unit, a secondary inventory of units should be performed to verify that every one has been “certified”.

· When all units are determined to be Y2K-compliant/ready, it is strongly recommended that actual real-world testing be performed on the entire network if possible.

· This would involve setting the date to one or two of the most critical Y2K dates and letting the company with all of its servers, computers, software, data, people, etc. operate for several hours “in the future”.

· If successful, the entire company/department/business unit can be considered Y2K-compliant/ready.

· At this point detailed documentation needs to be created that describes what systems, software, external factors will be used by the company and what settings, patches, updates, etc. were necessary to make them Y2K-compliant/ready.  This information is critical for Disaster Recovery and should be incorporated into (or referred to by) such a plan (which should be created if it doesn’t exist).

· Advance Planning

· Following the guidelines of this outline will result in a high level of confidence of Y2K-compliance.  However, nothing can guarantee 100% problem-free operation in the Year 2000 and beyond.

· Plans MUST be made that contain the detailed approaches for alternatives to continue important business processes in the event of outages of mission-critical equipment or software.

· All contingency plans should address the following areas, at a minimum:

· Objective of the plan (e.g., continue normal operations, continue in a degraded mode, abort the function as quickly and as safely possible, etc.)

· Criteria for invoking the plan (e.g., missing a renovation milestone, reaching the projected Y2K-related failure date, experiencing serious system failures, etc.) 

· Expected life of the plan (How long can operations continue in contingency operating mode?) 

· Roles, responsibilities and authority

· Plan(s) creation and checkout of resource constraints to plan for each contingency and objective

· Training on and testing of plans

· Procedures for invoking contingency mode

· Procedures for operating in contingency mode

· Resource plan for operating in contingency mode (e.g., staffing, scheduling, materials, supplies, facilities, temporary hardware and software, communications, etc.) 

· Criteria for returning to normal operating mode

· Procedures for returning to normal operating mode

· Procedures for recovering lost or damaged data

· Procedures should also be drafted for dealing with occurrences of Y2K-related problems especially in data.  It is best to treat such events like viruses where the first priority is isolation.  This will prevent improper dates from corrupting any further data/systems.

· Quarantining high-risk data (like old spreadsheets likely to deal with dates) ahead of time can minimize the risk of using non-compliant data and may be much more cost-effective than inspecting all that data for compliance.

· To implement this all suspect data should be stored in a separate “quarantine” location.  Access to this data should be allowed from only a single computer (preferably one that is not used for anything else) and by one or two properly trained users.  Whenever, anyone in the company needs to access this data, they would ask the designated person to verify the data for Y2K-compliance.  If the files are determined to be compliant, the person can them move them out of the quarantine location and into normally-accessible locations.

· Audit

· Conducting a post-remediation audit is an excellent way to verify that no important steps in this complex process were missed and that all the items in this outline were performed with due diligence and that proper documentation to support Y2K compliance claims and to protect the company from legal liability exists.
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