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INTRODUCING SERVICE PACK 3
FOR ARCSERVE 6.0

This chapter summarizes the new features and software
enhancements for Service Pack 3.

In this chapter, you will learn:

What is Service Pack 3
Installing Service Pack 3
New ARCserve Features

Enhancements for Service Pack 3
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What is Service Pack 37

Service Pack 3 is a software upgrade integrated with
ARCserve 6.0. If you have a prior release of ARCserve,
you can download the Update.exe patch from Cheyenne’s
web site to install Service Pack 3 for ARCserve 6.0.
Service Pack 3 provides enhancements and new features in
the following areas:

Job performance
Data integrity

Job security

Job configuration
Hardware support
User interface

Y Y v v yy
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Introducing Service Pack 3 for ARCserve 6.0

Installing Service Pack 3

To install Service Pack 3, you must have ARCserve 6.0
installed on your Windows NT server or workstation.

Use the following procedure to install Service Pack 3.

1. Download the Update.exe file from Cheyenne’s web
site to the local drive of your Windows NT server or
workstation.

NOTE: Cheyenne’s web site:
http://www.cheyenne.com

2. Do one of the following to run the Update.exe file in
Windows NT:

> In your Windows NT 4.0 Program
Manager, click on the Start button, type
the drive and directory where the
Update.exe file exists in the Open: list box
in the Run dialog box, then click the OK
button.

> In your Windows NT 3.51 Program
Manager, click on the File menu, then
select the Run menu option, type the drive
and directory where the Update.exe file
exists in the Command Line: list box of the
Run dialog box, then click on the OK
button.

The Welcome dialog box appears.

3. Click on the Next button.
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4. The setup program checks if there are any ARCserve
services running, and prompts you to click on the Yes
button to shut down the services.

'Warning

Setup has detected running Cheyenne companents, which must be stopped for proper
operation

Do you wish to continus?

5. Click on the Yes button.
The Setup Complete dialog box appears.

Setup Complete

ARCserve Service Pack 3 Setup is complete.

v Yes, | iike to view the Release Motes file:

Click Finish to complete Setup.

6. Click on the check box to open the readme file, then
click on the Finish button to install the program files.

ARCserve 6 Service Pack 3 Release Notes



Introducing Service Pack 3 for ARCserve 6.0

New ARCserve Features

The following new features have been implemented for
ARCserve 6.0 in Service Pack 3.

> Removable Device Support - ARCserve
now backs up data to removable optical
drives, such as zip or jaz drives, PD drives,
and MO drives.

> Tape Alert Support - ARCserve now
supports Hewlett Packard’s Tape Alert
management feature for DDS-3 devices
that support the TAPEALERT firmware.
System Administrators will now be able to
monitor ARCserve tape devices and media
by using HP Open View through the
SNMP protocol.

> CRC Verification support - When you
back up your data, you can verify the
individual data packets with CRC
verification. CRC stands for Cyclic
Redundancy Check and it prevents data
corruption by generating a numeric value
for each packet, then checking that value
against the data on the tape.

> Preferred machines - You can now setup
an entire machine with all of its volumes as
a share in the ARCserve browser. It will be
displayed under the Preferred Shares node
of the ARCserve browser.

> DDS-3 tape format - ARCserve supports
the use of DDS-3 tape format on Sony and
HP tape devices allowing you to save from
12-24 Gigabytes of data on a 120 mm tape
cartridge.
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> Post commands based upon job status -
You can base your batch commands on the
outcome of a job. Now you can select to
run or not to run a command if a job fails,
is completed, or incomplete. For instance,
you might or might not want to run a
detailed report on a job if it fails.

> GFS Media Prediction Report - Now you
can run reports to produce detailed media
information for media pools used in your
rotation schemes including the media
status and session information.

> ARCserve job queue security - You can
retrict access to the ARCserve job queue by
granting varying security permissions to
ARCser ve$ for different user/group
identities for the job queue.

> Alert Configuration - Now you can re-use
the configurations you define for different
jobs and view the entire ALERT
configuration in the Activity Log for each
job.

> Improved tape merging performance via
tape cataloging - ARCserve now creates a
tape catalog file on your tapes to improve
performance for tape merging jobs and
database backup jobs.
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Introducing Service Pack 3 for ARCserve 6.0

Enhancements for Service Pack 3

The following software enhancements have been
implemented in Service Pack 3.

> Tape positioning optimization - Tapes are
no longer automatically rewound after
completion of a job. Additional sessions
are appended to the tape saving users time
when backing up and verifying data.

> Media pool management enhancement -
You can now manage media pools by
assigning or removing media devices to or
from existing pools in the ARCserve
Manager.

> Media name display - Now the name for
your media pools you configure for your
GFS rotation backup jobs is displayed on
the Calendar View tab of the ARCserve
Backup window.

> User notification for non-job related
events - Users can now configure ALERT
notifications for specific non-job related
events, such as the tape or database engine
starting, error messages, or other events
viewed through the Activity log.

> Enhanced detailed Registry backup
performance - You can now backup your
Windows Registry entries to the key level
as a separate tape session with optimized
performance.

> Importing/Exporting multiple changer
slots - ARCserve now supports importing
or exporting multiple tapes to your tape
changer devices from the tape library.
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Enhancements from  The following enhancements were implemented in Service
SP2  Pack 2.

> Multiple node copy support - This
enhancement allows users to copy files
from multiple locations to a single target
directory.

> ARCbatch utility - The ARCbatch job
utility allows you to submit, delete, or
modify the execution time for jobs in local
or remote ARCserve job queues from the
Command Prompt (Console mode). You
can use a job script created in the
ARCserve manager or in a text file using
the ARCbatch Job Information Template in
the ARCbatch.wri file in your ARCserve
home directory.
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NEW FEATURES FOR
ARCSERVE 6.0 SP3

In this chapter, you will learn:

New Features for SP3

Removable Drive Support

CRC Verification

Job Configuration Improvements
GFS Media Prediction Report

Machine Level Preferred Shares and Preferred
Machines

Configuring Post Commands Based on Job Status
ARCserve Job Queue Security

Tape Cataloging
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New Features for SP3

The following new features in SP3 enhance job
performance, increase your hardware and software
compatibility and capabilities, assure greater data integrity,
add usability for configuring jobs, and increase security for
your backed up data and job management.

Hardware and  Installing Service Pack 3 for ARCserve 6.0 allows you to
Software Support  take advantage of the following hardware and software
improvements when backing up and restoring data,
scanning device sessions, and merging device sessions with
the ARCserve database.

>
>

Removable device support

Tape Alert firmware for HP DDS-3 tape
devices

DDS-3 tape format for HP and Sony tape
devices

CRC verification
Tape catalog support
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New Features for ARCserve 6.0 SP3

Removable Drive Support

Service Pack 3 allows you to back up data, restore data,
scan sessions, merge removablel sessions, and manage
removable media on your removable devices. Service Pack
3 supports SCSI removable devices for your backup and
restore jobs. The ARCserve Manager identifies and treats
the removable media as tape media.

Service Pack 3 does not support WORM devices. Also,
write protection is not supported.

NOTE: For the most up-to-date list of certified
devices, go to Cheyenne’s web site:
http://ww. cheyenne. com

Before you can back up to removable media, you must:

> Enable your removable device
> Format your removable storage media
> Configure removable device groups

NOTE: You cannot turn on a removable device after
Windows NT boots up because no drive letter
is assigned to the removable device.

SCSI Removable  The following SCSI removable devices are supported in

Devices  SPS3.
Vendor Product Firmware
Hewlett Packard C113F 1.33
Sony SMO-F541+3 111
Pinnacle Micro APEX 4.6G 1.04
Hitachi 0OD152-1 D09C
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Vendor Product Firmware
Mashita PD-1 LF-1000 A105
Mashita LF-7300 A101
MAXOPTIX TMT 4-2600
IOMEGA JAZ
IOMEGA ZIP
SYQUEST EZFLYER
SYQUEST SYJET
Olympus SYS 230

NOTE: For removable drive support to function
properly, you must use Service Pack 4 or
greater for Windows NT 3.51 and Service
Pack 2 or greater for Windows NT 4.0.

Enabling Removable  Before you can back up to your removable media, you
Drives  must enable the drive so ARCserve can recognize it.

Use the following procedure to enable a removable device.

1. In Windows NT 4.0 click on the Start button, then
select the Programs menu, the ARCserve for
Windows NT sub menu, and the Removable Drive
Setup option or click on the Window menu, select the
ARCserve program group, then double click on the
Removable Drive Setup icon in Windows NT 3.51.
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New Features for ARCserve 6.0 SP3

The ARCserve Removable Drive Setup dialog box

appears.
{ ARCserve Aemovable Drive Setup E
@ Fleaze zelect and deselect the removable drives you wizh to use _DK
= az ARCzerve backup devices.
Cancel |

Bemovable drives:

<D HITACHI 0015241 Doac "Board:1 Bug:0 Scsild 4 Lun0"

Description
’7 HITACHI OD152-1 D0sc “Board:1 Bus:0 Scsild :4 Lum0"

2. Select the removable drive you want to enable for
ARCserve by clicking on the check box for the drive in
the Removable drives: list area, select whether or not
to use NTFS long erase by selecting or deselecting
the Use NTFS for Long Erase check box, then select
the OK button.

NOTE: If you want to format the removable tape in
NTFS, you select the “Use NTFS for Long
Erase” check box.

Your removable device is enabled and you can view it
in ARCserve’s Device Manager.

Formatting  After your device is recognized by ARCserve, you must
Removable Media  format your removable storage media as an ARCserve
storage media. In ARCserve’s graphical user interface,
removable media is represented as if it were tape media.
This is not an error.  ARCserve treats removable media in
the same manner as tape media.
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NOTE: You must use Windisk.exe to partition
removable media. Unpartitioned media is not
supported by ARCserve.

Use the following procedure to format your removable media.

1. Click on the Device menu, then select Eormat or click
on the Format button on the tool bar.

Format E

Mew Tape Mame |BK21

Expiration Date I 03/11/33 E

¥ Use Tape Rotation
Media Pocl JaLL DEVICES POO =l
Serial # [1200010

QK I Eancell Help |

2. Type a name for the new storage media in the New
Tape Name list box, select the tape’s expiration date
by clicking on the up and down arrows in the
Expiration Date spin box, click on the Use Tape
Rotation check box to include the removable media in
a media pool (then select a media pool from the Media
Pool drop-down list and type a serial number in the
Serial # list box), then click on the OK button.

NOTE: If you reformat removable storage media
using the “Long Erase with NTFS” option, all
existing data on the storage media will be
erased.
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New Features for ARCserve 6.0 SP3

Erasing Removable  You may need to reuse or regroup your removable media.
Storage Media  You can use the Erase Utility for Removable drives to do
the following:

> Quick erase - deletes the tape label

> Quick erase plus - destroys the tape label
and serial number

> Long erase - destroys all data and formats
theremovable media in FAT or NTFS

NOTE: Formatting and erasing the removable media
will delete the sessions on the media, not the
user data.

Use the following procedure to erase removable media.

1. From the Quick Access panel, click on the Device

§ Management button.

The Device window appears.

[ETEe Mansger Vew Deviee Window Help EX]
@I DARKMATTER 3"@"“8 %‘ ;lﬁlglalgjlgl

By <0 atepi Summany | Detal |
5 QUANTUM BIGFOOT1280 o

& Information
& SONY  CD-ROM COUTTE-Q

[y <15 aic?ae =N B
& FUIITSU M2E23F 512 Sequence [1 D [0983  wite Protect [No
& HP  C1553 et |

%3 HITACHI DD152-1

i~ Media CF

HE C1533 Medium Type
B3 test2 Density Code | 15H

Format Code | Prime

OOFF

Block Size 1024

ARCserve 6 Service Pack 3 Release Notes 2-7




2. Click on the removable media you want to erase, then
click on the Erase button on the tool bar or right click
% on the media, then select the Erase menu option.

The Erase dialog box appears.

Eraze E3 I

o Duick Erase - only destioy tape labet

¢ Ouick Erase Plus - destroy label and serial &
¢ Long Erase - destroy all data, fomat with FATAMTFS

0K I Eancell Help |

3. Click on the option button for the type of erase you
want to use, then click on the OK button.

NOTE: Always use the ARCserve Device Manager
to eject removable media.
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New Features for ARCserve 6.0 SP3

Device Group  You configure removable device groups through
Configuration for  ARCserve’s Device Management window. Creating or
Removable Devices  deleting new removable device groups, renaming
removable device groups, and assigning or removing
individual devices are all simple tasks done in ARCserve’s
user-friendly interface.

Creating Removable Device Groups and Assigning
Removable Media

Use the following procedure to create removable device
groups and assign removable devices to them.

1. From ARCserve’s Quick Access panel, select the
Device Management button.

g ARCserve’s Device Management window appears.

E- i ARCserve - [Device:3]

E\Ie Manager Yiew Device Window Help
@l “DAHK-MATTEH X @l %‘%l@lﬁllgl@l

Summary |

— &dapter Information

& SOMY  CD-ROM CDUYYE-O
[Bomy <13 gic7aux

E@ FLITSU M2623F-512

@y HP  C15534

% HITACHI OD15241

IGeneric

Description Ialapi

B3 3/11/97 515 PM Board Murnber |0 1/0 Port Address |01FD
HP  C15334 SCS1ID 255 Memory Address [M8
B THURSDAY Bus Type 154, DM, i

IRE 14

Masirurn Transter Length E5536
daximum Physical Pages 16

Alignment Mask 0

2. Click on the Device menu, then select the Device
Group Configuration menu option.
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The Device Group Configuration dialog box appears.

Device Group Configuration E

Groups: Ayailable Devices :

W CHANGER > HITACHI OD152-1

<4 fazsign

i

Femove >

— Groups —

Mew...
Eename...

Welete

L

Eraperties...

()8 | Cancel

Help

3. To create a new removable device group, click on the
New button.

The New Group dialog box appears.]

New Group [ ]|

1]

Group Mame: IDF‘TICAL Eancell
Help |

H

NOTE: You cannot assign a removable drive into a
group of tape drives.
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New Features for ARCserve 6.0 SP3

4. Type the name for your new group (Optical, in the
above example) in the Group Name: list box, then
click on the OK button.

I Device Group Configuration I

Groups;

| CHANGER

Available Devices

B <Device:3> HITACHI 0015241

<Device:d> HP C15334 < Agsign |
=24 OFTICAL
Femoye > |

— GIOLPS m—

Bename. . |
Delete |
Properties... |

ak. I Cancel I Help

5. Do one of the following:

> To assign a removable device to your new
group, highlight the group in the Groups:
window, click on a device in the Available
Devices: window, click on the <<Assign
button, then click on the OK button.

> To remove a removable device from a
group, highlight the device under a group

in the Groups: window, then click on the
Remove>> button.
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Renaming  Use the following procedure to rename a removable device
Removable Device  group.

Groups

1.

In the Device Group Configuration dialog box, click on
the group node in the Groups window, then click on
the Rename button.

The Rename Group dialog box appears.

Rename Group E

Group name:  OPTICAL

Change to; IHEMDVE| Cancel |
Help |

Type the new name for the removable device group in
the Change to: list box, then click on the OK button.
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New Features for ARCserve 6.0 SP3

CRC Verification

CRC (Cyclic Redundancy Check) verification allows you
to check the integrity of backed up data as you perform
your backup jobs, while verifying with the scan option,
without referencing the data on the disk. Thus, users can
alter files on the hard disk without affecting the results of
the verification for the changed files. In CRC verification,
the data’s signature, a numeric value for bytes of data for
each packet of data that is transferred, is stored in a check
sum on the tape as the packets are transferred. Later, the
checksum is compared against the data on the tape after it
is backed up. If these values do not match, the data has
been corrupted.

This can be useful for administrators in a large enterprise
who need to verify large volumes of data during periods
when demands on system resources are lowered.

For example, an administrator configures a backup job for
a group servers that runs between 12:00 AM and 7:00
AM. If he were to perform a comparison of the tapes to
the hard disks for all of the backup sessions in the backup
job, he might not be able to complete the verification
before the employees started arriving at 8:00 AM the next
morning. Thus, the results of the comparison would
indicate that the data had changed if anyone saved any
new data to the servers while the verification was running.

The results of a CRC verification are unaffected when
users save new data to the servers because the data in the
checksum was generated when the data on the servers was
backed up and stored on the tape, then compared to the
tape sessions afterwards. Thus, any changes in data before
the verification is completed will not affect the results.
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Use the following procedure to verify data blocks in a backup

job with CRC.

&

1. In ARCserve’s Quick Access panel, click on the
Backup button.

ARCserve’s Backup window appears.

ﬁﬂiAHCsewe - [Backup - Untitled: 4]

@Eile Manager Wiew Backup ‘Window Help

& e 388

EIEAEd

Source |Destinati0n| Schedule I

(-0 f2} My Computer [DARK-MATTER) Type of Information [ Value

@ Network CPU Type Pentium

B3 Cheyenne Agents Mumber of CPL's 1

(- I (& Preferred Shares\Machines Total Memary 6,248,704
Free Memary 20,520,960

2. In the Backup window, click on the Backup menu,
then select the Qptions menu option.

The Options dialog box appears.

Pre/Post | Lag | Winugs | Alert I
tethods I Tape I “Werfication | Rety Operation
— Operation
I Eject Tape

I™ Disablz File Es

™ Delete Files After Backup

timate:

¥ Calculate and store CAC value on tape

rve Home Directory is selected

v Backup ARCserve Database files
& Only if ARCse

" In every Backup job

i Databaze

* Recard Detail

" Disable Datab

Infarmation

1~ Record Job and Session Infarmation Orly

ase Recording

Ok I Cancel

Help
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New Features for ARCserve 6.0 SP3

3. On the Operation tab of the Options dialog box, click
on the Calculate and Store CRC Value on Tape check
box, then click on the Verification tab.

Pre/Post I Log | Wirus I Alert I
Methods I Tape Yerification | Fietry I Operation

— Backup Yerification

" Mone

Mo verification will be performed.

Checks the header of each file on the backup tape. |f
the header is readable, ARCserve assumes the data is
1eliable.

AR Czerve will perform CRE werification by recalculating
the CRC value and comparing with one stored on tape if
"Calculate and store CRC value on tape' option iz
zelected in Operation tab

" Compare Tape to Disk
Fieads blocks of data from the tape and compares the

data, byte for byte, against the source files on the
source machine.

QK I Cancel | Help |

4. Click on the Scan Tape Contents option button, then
click on the OK button.

NOTE: You can calculate and store CRC values
without performing a verification job. Later,
you can run a scan job to verify the data.
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Job Configuration Improvements

Service Pack 3 enhances your ability to configure jobs in
the following areas:

> GFS Media Prediction Report

> Machine level preferred shares

> Managing removable devices

> Post commands based on job status
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GFS Media Prediction Report

ARCserve now support a new report for the different
backup jobs in your GFS rotation scheme. The report will
contain the following information for each job.

> Date and time of the job’s execution
> Backup type and method
> Tape information

> New name for your backup media after
formatting

The following is sample GFS Media Prediction Report for
a five-day weekly rotation scheme with the full backup on
Fridays and incremental backup jobs on weekdays.

| GFS Media Prediction Report I

Host Server:  LUKE_NT40W Medis Prefi: MICH
Hext Backup Date &% Time: Friday, 31407 244 FM

== Fridaw. 31497 244 P ==

Backun Twne & Method: Weekly FULL

The following media canbe used:

| «RTANK TAPR=

The media will be formatted as W-MICH-FRI- 371497

== Satmrdas 31597 A4 PR ==
Ho Backup Job Scheduled

== Sundav. 31607 244 P =>
Mo Backup Job Scheduled

== Mondav. 31707 2:44 P ==

Backun Twoe & Method: Dadly [INCREMENTAL

The fallnwine media can be used

1. = BLANK TAFE=

The media will be formatted as [-MICH-MON- 311797,

=< Tuesdav. 31897 2. P ===

Dackun Twoe & Method: Dabr [INCREMENTAL
The following media canbe used:

| =RTANK TLPF=

The media will be formatted as [-MICH-TUE- 31897,

== Wednesdaw. 31997 2:44 PR ==

Parknn Twoe & Wethnd: Daile INCREMENTAL

The following media can be used:

1 = BLANK TAPE=

The media will be forwatted as [ MICH-WED- 3119097,

== Thursday. 32007 2:44 P ==

Backun Twe & Method: Daily INCREMENTAL
The fllnwing media can be used:

1. = BLANK TAFE=

The media will be formatted as [-MICH-THU- 32097
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Machine Level Preferred Shares and Preferred Machines

You can now setup Preferred Shares or Preferred Machines
under the Preferred Shares/Macines node of the ARCserve
browser. These objects let you access all of the shared
drives or preferred machines without browsing your
network. Now you can also back up and restore all of the
shared drives under a preferred share on a machine.

6/ ARCserve - [Backup - Untitled:4]
@E\Ie Manager View Backup Window Help =)

| ey A AT

Source | Destination | Schedule |

0.5} My Computer [DARK-MATTER] Type of Infomation | Walug
@ Metwork Hame Preferred ShaiesiMachines

2 Cheyenne Sgents

B8 LE Fretened Shares\Machines:
- M ] VINEBULAE

| @M CO-ROM

| M) MOTO

# I@ WIUASARMCARUS

NOTE: This feature enables you to back up “share
points” provided by other operating systems
that are capable of creating “shares” in a
Windows NT network, such as UNIX NFS or
OS/2 LAN Server shares.
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Use the following procedure to add a preferred share or a
preferred machine to the Preferred Share node of your
ARCserve browser.

1. Inthe tree of your ARCserve browser on the Source
tabs of the Backup or Copy windows or the
Destination tab of the Compare window, right click on
the Preferred Shares / Machines node of your browser
tree, then select Add Object.

5 ARCserve - [Backup - Untitled:4]
Fie Manager View Backup Windoew Help 5|

& 5%5 8] k|7 5

Source | Destinaton | Sehechie |

puter [DARK-MATTER) Type of Information [Value
k Name Preferied Shares\Machines

-
Add Obiect,
/=1 MOTO

- B2 \WOUASARYCARUS

=) CO-ROM

< | ]

e - [Backup -... 3 Exploring - Images | 438PM

il Start | | ZF ARCserv
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The Add Object dialog box appears.

Add Object ]|
Metwork, Provider:
IMicmSDfl Windows Mebwork, j LCloze

— Machine Mame or Share Hame Help |

Enter a share name in UMC format;
YWACHINESSHARE

or

Enter a machine name in UMC format:
YWMACHINE

WPRODUCTS-NT

2. Select the network provider in the Network provider
drop-down list, type the name of your machine
preceded by a double backslash, then click on the
Add button.

The new machine-level share or preferred machine
appears in the browser.

i ARCserve - [Backup - Untitled: 4]
2] Fle Manager View Backup Window Help _le|x

@] w555 0] A &l

Source | estination | Scheduie |

- My Computer [DARK-MATTER) Type of Information [Value:
Network Name WOLASAR
@3 Cheyenne Agents
(3, Freferred Shares\Machines
£ B2 WNEBULAE

- B =] CD-ROM

B M =] MOTD
B B £ WPRODUCTSNT
@ s
| 1
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Configuring Post Commands Based on Job Status

You can run an executable file for an application after your
job has run, and also specify whether or not to run the
executable file based on the job’s results. You can specify
these Post commands at the Global or Machine level.

Use the following procedure to enter a Global Post command
based on a job’s results.

1. On the Pre/Post tab of the Options dialog box, type
the file for the application you want to run after the
completion of the job, then click on the check box for
one of the following options.
> Do not run Command if Job Fails
> Do not run Command if Job is

Incomplete

> Do not run Command if Job is Complete

Options
Methods | Tape I “Werification I Fetry I Operation I
Pre/Fost | Log I iruz I Alert

— Bun Command Before Job
Enter the name of the file/application to execute before
the job startz

I
™ On egit code: ID

= | B ot Immedistel
7| SkipJot
™| Ship Eost Application

Enter the time ko wait before the job startz. [This allovws
time far the file/application to finish processzing.|

Delay I i} E Mikute(z)

— Fun Command After Job
Enter the name of the file/application to execute after the Job

Do not run Command if
™ Jcb Eails

™ Job is Incomplete
™ Jab iz Complete

Ok I Cancel Help
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NOTE: To enter a post command for a specific
machine, right click on the machine in the tree
of the ARCserve browser, then select the
“Pre/Post Option...” menu option.

The Pre/Post dialog box appears.

Pre/Post
— Bun Command B efore O peration

Enter the name of the file/application to execute before
Operation on this Machine.

I
[~ On egit cods: IEI

I= | HurHperation [mrmediatel
I= | Ship Hperation
I= | Skip Eost&pplication

Enter the time ta wait befare the Operation starts. [Thiz
allows time for the filedapplication ta finish processzing |

Delay I i} E Minute(s]

i Run Command After Operation
Enter the name of the file/application to execute after
Operation on this Machine.

Ic. “adir\bogus.exe
Do naot run Command if

I~ Op hcomplete
™ Operation is Complete

ok I Cancel Help
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ARCserve Job Queue Security

ARCserve now supports different levels of security
permissions for the ARCserve job queue allowing you to
restrict job management for selected users or groups.
Users must provide credentials to access the job queue.
The user must be authenticated before he is allowed to
perform any type of transaction in the ARCserve job
queue. (i.e. add, modify, delete, or reschedule jobs)

ARCserve has the following default security permissions.

Permission Type of Access
Administrator Full Control
Administrators Full Control
Backup Operators Change
Everyone Read
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Modifying User ~ You can reassign the type of access to your job queue for
Groups  user groups or names in your Windows NT 4.0 Explorer.

Use the following procedure to modify the type of access for a
user group.

1. Inyour Windows NT 4.0 Explorer, right click on the
ARCserve$ share on the tree of your browser, then
select the Sharing menu option.

@ Desklop

Elg My Computer
-y 3% Floppy [4:)

l_f_l--i_’ Binary-m [C:]

..... 2] @hemi@

----- 27 1111 Graphics

B Alert

g I
-] Aant Explore

..... cd DOpen

- Cheye  Eind...

-] Dhage
----- {1 Dhaxc
-] dbwe
100 Etherl

(E5can for Vinses...

The Sharing tab of the ARCserve Properties dialog box
appears.

Arcserve Properties [ 2]}

General  Sharing I

T~ Mot Shared
—{* Shared As:
Share Mame: =]
LComment: IAHEserve System Directary
User Limit:

= Mawimum Allowed ml
T Allows 3: Users Remove Share

Permissions.

’TI Cancel | Appl |

2. Click on the Permissions button.
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The Access Through Share Permissions dialog box

appears.
Access Through Share Permissions E
Access Through Share: ARCSERVE

Owner:
Mame:
l@.m:lministrators Full Control
k chrisw (Chriz Welch) Full Control

omain Guests Fead
ah Change

Tupe of Access:  [{GERN

QK I Cancel Add... Bemove Help

3. Click on the user group or name under the Name
heading, click on the Type of Access drop-down list,
select one of the following types of access from the
list, then click on the OK button.

> Full Control - The Full Control
permission allows the user to access the
queue, add and modify jobs, and reassign
security permissions for the queue.

> Change - The Change permission allows
users to access the queue and administer
jobs, but does not allow them to reassign
security permissions.

> Read - Read access allows users to monitor
jobs in the ARCserve queue, but not to
create, modify, delete, or reschedule them.

> No Access - Users will not be able to access
the ARCserve job queue remotely or
locally.
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Assigning Security  Job queue security for ARCserve is based on Microsoft’s
Permissions  Shared Directory Facility. You can use the Windows NT
4.0 Explorer or the Windows NT 3.51 File Manager to set
security permissions for the “ARCserve$” share that you
created when you installed ARCserve.

Use the following procedure to set security permissions for the
ARCserve$ share.

1. Inthe browser of your ARCserve server’'s Windows
NT Explorer, right click on the ARCserve shared
directory, then select the Sharing... menu option from
the sub-menu.

Iﬁ Desktop

Elw My Computer
[y 3% Floppy [&:]

sl Binarpm (C:]

..... _l Ehamiz

----- 1 1111 Graphics

G- Alert

Paalimews
#- Asnt | Explore

..... _| Cd Open

[ Cheye  Find...

[]j gz:iz (&5 oan for Vinses...
-] dbive [T

-0 Ethed; =
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The Sharing tab of the ARCserve Properties dialog box
appears.

Arcserve Properties EHE
General  Sharing |

Mot Shared
—{* Shared Az

Share Mame:

LComment: AR Czerve System Directory

Uszer Limit:

& Mawimum &llowed ml
o Alloﬂl 3: Users Bemove Share |

Permizzions... |

QK I Cancel Lppli

2. Specify the user limit by clicking on the Maximum
Allowed option button or the Allow option button,
then click on the Permissions button.

The Access Through Share Permissions dialog box
appears.

Access Through Share Permissions

Access Through Share: ARCSERVE

B8 Administratars Full Cortral
k> chrizw [Chriz Welch) Full Cantral
.‘-;r' Domain Guests Read

Chahge

i Guets Read

Type of Access: [{H

0k I Cancel Add... Bemaove Help
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3. Click on the Add button to add new users.
The Add Users and Groups dialog box appears.

Add Users and Groups E
List Names Fram: I@NT-MATTEH* =l

Mames:

EAccount Operatars Members can administer domain yser ar &

B drinistrators Members can fully administer the compul
i‘ Backup Operators Members can bypass file security to bacl
{,r‘ Dromain Admins Designated administrators of the domain
{,r‘ Domain Guests All domain guests e
@@Domain sers Al domain users

Everpone All Users
Guests Users granted guest access to the com;LI
Aidd Show Users Iembers... Search... |
Add Mames:
Type of Access: |Read ;]

Cancel | Help |

4. Select the server you want to select names fromin the
List Names From: dialog box, select a name from the
Names dialog box, click on the Show Users button to
assign permissions to individual users, click on the
Add button to add the name to your server’s ACL list,
select the type of access you are allowing a user or
group, then click on the OK button.

There are four permissions to assign to ARCserve
users.

> Full Control - The Full Control
permission allows the user to access the
queue, add and modify jobs, and reassign
security permissions for the queue.

> Change - The Change permission allows
users to access the queue and administer
jobs, but does not allow them to reassign
security permissions.
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> Read - Read access allows users to monitor
jobs in the ARCserve queue, but not to
create, modify, delete, or reschedule them.

> No Access - Users will not be able to access
the ARCserve job queue remotely or
locally.

Modifying Security ~ You can use the Windows NT User Manager to redefine
Permissions  the ARCserve security for users.

NOTE: You must be an Administrator, Server
Operator, or Power User to modify user
permissions.

Use the following procedure to modify user permissions.

1. In Windows NT 4.0, click on the Start, then select the
Programs menu, the Administrative Tools menu, then
the User Manager for Domains application.

The User Manager appears.

[} ARCSERVE
€ Backup
€ bridget bridget almas ntpubs
chrigw Chris Welch admin
€ david David Fischer admin
€ DBAGENT DBAGENT
€ Guest Built-in accountfor guest access to the computer/domain
€ Harry
€ IUSR_DARK-MATTER  Internet Guest Account Internet Server Anonymous Access
€ JamesC Jamie Canter
€ richasll Michael Liang admin

Groups Description

E@ Account Operators tdembers can administer domain user and group accounts =]
ES® Administrators can fully administer the computer/domain
E@® Backup Operalors Members can bypass file security to back up files

g5 Domain Admins Designated administratars of the domain

€& Domain Guests All domain guests

€@ Domain Users All domain users

EG® Guests Users granted guest access to the computerjdomain
ES® Print Operatars tembers can administer domain printers

é'r-‘ Feplicator Supponte file replication in a damain =
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2. Double click on the group you want to assign a user
to.

The Global Group Properties dialog box appears.

Global Group Properties E
Group Mame: Domain Admins
Description: IDesignated administrators of the domain Cancel |

Help |
Members: Mot Members:

| $3 Admiristrator € ARCSERVE  ARCSERVE -
i Chiis 'welch € Backup

<= fadd | ﬁ bridget bridget almas
— € davide David Fische
Bemave > | € DBAGENT DBAGEMT
= £

Guest

€ Hamy

€ sk nan-M.lnbﬂmnbﬁllnd

3. Click on a user in the Not Members: list area, then
click on the <-Add button to assign the user to a
global group.

Accessing an  When you submit a job to a remote ARCserve queue from
ARCserve Job Queue  a particular job window, such as the Backup window, the
remote ARCserve server first obtains your credentials and
grants or denies access to the job queue based on a list of
permissions you have set for the ARCserve$ share.

The following procedure demonstrates how you can submit a
Backup job to the job queue of a remote ARCserve server.

1. From the Backup window, click on the Select Server
% button.
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The Select ARCserve Server dialog box appears.

Select ARCzerve Server

—ARCserve Server ] I

Cancel |

W Set as Default Server
Properties |
Awailable Servers:
Help |

Computer Hame

CHINIBM -
CHRISP_NT351

= - =
CODRUT
COMPADSE0
COMPAQ_SERVER

Cuent Default Server:  DARK-MATTER

2. Click on a remote server in the Available Servers list
area, then click on the OK button.

The current server is displayed in the tree of the
browser.

[ET 6 torger_ion Bsckp wndon Ho ;I_I;x

& poe 555 0] R]E] &

Sauce | Destination | Schede |

=0 _ My Computer (PLAYGROUND_NT 401) Type of Information [ value
- H & Ch-NTFS Name MAGDALENA_405

=D Db -FAT
O EA-FAT
Fi\ - FAT
Fegisty
AR
O Network
L1E} Cheperre Agents
- 1@ Prefened Shares\Machines

«| | >

[My ComputerPLAYGROUND_NT40  [User: Administrator [ 3/21/97 436FM
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3. After you have entered the job information on the
Bl Source tab, the destination information on the
Destination tab, and the schedule for the job on the
Schedule tab, you click on the Run button to submit
the job.

If there are security permissions assigned to the remote
queue, the following message appears.

ARCzerve

Cannot connect to remaote machine Y\DARK-MATTER.
Access iz denied,

4. Click on the OK button.
The Security dialog box appears.

Security E I

Security for
WDARKAMATTERVARCaervesd

User Mame I.-’-‘«dministrator

Password I’""1

To specify a domain account, use the following
syntax: Domaint ametU sertame.
To specify a local account, enter the Uzerame,

] 4 I Cancel | Help |

NOTE: This dialog can be used to provide security
information to access the job queue of a
remote ARCserve server in the Job Status
Manager.
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View a remote job  You can access a remote ARCserve job queue in the Job
queue inthe Job  Status Manager to view job information and events in the
Status Manager  Activity Log and add, modify, or delete jobs in the queue.

Use the following procedure to access a remote job queue in
the Job Status Manager.

1. Click on the Job Status button on ARCserve’s Quick
%“‘*"‘1‘"“* Access Panel.

The Job Manager appears.

HiARCserve - [Job Status: 2]
Eie banager View JobStaus Window Help TR

|D;HKMATT;H a"é'a‘ |W|@; =P

=9 ARCserve Servers
54 My Computer < DARKMATTER »

KI | »[]
dob Detsl [T o

[ [My Computer DARK-MATTER [User: Administratar [3726/57 117 PM

2. Right click on the ARCserve server node on the
browser’s tree, then select the New Server Group
menu option.

The new server group appears under the My Computer
node of the browser’s tree.

3. Type a name for the new group.
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4. Right click on the new group, then select the Add
Member... menu option.

=@ ARCserve Servers
5 My Computer < DARK-MATTER »

Mew Server Group
Rename

Delete

Add Member...

The Add Group Members dialog box appears.

Add Group Members E
— Server Mame add
;
BEefresh |
Eraperties |
Help |
Available Servers:
Server - |Assigned Group | [omain
5203 BD -
AGASS] WwORKGROUP
ALPHADDT MTDEY
ALPHALL WwORKGROUP
ALPHATIM LAUSTERALPHA
ALPHA_ENT40 WDHKGHDUP_Ij
[ | »

5. Click on an ARCserve server in the Available Servers:
list area, then click on the Add button.

The ARCserve server is added to the tree under the
group node.

6. Right click on the new ARCserve server, then select
the Security... menu option.
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The Security dialog box appears.

Security I

Security for
WWOARK-MAT TERVAR Czerved

UserName  [Admiristrator

Pazsward |’1

To specify a domain account, use the following
gyntax: DomainMameilzert ame.
To zpecify a local account, enter the Uzeld ame.

(] 4 I Cancel | Help |

7. Type avalid user name in the User Name list box and
a password in the Password list box.

This information will be used to log on to the job
queue of the selected server.
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ARCserve System  The ARCserve system account is a master user account
Account  which you can use to access remote data from an

ARCserve server. For example, the ARCserve system
account could be for a member of the Global Domain
Administrators group. This enables an ARCserve server to
successfully log on and access the data of any servers or
workstations participating in the current domain and any
servers from domains trusting this domain. In such a case,
you do not need to provide valid credentials each time you
want to process data.
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Tape Cataloging

Tape cataloging improves performance in your backup and
tape merging jobs.

> During backup jobs, backup information
is stored, then written to the database.

> During tape merging jobs, ARCserve reads
the files stored during the backup then
writes them to the database, instead of
reading through the tape file-by-file.

NOTE: Tapes created with previous versions of
ARCserve will be recognized and merged with
the database using the previous merge
method.
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SOFTWARE ENHANCEMENTS
FOR ARCSERVE 6.0 SP3

This chapter explores the software enhancements for
ARCserve 6.0 Service Pack 3.

In this chapter, you will learn:

3-3 > | Multiple Node Copy Support

3-4 > | ARCbatch Job Script Utility

3-10 > | Media Name Display for GFS Rotation

3-12 > | User Notification for Non-job Related Events
3-15 > | Importing/Exporting Multiple Changer Slots
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Service Pack 2 Enhancements

Service Pack 2 improved ARCserve’s existing features and
functionality in the following areas.

> Multiple node copy support
> ARCbatch enhancement
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Multiple Node Copy Support

Multiple node copy support allows you to copy files from
several different nodes (locations) on the Source tab of the
Copy window to a single destination on the Destination
tab.

Selected marker

[d

Partially selected marker You browse source data by clicking on the tree to expose
the nodes you want to select on the source tab of the Copy

window, then clicking on the green box next to a folder.
When the box is full, the directory is selected; if it is
De-selected marker partially filled, some sub-directories are selected; and if it is

empty, no files in the directory are selected.

& ARCserve - [Copy - Untitled: 1]
fe Manager Yiew Copy Windew Help

=l o P e
5| 5|%|%|5] 04 8|49 £ o3
&l 555 8 kel
Sauce | Desinalion | Schede |
5 @ =} My Computer [DARKMATTEF) ] [ Tyge of Information [Vahe
£ W& Ch-FAT Path C
- M) 111Graphics Directory Name WINNT
- M) @HsMe Total Dits) 18
W) ALERT Totsl Filefs) 12
- M) ARCSERVE Total Bytes 3817078
- ) ASNT
-Hf)
- M) Cheenne
- M) DBAGENT
- M) DBAXCHG
- ) dbwsb
- M) Etherink
- M) eschavt
M) HSMNT
B H5MTest
B InetPub
B InooulAN
M) MDAGENT
M) mdata
M) MSOffice
B notes
HF) niagent =l sl | 3]
[My Computer DARK-MATTER [User Admiristiator | 3724757 941 PM
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ARCbatch Job Script Utility

ARCbatch enables you to create and save job scripts for
backup, restore, copy, count, and delete jobs, then submit
them to the ARCserve job queue from the Windows NT
Command Prompt.

To run an ARCbatch script, you must first create the
script, then run a command line from the MS-DOS
Command Prompt.

Use the following procedure to run an ARCbatch job script.

1. Create your ARCbatch job script using the
information in the ARCbatch Job Information
Template in the ARCbatch.wri file located in your
ARCserve home directory.

NOTE: There are two new entries for ARCserve
security in the ARCbatch Job Information
Template, “HOSTPASSWORD” and
“HOSTDOMAIN". For more information, see
the ARCbatch.wri file in your ARCserve home
directory.

2. Do one of the following:

> In Windows NT 4.0, click on the Start
button, then select the MS-DOS
Command Prompt utility.

> In Windows NT 3.51, click on the
Window menu, select the Main group,
then double click on the MS-DOS
Command Prompt icon.

The Command Prompt window appears.
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"“& Command Prompt

Microsoft (R) Windows NTCTM)
(C) Copyright 1985-1996 Microsoft Corp.

C:\o

3. Type in the script for your job using the following

syntax:

arcbat ch / H=<server name> /
S=<path>scri pt nane

Where...

Is...

Server Name

the name of the target server for your

ARCserve job script.

Path

the path to the directory where your job

script is stored.

You can also use the following switches to specify
additional job criteria.

Switch Criteria Format
[ User User ID [ User Nane]
/ Domai n Domain for a user [ Domai nNarne]
ID
/D Execution date <W DD YY>
/T Execution time <HH: MW>
/G Device group
/TP Tape name
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For example, you might submit the following command
line to submit your job script to a job queue.

ar cbat ch / H=QA- SERVER / S=E: \ SCRI PTS
\ BACKUP. ASX
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Service Pack 3 Enhancements

Service Pack 3 improved ARCserve’s features and
functionality in the following areas.

> Enhanced Media Pool management

> Media name display for media in GFS
rotation schemes

> User notification for non-job events

> Importing/Exporting multiple changer
slots
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Media Pool
Management

S

You can assign storage media to save sets and scratch sets

of media pools in ARCserve’s Media Pool Manager.

Use the following procedure to assign media to a media pool's

save set or scratch set.

1. From ARCserve’s Quick Access panel, click on the
Media Pool Management icon.

The Media Pool Manager appears.

= ARCserve - [Media Pool:2]

Manager Wiew Media Window Help

%l “DAHK-MATTEH 530 B | ;ﬁl : | @l @l 4
[#-c8 ALL DEVICES FOO Properties |
(-5 CHANGER_DLY
@ CHAMGER_MLY Category | Content
@ CHAMGER_wiLy Foal Mame ALL DEVICES POO
@ WY POOL Base Serial Mumber 1200010
: Mewt Serial Mumber 1200012
& 5 OPTICAL Serial Number R 100000
: erial Mumber Range
i#-6gp OPTICAL DLY Min# of Media in Gave Set 0
‘@ OPTICAL_MLY Retention Time [Days) 1]
q@ OPTICAL WLy Activation Date
Set Mame

2. In the Media Pool Manager, click on the Mgdia menu,

then select the Assign Media menu option.
The Media Assignment dialog box appears.

Media Assignment E
Media Poal: Available Media:

&2 ALLDEVICES FOO

M POOL

oave [
Scratch Set

<4¢ Azzign |
Femoye >>|

0K

| Cancel I

Media Mame

B 3/11/97 5:15 PM [ID:D969 Seq:1]
B8 THURSDAY [ID:7671 Seq 1][5/M: 1200
@, test? [ID:44B1 Seq1][S/N: 1000002]

| | »

Help |
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3. Inthe Media Assignment dialog box, expand a media
pool in the Media Pool window by clicking on it, select
the save set or scratch set you want to assign or
remove a device for by clicking on it, select the
storage medium by clicking on it in the Available
Media window or the Media Pool: window, clicking on
the <<Assign button to assign media to subsets of a
media pool or the Remove>> button to remove media
from a media pool, then click on the OK button.

NOTE: For additional information about save sets
and scratch sets, see page 7-24 of the
“ARCserve for Windows NT User Guide”.
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Media Name Display for GFS Rotation Scheme

When you select a GFS Rotation scheme for scheduling
your backup jobs on the Schedule tab of the Backup
window, you can view the name of the target storage
media in the Calendar view if the GFS scheme is enabled.
The syntax for a GFS media name in the Calendar view is

as follows:

Backup Type-<Media Pool Name>-Date

Where... Is...

Backup Type F - Full, I - incremental, D - differential, M -
monthly, or W - weekly

Media Pool The name for the media pool containing the

Name backup medium for a particular job.

Date The date on which the job will run in the
following format:
MM DDJ YY

To display the media pool name on the Schedule tab’s
Calendar view in the Backup window, do the following:

Click on the Enable GFS check box, then type the
name of the media pool in the Media Pool Name Prefix

list box.

The backup type, media pool name, and the date for a
job will be displayed in the calendar.
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User Notification for Non-job Related Events

3-12

You can now configure ALERT messages for system events
unrelated to job activity (generic ALERTS), such as
engines starting or stopping or system errors. The text for
specific events can be found in the Activity Log tab in the
Job Status window or in the help file. You can configure
ALERT messages when events with certain key words
occur. For example, you might configure an ALERT
message for any event occurring with the text “tape
engine”.

To provide user notification for non-job related events,
you must:

> Configure ALERT recipients in the
ALERT Manager

> Configure the non-job related events in
the ARCserve Server Administrator
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Use the following procedure to generate non-job related
ALERT messages.

1. Inthe tree of the Alert Manager’s browser, click on the
Configuration node, click on the Default or
ARCSERVE node, then click on the icon for the type
of message you want to send.

.t Alert Manager BEER

File Service Edit Mew Help

=] w28

- @ Activity d Methad | Server name [ Uset name
=¥ Configuration
£ Forts

E-85 Default
- Broadcast

g SHMP
“@ Trouble Ticket Mo information available
£ ARCSERVE
= Broadcast
- =9 E-Mail

| Evertlog
= EI, Pager
g SHMP

@ Trouble Ticket
-5 INOCULAN

4] |

Ready |Service : Started 4

ILI<I

2. Click on the New Item button to configure recipients
for the type of ALERT message you selected.

For more information about configuring ALERT
recipients, see chapter 12 of the ARCserve for Windows
NT User Guide.

3. From the ARCserve Server Administrator, click on the

Admin menu, then select the Configuration menu
option.
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The Configuration dialog box appears.

Configuration - DARK-MATTER E

Job Engine I Tape Engine I [Databaze Engine

sdd |

Delete

[[o5 ]
Delete Al |

— Tao generate an alert for a specific event:

1. Find out the exact text of the event.

2. Enter thiz text [or part of it] inta the edit above.

3. Press Add button to add it to the list.

Each generated event will be checked [caze insensitive] if it
containg the substring you entered.

QK I Cancel Help

4. Type the text for the event into the edit box, click on
the Add button, then click on the OK button.

NOTE: You can delete a generic alert or all alerts in
the list window by clicking on the Delete or
Delete All button.
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Importing/Exporting Multiple Changer Slots

ARCserve now supports importing or exporting multiple
tapes to and from your tape changers.

Importing tapes to  Use the following procedure to import tapes in your tape
tape changers  changers.

1. From the ARCserve Manager’s Quick Access Panel,

§ click on the Device Management button.
The Device window appears.
[ET5e Heager View Deviee Window Hep RETE |

Flemmm r il SRR EE]

fEg <0 atapi Summary |Dw||
3 QUANTUM BIGFODT12804 ol
&y SONY CD-ROM COUTPEQ

By <15 sic 7o E5) [arrmrsiseu
£ FLITSU M2E23F 512 Sequence [1 0 [DF3 Wite Protect [No
& HP C1550 el |

%2 HITACHI OD1521

~Media Cl

[ L Medium Type | 00FF
B test2 Density Code: [15H
Formai Code  [Prime

Black Size 1024

2. Click on the changer device in list window, then click
on the Import/Export button.
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The Import/Export dialog box appears.

Import/Export E
' Export
il glots: Slots in changer:
Mail Slat Slot | Tape Mame Serial # I ail Slat
=1 =
= 2 10 <Emply>
= 3 11 <Emplyz
= 4 Azzign > | 12 <Empty>
= 5 13 <Emply>
= 6 44 Fiemovel 14 <Empty>
= 7 15 <Emply>
= 8 16 <Emply>
= 9 17 <Emply>
= 10 18 <Emply>
13 <Emphy T
4] I» 4] | _>|_I
) Guick (mport - retieye tape intenmation rom Database
&' Begular Import - read in all tape information
] I Cancel | Help |

NOTE: The Import/Export dialog box has two forms
depending on whether the import or export
option button is selected.

3. Click on the Import option button to view all the
available empty slots in a tape changer.

4. Click on a mail slot (or mail slots) with tapes you want
to assign to your tape changer in the Mail Slots: list
window, click on the empty slot (or slots) in the Slots
in changer: window where you want to assign a tape,
then click on the Assign>> button.

5. Repeat this process for each tape you want to import,
then click on the OK button.

NOTE: You can choose to import the tape
information from the ARCserve database by
selecting the Quick Import option button or to
read in all of the tape information from the
tape itself by selecting the Regular Import
option button.
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Exporting tapes from  Use the following procedure to export tapes from a tape
a tape changer  changer.

1. Click on the Export option button to view all the
occupied slots in a changer.

2. Click on the mail slots in which you want to move
tapes, click the slots (or multiple slots) that you want
to remove a tape (or multiple tapes) from, and click on
the <<Remove button.

Import/E xport
© Impot & Evpork
Mail slats: Slats in changer:
M ail Slat Slot | Tape Name Serial il Slot
= 1
= 2 2 Ewen
= 3 3 Odd
= 4 Assign >3 4 Ewen
= 5 5§  <Cleaning Tape>
= & << Reriove 6 <Blank Tape>
= 7 7 <Blank Tape>
= s 8 <Blank Tape>
= 9
= 10
<] |
) [ ek Inport eievetaneinrmaton o b siabase,
& e qular mmort -re ad &l Ene infametian
o Cancel Help

3. Repeat this process for every tape you want to export,
then click on the OK button.
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