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Chapter

Infroduction
|

As more and more critical data is being kept on remote and
mobile computer systems rather than on centrally managed
servers, your organization’s most critical asset —its data—is
more vulnerable than ever before. Laptops can be lost, stolen,
damaged, or victimized by viruses, and data can be accidentally
deleted or corrupted.

In response, Computer Associates has produced BrightStor®
ARCserve® Backup for Laptops & Desktops (formerly
BrightStor® Mobile Backup), a backup management solution that
extends the reach of traditional storage management to include
mobile computers that are often disconnected from the network.
BrightStor ARCserve Backup for Laptops & Desktops reduces
your business risk, giving you a fast, automatic, and transparent
solution for backing up and restoring data on remote and mobile
computers.

BrightStor ARCserve Backup for Laptops & Desktops allows
you, the administrator, to regain control of this distributed data
resource and provide more effective and efficient data
protection. BrightStor ARCserve Backup for Laptops & Desktops
is designed to meet the data protection needs of both mobile-
computing users and IT organizations.

This guide introduces BrightStor ARCserve Backup for Laptops
& Desktops to you and describes its features, installation,
configuration, and uses. This guide is provided in hardcopy
format and in Adobe Portable Document Format (PDF) on the
documentation CD.
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Data Protection for Mobile Systems

Data Protection for Mobile Systems

BrightStor ARCserve Backup for Laptops & Desktops is a policy-
based solution that provides continuous, intelligent backup of
data for both remote desktop computers and laptops. With
BrightStor ARCserve Backup for Laptops & Desktops, you can
efficiently control the automatic backup of large numbers of
remote computers, minimizing network traffic and storage space
requirements on your backup server.

Identifying mission-critical files and transmitting only
incremental file changes optimizes BrightStor ARCserve Backup
for Laptops & Desktops for the intermittent network connections
used by mobile-computing users. In the event of a lost, stolen, or
damaged laptop, BrightStor ARCserve Backup for Laptops &
Desktops restores not only the user's data files onto a new
laptop, but also desktop icons and Internet favorites. This ability
also makes computer migration faster and easier.

Remote computers with BrightStor ARCserve Backup for
Laptops & Desktops clients do not need to be connected to the
BrightStor ARCserve Backup for Laptops & Desktops server —or
even to the network —to initiate a backup. If a user requests a
backup while disconnected from the BrightStor ARCserve
Backup for Laptops & Desktops server, the BrightStor ARCserve
Backup for Laptops & Desktops client creates the backup copy,
holds it, and conveniently transmits it to the BrightStor
ARCserve Backup for Laptops & Desktops server when the next
connection is made. The BrightStor ARCserve Backup for
Laptops & Desktops server then processes the data when the
data is received. The user can disconnect any time after the data
is transmitted, minimizing user connection time to the BrightStor
ARCserve Backup for Laptops & Desktops server.

Users can also perform simple point-and-click data recovery and
retrieval without needing administrator assistance.
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Benefits

Benefits

BrightStor ARCserve Backup for Laptops & Desktops extends
the reach of traditional storage management to:

Minimize connection time to the BrightStor ARCserve
Backup for Laptops & Desktops server. After an initial full
backup of a mobile computer’s files, subsequent backups
include only files that have changed since the previous
backup.

Eliminate user intervention by using backup policies to
determine the frequency and priority of backups. Of course,
you, as the administrator, can override or change these
policies at any time.

Include mobile computers that are often disconnected from
the network in data backups. You can regain control of
distributed data resources that may not be connected to the
network when system-wide data backups occur.

Provide remote computer users with a backup history of
each file and the ability to restore all the backed up versions
of each file.

Distinctive Features

BrightStor ARCserve Backup for Laptops & Desktops provides a
number of key features that improve performance, increase data
availability, make administration easier, and ensure data
protection. These features include:

Automated Backup Process — Use the Client Scheduler to
schedule backups that take place automatically. You can
schedule backups to run at regular intervals (including once
an hour, once a day, once a week, and once a month) or
when specific events take place, such as when a machine
starts or when a user logs in to a Windows-based LAN.
Because backup operations occur automatically, backup of
critical corporate data is ensured.
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Distinctive Features

For maximum flexibility and convenience, the Scheduling
feature allows either you or the user to schedule these
automated backups.

Seamless Backup — The File Change Recorder detects new,
changed, or deleted files, eliminating the need to perform
disk scanning for every backup. This increases backup speed
and minimizes resource consumption.

Auto Client Installer — Installing the BrightStor ARCserve
Backup for Laptops & Desktops client on remote computers
is simple for both you and your users. The Auto Client
Installer allows you to configure and individualize the
BrightStor ARCserve Backup for Laptops & Desktops client
for each user. Then, you can choose from one of several
deployment methods to distribute the software
automatically to those users. You can provide the
installation program on a share directory, use the Auto
Client Installer’s Direct Install feature to install the software
on users' machines, or send the installation information
through email.

Centralized Management — BrightStor ARCserve Backup for
Laptops & Desktops allows you to administer multiple
BrightStor ARCserve Backup for Laptops & Desktops
servers from a single Server Explorer window, whether the
servers are local or remote to the Server Explorer
application.

Relocation of Users — As time passes, your data and your
backup needs grow. To overcome problems associated with
this growth, BrightStor ARCserve Backup for Laptops &
Desktops provides several different ways for you to relocate
users to drives with more space. You can even transfer users
from one BrightStor ARCserve Backup for Laptops &
Desktops server to another without involving your users.
From their perspective, the process is completely
transparent.
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Distinctive Features

Byte- or Block-level Change Detection — Rather than
transmitting entire files, BrightStor ARCserve Backup for
Laptops & Desktops detects, records, and transmits only the
changed bytes for each file defined in a backup set (a list of
business-critical files and folders to back up), minimizing
network connection time, which is an important issue for
mobile computing users. Alternately, you can choose block-
level change detection, which dramatically reduces the
amount of time required to process large files and minimizes
local storage.

Disconnected Backup Process — BrightStor ARCserve
Backup for Laptops & Desktops can initiate a backup
operation process without a network connection. File
changes are processed according to the user’s backup set
and stored until the next time the user’s computer connects
to the BrightStor ARCserve Backup for Laptops & Desktops
server.

Open File Agent technology — Open File Agent technology
allows the backup process to include files that are currently
open and in use, providing a continuous, nondisruptive
backup process. There is no need to stop working on
important documents to back them up.

Note: This feature is not available on Windows 98 or
Windows ME systems.

Point-in-Time File Restorations or Local Restorations —
BrightStor ARCserve Backup for Laptops & Desktops allows
users to restore files by date. File restorations can be
performed locally, without connecting to the BrightStor
ARCserve Backup for Laptops & Desktops server. This
allows for easy restoration of files.

Asset Discovery and Tracking — BrightStor ARCserve
Backup for Laptops & Desktops automatically discovers
hardware and software, including any modifications to an
existing configuration. This information can be collected and
sent to the BrightStor ARCserve Backup for Laptops &
Desktops server each time a backup occurs, improving the
IT help desk’s ability to support remote and mobile users.
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Distinctive Features

Security — BrightStor ARCserve Backup for Laptops &
Desktops protects data from unauthorized users by using
data encryption whenever data is transmitted between the
BrightStor ARCserve Backup for Laptops & Desktops client
and the BrightStor ARCserve Backup for Laptops &
Desktops server. In addition, access to data-sensitive
features of BrightStor ARCserve Backup for Laptops &
Desktops is password protected, ensuring secure data
transmission and protection against unauthorized access.

Checkpoint Restart —If a remote computer disconnects from
the BrightStor ARCserve Backup for Laptops & Desktops
server during a backup and later reconnects, BrightStor
ARCserve Backup for Laptops & Desktops continues
transmitting the file that was being backed up at the time of
the disconnection from the cutoff point, rather than re-
sending an entire file, minimizing the user’s network
connection time.

Deleted File Retention — BrightStor ARCserve Backup for
Laptops & Desktops provides a number of deleted file
options to ensure that users adhere to corporate, file-
retention standards and policies. You can choose to keep
deleted files for a period of time, keep them indefinitely, or
remove them permanently. You (or users with permission)
can also set the number of backups that must occur before a
file is permanently removed.

Data Protection — Using BrightStor® ARCserve® Backup,
you can protect your BrightStor ARCserve Backup for
Laptops & Desktops server data. BrightStor ARCserve
Backup for Laptops & Desktops server data is constantly
backed up while remote computers with BrightStor
ARCserve Backup for Laptops & Desktops clients are
connected to the BrightStor ARCserve Backup for Laptops &
Desktops server.
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Components

Components

Data Growth Management — Data growth management
facilitates the administration of data on the BrightStor
ARCserve Backup for Laptops & Desktops server. This
feature allows you to maintain adequate free space on the
BrightStor ARCserve Backup for Laptops & Desktops server
by setting up a schedule to back up and move selected data
to a BrightStor ARCserve Backup server. The data remains
accessible and can be retrieved using normal BrightStor
ARCserve Backup restore procedures.

BrightStor ARCserve Backup for Laptops & Desktops consists of
three components:

BrightStor ARCserve Backup for Laptops & Desktops clients
perform manual or scheduled backups. The BrightStor
ARCserve Backup for Laptops & Desktops clients connect to
the BrightStor ARCserve Backup for Laptops & Desktops
server using a variety of connection methods.

The BrightStor ARCserve Backup for Laptops & Desktops
server establishes, organizes, and controls all BrightStor
ARCserve Backup for Laptops & Desktops client user
accounts and processes all data received from individual
databases and archives. You can also restore user files and
generate various reports to monitor the BrightStor ARCserve
Backup for Laptops & Desktops environment.

From the Server Explorer, you can modify, back up, and
restore user files. In addition, you can manage and automate
user access and configurations.
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Components

The BrightStor ARCserve Backup for Laptops & Desktops Client

Remote computers with BrightStor ARCserve Backup for
Laptops & Desktops clients can log in to the BrightStor
ARCserve Backup for Laptops & Desktops server in several
ways:

m  Network Connection— A standard network connection
enables users to use TCP/IP when connecting to the
BrightStor ARCserve Backup for Laptops & Desktops server
over the network.

m  Internet Connection— If users connect to the Internet
regularly, they should use TCP/IP while attached to the
Internet. This method enables users to select the BrightStor
ARCserve Backup for Laptops & Desktops server TCP/IP
address and transmit backups as if the remote computer
were physically attached to the BrightStor ARCserve Backup
for Laptops & Desktops server network.

m  Dial-Up Networking Connection — When using dial-up
networking connections, users can connect to the BrightStor
ARCserve Backup for Laptops & Desktops server as if they
were attached to the network.

These various connectivity options provide flexibility and
convenience for users working from a variety of locations.

BrightStor ARCserve Backup for Laptops & Desktops also offers
an Auto TCP/IP feature, designed to automate the backup
process by monitoring your dial-up connections. Using it, you
can synchronize BrightStor ARCserve Backup for Laptops &
Desktops with other business tasks that use TCP/IP connections.
Users can simultaneously log in to your company’s intranet or
email server or access the Internet, while sending backups and
data transmissions to the BrightStor ARCserve Backup for
Laptops & Desktops server.
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Components

The BrightStor ARCserve Backup for Laptops & Desktops Server

The BrightStor ARCserve Backup for Laptops & Desktops server
provides you with:

m  Centralized control of remote and mobile data
m  Reduced time and cost of system backup

m  Auto Discovery of both hardware and software system
assets

m  Immediate access for data recovery and reconstruction
m Data management by region, department, or users

m  Ability to use multiple connections, such as Internet,
intranet, dial-up modem, wireless, and network connections

m  Simplified installation and deployment (using the Auto
Client Installer)

m  Easy distribution of backup sets and user configurations

The BrightStor ARCserve Backup for Laptops & Desktops server
runs as a Windows service, which allows the BrightStor
ARCserve Backup for Laptops & Desktops server to run without
requiring you to log in and start the program on the Windows
server. If the Windows server restarts for any reason, the
BrightStor ARCserve Backup for Laptops & Desktops server
starts automatically.

BrightStor ARCserve Backup for Laptops & Desktops allows you
to administer multiple BrightStor ARCserve Backup for Laptops
& Desktops servers from a single Server Explorer window.

Introduction 1-9



Components

The Server Explorer

The Server Explorer component allows you to administer the
BrightStor ARCserve Backup for Laptops & Desktops server.
The Server Explorer provides you with:

m  Built-in tutorial
m  Built-in reports
m  Ability to create and manage users and organizations

m  Ability to create, edit, and assign user configurations and
schedules

m  Ability to create new backup sets, modify existing backup
sets, allocate backup sets to a particular user or user
configuration, and delete backup sets

m  Ability to monitor and set global options governing the
operation of BrightStor ARCserve Backup for Laptops &
Desktops server

m  Ability to generate reports helping you to monitor the
backup process

5 BABLDO1 - BrightStor ARCserve Backup for Laptops & Desktops Server Explorer |Z||E|E\

File Edit Wiew Tools Help

He - @@BEDEX Y22 EE- &
| Tree view | x| |eraphical
@ Server Exploret

+ My Crganization
w3 all Configurations

- () &l Baclup Sets

+ @ Monitaring

+ m Serwer Configuration

m My Organization
@ All Configurations

@ All Backup Sets / L
SN

1 abjectis) in the list 0 object(s) selected
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CA Technology Services: Enabling Solutions Through Experience

CA Technology Services: Enabling Solutions
Through Experience

When it comes to getting on the information fast track, CA
Technology Services can recommend and install a full suite of
Computer Associates solutions to keep your business moving.
Our associates offer the proprietary know-how on custom-fitting
your enterprise for solutions ranging from life-cycle
management and data warehousing to next-level business
intelligence. Our experts can provide you with the technology
and knowledge tools to fully collect, exploit, and leverage your
data resources and applications.

CA Education

Computer Associates Global Education Services (CA Education)
offerings include instructor-led and computer-based training,
product certification programs, third-party education programs,
distance learning, and software simulation. These services help
to expand the knowledge base so you are better able to use our
products efficiently — contributing to your greater success. CA
Education has been developed to assist today’s technologists in
everything from understanding product capabilities to
implementation and quality performance.

Because the community of education seekers is varied, so too are
our methods of instruction. CA Education is committed to
providing a variety of alternatives to traditional instructor-led
training, including distance learning, as well as Unicenter®
simulation.

For training that must be extended to a wider audience —for a
fraction of the cost and without the logistical hassle of sending
everybody to a class — CA Education offers excellent distance
learning options.
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For More Information

For More Information

After reading this guide, refer to the numerous resources
available to you for additional information. Your BrightStor
ARCserve Backup for Laptops & Desktops CD contains useful
instructional documents that showcase your software and
provide detailed explanations about the product’s
comprehensive, feature-rich components. You can locate
technical support, additional procedural information, or answers
to questions you may have through the Computer Associates
web site, www.ca.com. A tutorial, which is built into the
BrightStor ARCserve Backup for Laptops & Desktops software,
provides you with the basic steps you need to perform principal
tasks.
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Chapter

Installation
2

This chapter explains how to install the BrightStor ARCserve
Backup for Laptops & Desktops server, the Server Explorer, and
the BrightStor ARCserve Backup for Laptops & Desktops client.

You can install BrightStor ARCserve Backup for Laptops &
Desktops on a stand-alone computer following the instructions
provided in this guide.

Installation of the BrightStor ARCserve Backup for Laptops &
Desktops server and Server Explorer is usually started from the
installation CD. Depending on your environment, the BrightStor
ARCserve Backup for Laptops & Desktops client component can
be installed in several different ways. To choose the most
appropriate installation method for your environment, see
Installing the BrightStor ARCserve Backup for Laptops &
Desktops client in this chapter.
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Installing the BrightStor ARCserve Backup for Laptops & Desktops Server

Installing the BrightStor ARCserve Backup for
Laptops & Desktops Server

Installing the BrightStor ARCserve Backup for Laptops &
Desktops server is simplified by using the intuitive Setup
Wizard. The Setup Wizard provides three installation options.

Note: When you install the BrightStor ARCserve Backup for
Laptops & Desktops server, you must use an account with
system administrator privileges.

To initiate the BrightStor ARCserve Backup for Laptops &
Desktops server installation, perform the following procedure:

1. Insert the product installation CD into the CD-ROM drive.

2. Select Install BrightStor ARCserve Backup for Laptops &
Desktops after the Setup Wizard opens.

3. Select Install Server and Server Explorer after the BrightStor
ARCserve Backup for Laptops & Desktops Server
Installation dialog appears. The Setup Wizard automatically
installs the BrightStor ARCserve Backup for Laptops &
Desktops server and Server Explorer.

Note: License verification is required. You can enter license
verification during installation or you can use the About Box of
the Server Explorer after installation. Enter the appropriate
information in the License Verification dialog. Click Help for
additional information.

Upgrading the BrightStor ARCserve Backup for Laptops & Desktops

Server

To upgrade the BrightStor ARCserve Backup for Laptops &
Desktops server from a previous release, follow the steps
described in Installing the BrightStor ARCserve Backup for
Laptops & Desktops Server. During the upgrading process, an
additional dialog that contains information about the previous
version of the BrightStor ARCserve Backup for Laptops &
Desktops server appears.
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Installing the BrightStor ARCserve Backup for Laptops & Desktops Server

Uninstalling the BrightStor ARCserve Backup for Laptops & Desktops
Server

To uninstall the BrightStor ARCserve Backup for Laptops &
Desktops server, perform the following procedure:

1. Click Start on the taskbar, and then choose Settings, Control
Panel, Add/Remove Programs.

2. Highlight the BrightStor ARCserve Backup for Laptops &
Desktops server in the program list, and click Remove.

Note: This removes the program and all data associated
with it. BrightStor ARCserve Backup for Laptops &
Desktops clients are not uninstalled when the BrightStor
ARCserve Backup for Laptops & Desktops server is
uninstalled, but no longer have the ability to connect to the
BrightStor ARCserve Backup for Laptops & Desktops server.

Changing the System Account

If you perform a typical installation of the BrightStor ARCserve
Backup for Laptops & Desktops server, the Setup Wizard
configures the BrightStor ARCserve Backup for Laptops &
Desktops server to log on to the local system account, rather than
to a user account.

The BrightStor ARCserve Backup for Laptops & Desktops server
may need additional rights to install the client software via the
Auto Client Installer. The user account that BrightStor ARCserve
Backup for Laptops & Desktops server uses to log on to the
system must have access to the email client if you use the Auto
Client Installer to deploy the BrightStor ARCserve Backup for
Laptops & Desktops client software to your users via email
(MAPI).

If you use the Auto Client Installer’s Direct Install option, you
must have system administrator privileges on the target remote
computer, because BrightStor ARCserve Backup for Laptops &
Desktops logs on to the remote machine as the user.
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Installing the BrightStor ARCserve Backup for Laptops & Desktops Server

To change the user account that the BrightStor ARCserve Backup
for Laptops & Desktops server uses to log on, perform the
following procedure:

1.

From the Control Panel, select Administrative Tools,
Services.

In the right pane, select CA BrightStor ARCserve Backup for
Laptops & Desktops Server from the list, right-click it, and
then select Properties.

Select the Log On tab, as shown in the following example:

CA BrightStor ARCserve Backup for Laptops & Desktop... |E|rz|

Generall Log On |F|ecm-'er_l,l Dependencies

Log on as:

(") This account: | ‘

Y'ou can enable or disable this service for the hardware profiles listed below:

Hardware Profile Service
Profile 1 Enabled

[ (1]8 ll Cancel ]

To change the account the BrightStor ARCserve Backup for
Laptops & Desktops server uses to log on, select the
appropriate option.

Click OK.
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Installing the Server Explorer

Installing the Server Explorer

The Server Explorer is the component that allows you to
administer the BrightStor ARCserve Backup for Laptops &
Desktops server. It is installed as part of a typical installation of
the BrightStor ARCserve Backup for Laptops & Desktops server.
You can also install the Server Explorer separately.

Note: Installing the Server Explorer is simplified by using the
intuitive Setup Wizard.

To initiate the Server Explorer installation, perform the following
procedure:

1. Insert the product installation CD into the CD-ROM drive.

2. Select Install BrightStor ARCserve Backup for Laptops &
Desktops after the Setup Wizard opens.

3. Select Install BrightStor ARCserve Backup for Laptops &
Desktops Server Explorer after the BrightStor ARCserve
Backup for Laptops & Desktops Server Installation dialog
appears. The Setup Wizard automatically installs the Server
Explorer.

Note: License verification is required. Enter the appropriate
information in the License Verification dialog. Click Help for
additional information.

Upgrading the Server Explorer

To upgrade the Server Explorer from a previous release, follow

the steps in Installing the Server Explorer earlier in this chapter.
An additional dialog containing information about the previous
version of the Server Explorer appears after Step 1.
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Uninstalling the Server Explorer

To uninstall the Server Explorer, perform the following
procedure:

1. Click Start on the taskbar, and then choose Settings, Control
Panel, Add/Remove Programs.

2. Highlight Server Explorer from the program list, and then
click Remove.

Note: This removes the program and all data associated
with it. BrightStor ARCserve Backup for Laptops &
Desktops clients and the BrightStor ARCserve Backup for
Laptops & Desktops server are not uninstalled when the
Server Explorer is uninstalled.

Installing the BrightStor ARCserve Backup for
Laptops & Desktops Client

After you have determined the structure of your network, the
next step is to install the BrightStor ARCserve Backup for
Laptops & Desktops client. You should take into consideration
your hardware and software environments, as well as the
technical knowledge base of the users. BrightStor ARCserve
Backup for Laptops & Desktops provides several installation
methods, each one customized for a specific audience.

Note: You must have access to an account with system
administrator privileges to install the BrightStor ARCserve
Backup for Laptops & Desktops client.
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Using the Auto Client Installer

The Auto Client Installer facilitates a first-time installation of the
BrightStor ARCserve Backup for Laptops & Desktops client on
remote computers. It operates within the centrally administered
BrightStor ARCserve Backup for Laptops & Desktops server,
allowing you to preconfigure and install the BrightStor
ARCserve Backup for Laptops & Desktops client for any number
of users without having to install the software on each
individual remote computer. Additionally, as you update the
Auto Client Installer’s list of users, BrightStor ARCserve Backup
for Laptops & Desktops keeps track of the users that need
installation packages sent to them.

The Auto Client Installer allows you to specify how you want
the BrightStor ARCserve Backup for Laptops & Desktops client
software to be configured on each user’s remote computer,
including:

m  The configuration to assign to the user
m  The organization in which to place the user

m  The installation paths for the BrightStor ARCserve Backup
for Laptops & Desktops client software, the users’ databases
on their remote computers and on the BrightStor ARCserve
Backup for Laptops & Desktops server

There are also several ways to create and distribute the Auto
Client Installer’s customized installation packages. You can
create:

m  Microsoft Windows Installer-based installation packages
that are stored on the BrightStor ARCserve Backup for
Laptops & Desktops server

m  Self-extracting installation packages that are stored on the
BrightStor ARCserve Backup for Laptops & Desktops server

m Installation packages that are installed directly onto your
users’ systems, with no intervention required (the Direct
Install feature)
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m  Self-extracting installation packages that are sent through
email

m  Self-extracting installation packages that users access
through a link sent to them in an email

Note: There are two user versions of the BrightStor ARCserve
Backup for Laptops & Desktops client: standard and expert. You
can only deploy the standard user version of the BrightStor
ARCserve Backup for Laptops & Desktops client using the Auto
Client Installer. For information on remotely installing the expert
user version of the BrightStor ARCserve Backup for Laptops &
Desktops client, see Installation with Unicenter Software
Delivery, later in this chapter.

The following sections describe the methods BrightStor
ARCserve Backup for Laptops & Desktops offers to distribute
the BrightStor ARCserve Backup for Laptops & Desktops client
to your users.

Storing Installation Packages on the BrightStor ARCserve Backup for Laptops &

Desktops Server

You can use BrightStor ARCserve Backup for Laptops &
Desktops to create customized installation packages for each
user and store these installation packages in a location on the
BrightStor ARCserve Backup for Laptops & Desktops server that
you specify. Using this option, you can also decide whether you
want to create self-extracting installation packages or use the
Microsoft Windows Installer-based installation packages.

If you create self-extracting packages, BrightStor ARCserve
Backup for Laptops & Desktops creates a customized, stand-
alone setup file for each user.
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If you use the Microsoft Windows Installer-based packages, the
BrightStor ARCserve Backup for Laptops & Desktops client
software installation is divided into two parts: a generic piece for
all users, and user-specific add-ons that are used to customize
the installation for specific users. When a user runs the setup
program, the user-specific part of the installation is merged with
the generic part, and the BrightStor ARCserve Backup for
Laptops & Desktops client software is installed.

Since the generic part can be used for all your users, you can
save a considerable amount of space on your disk by creating
Microsoft Windows Installer-based installation packages. You
may want to consider creating Microsoft Windows Installer-
based installation packages if you do not have a lot of free space
on the BrightStor ARCserve Backup for Laptops & Desktops
server or if you are distributing the BrightStor ARCserve Backup
for Laptops & Desktops client software to a large number of
users.

To store the installation packages in a location on the BrightStor
ARCserve Backup for Laptops & Desktops server, perform the
following procedure:

1. Right-click your BrightStor ARCserve Backup for Laptops &
Desktops server in the left pane of the Server Explorer. Select
Auto Client Installer from the pop-up menu, as shown in the
following example. In this example, the BrightStor ARCserve
Backup for Laptops & Desktops server is named Server:

[ﬁ Server Explorer
+ My Oy
¥ [:ﬁ’ All Cor I
+ @ All Bag License Infao ... L

Explore

+ [B Mok . - 2rve
Auto Client Installer ... - =
+ EE; Servet
Report k 4
Disconneck ﬁ
Properties ...
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2. Select the Store at Server option after the Auto Client
Installer dialog opens.

3. Click Next.
4. Enter the following information to complete the dialog;:

m  Specify a name for each user. Enter the name in the User
Name field.

m  Select the Use Windows Domain Account check box to
use the user's Windows logon information for security
when performing a restore. This option eliminates the
need for a second password.

Note: If you select this option, you cannot clear the
user's password from the Server Explorer.

In the following example, ted_f is the user name:

Auto Client Installer

The Auta Client Installer will deplay the BrightStor ARCserve Backup for Laptops & Desktops
Software to all users in this list

sger Mame
ted _f

C:%Program FileshCah\BrightStor AR Cserve Backup for Laptops _Desklopsh

Browse ... Hew ... | Save |

[~ UseWindows Domain Account

¢ Back | Mest > | Cancel | Help |

5. Click Save to save the information, and then click Next.
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6. Enter the following information to complete the dialog:

Default installation folder — The location in which the
client will reside on each client computer. By default, the
installation folder is C:\ Program Files\ CA\ BrightStor
ARCserve Backup for Laptops & Desktops\ Client. To
specify a different location, clear the Default Installation
Folder check box and enter the new path in the text box.

Default client database folder — Enter the target
location for the user-specific database. The database will
be installed to this location on the client computer. By
default, the database is installed to
C:\CA_BABLDdata\ Client. To specify a different
location, clear the Default Database Folder check box
and enter the new path in the text box.

Default server database folder — Enter the target
location for the user-specific database. The database will
be installed to this location on the server. By default, the
database is installed to the biggest disk, for example
C:\CA_BABLDDATA\SERVER\DATA\users. To
specify a different location, clear the Default server
Database Folder check box and enter the new path in the
text box.

Select the operating system your users are running.
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A completed dialog is shown next:

Auto Client Installer

Defing the default installation folder, the default client database folder. and the default zerver
databaze folder. Select the operating system.

[¥ Default user database folder

[¥ Default server database folder

Operating Spztem
% windows NT/2000/<F

" windows 98/ME

¢ Back | Mest > | Cancel | Help |

7. Click Next.

8. Enter the following information to complete the dialog:

Select a configuration and an organization to assign the
users to.

Select one or more of the following check boxes:

- Protect all users —Select this check box to protect all
users. This option prevents your users from
modifying and removing files from backup sets that
you, the administrator, have added.
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Enable Open File backup —Select this check box to
enable the Open File Agent technology. This option
is available for systems running Windows NT,
Windows 2000, and Windows XP. Enabling the
Open File Agent technology allows BrightStor
ARCserve Backup for Laptops & Desktops to back
up files that are open when the backup is performed.

No password for local restore —Select this check
box to allow users to restore to the local system
without providing a password.

A completed dialog is shown next:

Auto Client Installer

Select the Configuration File that the client should initially receive, and the Organization that
the uger is aszigned to. Select the appropriate check boxes.

Canfiguration:

Organization:

|M_I,J Organization j

[ Pratect all uzers

Iv Enable Open File backup

[ Mo password for local restore

< Back | Mext » | Cancel | Help |

9. Click Next.

10. Enter the following information to complete the dialog:

Specify the location where the installation packages are
to be stored on the BrightStor ARCserve Backup for
Laptops & Desktops server. Either manually enter the
path or click Browse to navigate to a specific folder.
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m  Select the Store as self-extracting file check box to create
stand-alone, self-extracting executables for each
BrightStor ARCserve Backup for Laptops & Desktops
client. Clear the check box if you want to create
Microsoft Windows Installer-based installation
packages.

A completed dialog is shown next:

Auto Client Installer

'

Instead of sending the uzer-specific executable fle by email, you can shore it on pour
hard drive. Enter the exact path or use the Browse button to specify the storage location.

Browse ..

[v Store az self extracting file

< Back | Finizh | Cancel | Help |

11. Click Finish. BrightStor ARCserve Backup for Laptops &
Desktops begins creating the installation packages and
displays the progress of storing them on the BrightStor
ARCserve Backup for Laptops & Desktops server.

12. Click Done when the creation of the BrightStor ARCserve
Backup for Laptops & Desktops client software installation
packages is complete. The installation packages are stored
on the BrightStor ARCserve Backup for Laptops & Desktops
server, waiting to be picked up and installed on the users’
remote computers.
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Sending Installation Packages Through Email

When you send the BrightStor ARCserve Backup for Laptops &
Desktops client software installation packages to your users
through email, BrightStor ARCserve Backup for Laptops &
Desktops creates customized, self-extracting installation
packages for each user. Each user in the Auto Client Installer
(ACI) ftile receives an email with the BrightStor ARCserve
Backup for Laptops & Desktops client setup program attached.

To send the user-specific BrightStor ARCserve Backup for
Laptops & Desktops client software installation packages to your
users as attachment to emails, perform the following procedure:

1. Right-click your BrightStor ARCserve Backup for Laptops &
Desktops server in the left pane of the Server Explorer. Select
Auto Client Installer from the pop-up menu, as shown in the
following example. In this example, the BrightStor ARCserve
Backup for Laptops & Desktops server is named Server:

[ﬂ Server Explorer

H My Or Explore

+ Eﬁ' All Cor I
* @ All Bag License Info ... L
+ @ Monitc b

futo Client Installer ...
+ m Servet -
Report k 4

Disconneck ﬁ

Properties ...

2. Select the Send via Email option after the Auto Client
Installer dialog opens.

3. Click Next.
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4. Enter the following information to complete the dialog:

Specify a name for the user. Enter the name in the User
Name field. If you do not specify a name, the part of the
email address before the @ symbol is used as the user’s
name on the BrightStor ARCserve Backup for Laptops &
Desktops server.

Enter the email address for each user.

Select the Use Windows Domain Account check box to
use the user's Windows logon information for security
when performing a restore. This option eliminates the
need for a second password.

Note: If you select this option, you cannot clear the
user's password from the Server Explorer.

In the following example, ted_f is the user name:

Auto Client Installer

The Auta Client Installer will deploy the BrightStor AR Cserve Backup for Laptops & Desktops
Software to all uzers in this list

Izer Mame | Email Address
ted_f ted_financeE@waur. company

C:AMy Documentshclients. aci

Browse ... Mews ... | Save |

[ UseWindows Domain Account

¢ Back | Mest > | Cancel | Help

5. Click Save to save the information, and then click Next.
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6. Enter the following information to complete the dialog:

Default installation folder — The location in which the
client will reside on each client computer. By default, the
installation folder is C:\ Program Files\ CA\ BrightStor
ARCserve Backup for Laptops & Desktops\ Client. To
specify a different location, clear the Default Installation
Folder check box and enter the new path in the text box.

Default client database folder — Enter the target
location for the user-specific database. The database will
be installed to this location on the client computer. By
default, the database is installed to
C:\CA_BABLDdata\ Client. To specify a different
location, clear the Default Database Folder check box
and enter the new path in the text box.

Default server database folder — Enter the target
location for the user-specific database. The database will
be installed to this location on the server. By default, the
database is installed to the biggest disk, for example
C:\CA_BABLDDATA\SERVER\DATA\users. To
specify a different location, clear the Default server
Database Folder check box and enter the new path in the
text box.

Select the operating system your users are running.
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A completed dialog is shown next:

Auto Client Installer

Defing the default installation folder, the default client database folder. and the default zerver
databaze folder. Select the operating system.

[¥ Default user database folder

[¥ Default server database folder

Operating Spztem
% windows NT/2000/<F

" windows 98/ME

¢ Back | Mest > | Cancel | Help |

7. Click Next.

8. Enter the following information to complete the dialog:

Select a configuration file and an organization to which
to assign to the users.

Select one or more of the following check boxes:

- Protect all users —Select this check box to protect all
users in the list. This option prevents your
BrightStor ARCserve Backup for Laptops &
Desktops users from changing the configuration, for
example modifying and removing files from backup
sets that you, the administrator, have added.
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- Enable Open File backup — Select this check box to
enable the Open File Agent technology. This option
is available for systems running Windows NT,
Windows 2000, and Windows XP. Enabling the
Open File Agent technology allows BrightStor
ARCserve Backup for Laptops & Desktops to back
up files that are open at the time the backup is
performed.

— No password for local restore —Select this check
box to allow users to restore to the local system,
without providing a password.

A completed dialog is shown next:

Auto Client Installer

Select the Configuration File that the client should initially receive, and the Organization that
the uger iz azsigned to. Select the appropriate check boxes,

Configuration:

Organization:

|M_I,J Organization j

™ Protect all users
v Enable Open File backup

[ Mo passward for local restaore

< Back | Mest > | Cancel Help

9. Click Next.
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10. Enter the following information to complete the dialog:

Specify which email interface the BrightStor ARCserve
Backup for Laptops & Desktops server should use. Select
either MAPI, the default, or SMTP. If you select SMTP,
you must also specify the name of the email server and
the server’s port number. If you select MAPI, make sure
that the BrightStor ARCserve Backup for Laptops &
Desktops server has the appropriate rights (see
Changing the System Account).

Specify how the installation packages are to be
delivered. Select either Attached File to deliver the
installation packages as an email attachment, or select
Link to insert a link to the installation packages in the
email message.

If you select Link, enter the path in the Universal
Naming Convention (UNC) Name field to where the
installation packages are stored. The UNC is a way to
identify a shared folder. The UNC format is

\ \servername)\ sharename\ path, where the path can be
zero or more folders or subfolders. For example:

\\BABLDServer\Install\users

Note: The BrightStor ARCserve Backup for Laptops &
Desktops must have sufficient rights to write the
BrightStor ARCserve Backup for Laptops & Desktops
client installation packages to this shared folder.

This option creates a separate folder for each user on the
BrightStor ARCserve Backup for Laptops & Desktops
server under the directory you specified here.
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A completed dialog is shown next:

Auto Client Installer

*You can chooze to send the BrightStor ARCeerve Backup for Laptops & Desktops Client
zoftware by using any ermail progran that iz compatible with MAP], or you can distribute it
with SMTP.

AP

© SMTP |

Part: 43

Send ax:

f* Attached File

C lik  UNCMame: |

¢ Back | Mest > | Cancel Help

11. Click Next.
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12. Enter the following information to complete the following

13.

14.

dialog:

Auto Client Installer

Compoge the emall meszage that will be gent to the users

Frarm:

Subject:

Message Test:

[ Getreceipt from uzer

< Back | Finizh | Cancel | Help |

m In the From text box, enter the email address of the
sender of the email containing the packages. Enter a
subject for the email in the Subject text box. Enter an
appropriate message in the Message Text text box.

m  Select the Get Receipt from user check box if you want a
receive receipt when the users open the email with the
installation package attached.

Click Finish. BrightStor ARCserve Backup for Laptops &
Desktops begins creating the BrightStor ARCserve Backup
for Laptops & Desktops client software installation packages
and displays the progress of creating them.

Click Done when the creation of the BrightStor ARCserve
Backup for Laptops & Desktops client software installation
packages is complete. The users are sent an email with either
the installation packages attached or a link to where the user
can get them.
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The installation packages are sent to the users in email
attachments.

Sending Install Packages with Direct Install

When you choose to distribute the BrightStor ARCserve Backup
for Laptops & Desktops client software to your users by using
Direct Install, BrightStor ARCserve Backup for Laptops &
Desktops uses Desktop Management Deployment (DMDeploy)
technology to forcibly install the BrightStor ARCserve Backup
for Laptops & Desktops client software on users’ remote
computers. The installation is silent and does not require any
data input by the user. Using this method gives you complete
control of the installation of the BrightStor ARCserve Backup for
Laptops & Desktops client software on users’ remote computers.

You must specify certain additional parameters for each user
when you use this method of distribution. The additional
parameters are:

m  The name of the remote computer on the network

m  The user name used to log on to the network (optional)

Note: If you select the Use Windows Domain Account check
box, the parameters include User Name and Machine Name. If
you clear the Use Windows Domain Account check box, the
parameters include User Name, Machine Name, and Windows
Login.

The BrightStor ARCserve Backup for Laptops & Desktops server
runs as a Microsoft Windows service. To be authorized to install
the BrightStor ARCserve Backup for Laptops & Desktops client
software using the Direct Install method, the BrightStor
ARCserve Backup for Laptops & Desktops server service must
log on to an account that belong to the local group of
administrators on the target computer. This target computer
should have an account on the local server’s domain.
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To perform a silent installation using Direct Install, perform the
following procedure:

1. Right-click your BrightStor ARCserve Backup for Laptops &
Desktops server in the left pane of the Server Explorer. Select
Auto Client Installer from the pop-up menu, as shown in the
following example. In this example, the BrightStor ARCserve
Backup for Laptops & Desktops server is named Server:

Eﬁ Server Explorer
+ [y Crd
¥ Eﬁ' Al Cor I
+ @ Al Bag License Info ... L*

Explore

+ [B Manitd - - ernve
Auto Client Installer ... -
+ E@ Servel
Report k L4
Disconnect ﬁ
Properties ...

|
2. Select the Direct Install option after the Auto Client Installer
dialog opens.
3. Click Next.

4. Enter the following information to complete the dialog:

m  Specify a name for the user. Enter the name in the User
Name field.

m  Enter the name or IP address of the user’s remote
computer in the Machine Name field.

m  Enter the full Windows login (including domain) in the
Windows Login field.

m  Select the Use Windows Domain Account check box to
use the user's Windows logon information for security
when performing a restore. This option eliminates the
need for a second password.
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Note: If you select this option, you cannot clear the
user's password from the BrightStor ARCserve Backup
for Laptops & Desktops Administrator dialog. Also, if
you select this option, the user name must be in the
domain account in order for Direct Install to run
successfully.

A completed dialog is shown next:

Auto Client Installer

The Auto Client Inztaller will deploy the ErightStor AR Cserve Backup for Laptops & Desklops
Software to all users in this list

zer Mame taching Mame “Windows Login
ted f t_zmithB27 bost_174ted_finance
< )

C:AMy Documentshclients. aci

Browse ... Mew .. | Save |

[ UseWindows Domain Account

< Back | et > | Cancel | Help |

5. Click Save to save the information, and then click Next.

6. Enter the following information to complete the dialog:

Default installation folder — The location in which the
client will reside on each client computer. By default, the
installation folder is C:\ Program Files\ CA\ BrightStor
ARCserve Backup for Laptops & Desktops\ Client. To
specify a different location, clear the Default Installation
Folder check box and enter the new path in the text box.
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m  Default client database folder — Enter the target
location for the user-specific database. The database will
be installed to this location on the client computer. By
default, the database is installed to
C:\CA_BABLDdata\ Client. To specify a different
location, clear the Default Database Folder check box
and enter the new path in the text box.

m  Default server database folder — Enter the target
location for the user-specific database. The database will
be installed to this location on the server. By default, the
database is installed to the biggest disk, for example
C:\CA_BABLDDATA\SERVER\DATA\users. To
specify a different location, clear the Default server
Database Folder check box and enter the new path in the
text box.

A completed dialog is shown next:

Auto Client Installer

Defing the default installation folder, the default client database folder, and the default zerver
databaze folder. Select the operating system.

[¥ Default user database folder

v Default server database folder

Operating System
% windows NT/2000/<F

" wWindows 38/ME

< Back | Mext » | Cancel Help

7. Click Next.
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8. Enter the following information to complete the dialog:

Select a configuration file and an organization to which
to assign to the users.

Select one or more of the following check boxes:

Protect all users —Select this check box to protect all
users in the list. This option prevents your
BrightStor ARCserve Backup for Laptops &
Desktops users from modifying and removing files
from backup sets that you, the administrator, have
added.

Enable Open File backup —Select this check box to
enable the Open File Agent technology. This option
is available for systems running Windows NT,
Windows 2000, and Windows XP. Enabling the
Open File Agent technology allows BrightStor
ARCserve Backup for Laptops & Desktops to back
up files that are open at the time the backup is
performed.

No password for local restore —Select this check
box to allow users to restore to the local system,
without providing a password.
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10.

11.

A completed dialog is shown next:

Auto Client Installer

Select the Configuration File that the client should intially receive. and the Organization that
the uzer iz azsigned to. Select the appropriate check boxes.

Configuration;

Organization:

|M_|,J Organization j
[ Pratect all ugers
¥ Enable Open File backup

[ Mo password for local restare

¢ Back | Firizh | Cancel | Help |

Click Finish. BrightStor ARCserve Backup for Laptops &
Desktops begins creating the client software installation
packages and displays the progress of preparing these
installation packages to be silently deployed to each user.

Click Done when the creation of the client software
installation packages is complete. The BrightStor ARCserve
Backup for Laptops & Desktops server pushes the BrightStor
ARCserve Backup for Laptops & Desktops client software to
all of the users’ systems listed.

Confirm that BrightStor ARCserve Backup for Laptops &
Desktops server was able to connect to each of the remote
computers by clicking the users in the left pane of the Server
Explorer. When you select a user, the user properties are
displayed in the right pane. The Deployment State property
contains the status of that user’s installation.
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Image Installation Customization

To simplify the installation for the user, you can copy the
BrightStor ARCserve Backup for Laptops & Desktops client
software files that are on the installation CD to a server. You can
then modify the initialization files (.ini files) needed for user-
specific installations.

The user then installs the BrightStor ARCserve Backup for
Laptops & Desktops client software by running the command
described in this file Silent Install.html from the server, and
selecting Start, Programs, Computer Associates, BrightStor,
ARCserve Backup for Laptops & Desktops, to start the
BrightStor ARCserve Backup for Laptops & Desktops client
software.

The different types of .ini files used to assign settings to the users
are:

m  protocol.ini file—Shows the connection type the BrightStor
ARCserve Backup for Laptops & Desktops client uses to
connect to the BrightStor ARCserve Backup for Laptops &
Desktops server. The default Connection Type is TCP/IP.

m  tcpip.ini file—Shows the settings of the BrightStor
ARCserve Backup for Laptops & Desktops client’s TCP/IP
connection to the BrightStor ARCserve Backup for Laptops
& Desktops server. You can modify this file according to the
corresponding values for the BrightStor ARCserve Backup
for Laptops & Desktops client’s TCP/IP connection to the
server.

m  user.ini file—Lets you predefine the user settings. The
user.ini file shows user-specific information for the initial
login to the BrightStor ARCserve Backup for Laptops &
Desktops server.

Note: Sample .ini files are located in the
\BABLD\ Client\ Config directory. Look at these files for
more information on the settings that you can adjust.

Installation  2-29



Installation with Unicenter Software Delivery

Local Installation from the CD-ROM

You can send the BrightStor ARCserve Backup for Laptops &
Desktops installation CD to the users, provide them with the
required configuration data, and then advise them to check their
system requirements before installing the BrightStor ARCserve
Backup for Laptops & Desktops client software.

For users to initiate the BrightStor ARCserve Backup for Laptops
& Desktops client installation from the CD-ROM, they must
perform the following procedure:

1. Insert the product installation CD into the CD-ROM drive.

2. Select Install BrightStor ARCserve Backup for Laptops &
Desktops after the Setup Wizard opens.

3. Select Install BrightStor ARCserve Backup for Laptops &
Desktops client after the BrightStor ARCserve Backup for
Laptops & Desktops Installation window opens. The Setup
Wizard automatically installs the BrightStor ARCserve
Backup for Laptops & Desktops client.

Installation with Unicenter Software Delivery

If Unicenter® Software Delivery is installed on your system, it is
the most efficient way of packaging, distributing, and installing
BrightStor ARCserve Backup for Laptops & Desktops.

The following sections explain the directory structure of the
Unicenter Software Delivery package information, as well as
how to modify the initialization (.ini) files for customized, user-
specific installations.
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Directory Structure

Unicenter Software Delivery package information is located in
the BABLD folder on the installation CD.

The following table contains information about where the
installation packages for different system components are

located:
Component Location
Server Explorer Subfolder AdminGUI

BrightStor ARCserve Backup for Laptops Subfolder Server
& Desktops server

BrightStor ARCserve Backup for Laptops Subfolder Client9x
& Desktops client (for Windows 98 and
Windows ME)

BrightStor ARCserve Backup for Laptops Subfolder Client
& Desktops client (for Windows XP,
Windows 2000, and Windows NT)

Note: You can easily import these packages to the Unicenter
Software Delivery Software library using the drag-and-drop
method.

User-Specific Customization

With Unicenter Software Delivery, you can modify the
initialization (.ini) files for customized, user-specific
installations. Modifying the .ini files is called a configured
installation. After you customize the .ini files, simply drag the
Package directory into the Unicenter Software Delivery software
library (All Software node). For more information on modifying
the .ini files, see Image Installation Customization earlier in this
chapter. Finally, drag the adapted operating system-specific
directory and drop it on those systems the BrightStor ARCserve
Backup for Laptops & Desktops client software is to be installed
on.
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Note: You can also specify configuration data in the install.ips
script.

When running the Unicenter Software Delivery installation, you
can decide to use either a configured or an unconfigured
installation:

m If you use an unconfigured installation (the .ini files are not
modified), the users must enter the settings manually.

m If you use a configured installation (the .ini files are
modified), you can set the BrightStor ARCserve Backup for
Laptops & Desktops server name by inserting it in the
tepip.ini file or by modifying the install.ips file. You, as the
administrator, can set the user name individually by
enabling this feature in the install.ips file.

Note: You can also specify BrightStor ARCserve Backup for
Laptops & Desktops configuration data in the install.ips script.

Silent Installation

A silent installation is a software installation requiring no user
intervention. For instructions on performing a silent installation,
see Silent Install.html.
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Chapter

Creating Backup
X3l Configurations for Users

This chapter discusses how to create user configurations, create
backup sets, and assign backup sets to user configurations.

A user configuration combines a number of parameters (backup
sets, backup options, restore options, asset tracking options, and
scheduling options) that are assigned to a user. To define a user
configuration, you must follow these steps:

1. Create a backup set.
2. Create the user configuration.

3. Assign a backup set to the user configuration.

After you have defined a user configuration, you can save the
settings and use them as the default configurations for new
users. This allows you to define a user configuration just once,
but use it many times. After the user configuration is defined
and saved, it can then be distributed to all of the BrightStor
ARCserve Backup for Laptops & Desktops servers and assigned
to specific users.
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Creating, Modifying, and Deleting Backup Sets

Different types of users also have different abilities when it
comes to working with backup sets:

m  Expert users, by default, can create, modify, and delete
backup sets.

m Standard users, by default, can only extend the backup sets
that you define for them. By clicking Start on the taskbar and
selecting the Configure Backup option, standard users can
add files to a backup set or delete the files they have added.
Standard users cannot remove or modify included and
excluded files and directories that you, the administrator,
have added.

Backup sets are, typically, groups of files with something in
common. Using backup sets makes it easy to back up data in an
organized manner. BrightStor ARCserve Backup for Laptops &
Desktops provides several predefined backup sets you can
immediately assign to your users. In addition, you can create,
modify, and delete your own backup sets, as well as customize
them for different users.

Predefined Backup Sets

The predefined backup sets that BrightStor ARCserve Backup
for Laptops & Desktops provides can serve as examples for
backup sets you may define for your users or organizations.
They can also be used as actual backup sets you distribute to
users.
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BrightStor ARCserve Backup for Laptops & Desktops provides
the following predefined backup sets:

All Office Documents — All DOC, XLS, and PPT files on the
user’s drive

All Outlook Files — All PST and PAB files on the local drive

Internet Explorer Favorites — All items in the Internet
Favorites folder

Local Users Backup Set— A template that the standard user
receives automatically. You, the administrator, can select
files to be backed up and prevent the backup of specific files
and folders

My Documents — All files located in the My Documents
folder, except TMP files. TMP files are excluded by policy
from this backup set

Pocket PC Backups (ActiveSync) — All files backed up from
a handheld device to the user’s laptop or desktop computer
using Microsoft ActiveSync

Pocket PC Files (ActiveSync) — All STG files on the local
drive

These backup sets are automatically placed on the BrightStor
ARCserve Backup for Laptops & Desktops server when you
install the BrightStor ARCserve Backup for Laptops & Desktops
server software. If there is an existing backup set on the
BrightStor ARCserve Backup for Laptops & Desktops server that
has the same name as a predefined backup set, the predefined
backup set is not saved to the BrightStor ARCserve Backup for
Laptops & Desktops server.
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Creating a New Backup Set

Including Files

The following sections describe how to include and exclude
specific files from new backup sets.

To include specific files or directories in a new backup set,
perform the following procedure:

1. Right-click All Backup Sets in the Tree View, and select New
Backup Set. The All Backup Sets - New Backup Set dialog
appears, as shown in the following example:

All Backup Sets - New Backup Set [zl

General l Excludesl Backup Method ] Hevision] B ackup Retention ]

i—l Specify a name and zelect filez for the backup zet by wildcards

Backup set name:

Dirive | Folder | Filz Mamme | Exten... | Subfa... |

Add | |

QK | Cancel Help
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2. Specify the folders and files you want to add to the backup
set by clicking Add on the General tab. The Modify files
dialog appears, for example:

Modify files X

Fesult:

|<L0c:a| Dirivess W

Specify files:
Folder: Files: Extension:
| LI\F T .
¥ Include subfalders
Ok | Cancel |

3. Enter a file designation to identify the files that you want to
include in this backup set. A file designation is comprised of
a drive, a folder, a file name, and a file extension.

4. Click the Extension browse button I:l to open the Browse
for Folder dialog. The Browse for Folder dialog contains a
list of all drives available to search within, for example:

Browse For Folder,

@' Desktop -
E’i My Docurnents
= :J My Computer

ﬁ 3% Floppy (A
“e Local Disk (2
g Local Disk (D:)
LL CD Drive (E:) Z
< | >
Falder: Iy Computer |
Ck l [ Cancel ]
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Excluding Files

5.

Click OK after you finish specifying all of the files you want
to include in the backup set. The Modify files dialog opens,
displaying the list of files and directories you have added.

Click OK to add files and directories to the list of included
files and directories. The All Backup Sets - New Backup Set
dialog reappears, displaying the list of files you have added
to the new backup set. To remove a file designation from the
list in the new backup set, select the file and click Remove.

Use the Excludes dialog to exclude files or directories of a
particular type from a specific backup set. This allows the
administrator to predefine the files and directories that cannot be
included in a specific backup set. By default, the Recycle Bin and
the Internet Temporary Files directory and all its subfolders are
excluded from all backup sets.

To exclude specific files or directories from a new backup set,
perform the following procedure:

1.

Right-click All Backup Sets in Tree View, and select New
Backup Set. All Backup Sets - New Backup Set dialog opens.

Select the Excludes tab, as shown in the following example:

All Backup Sets - New Backup Set &l

General Excludes l Backup Method | Revision | Backup Retention |

ﬂ Select files to exchude from the backup zet by wildzards
gl

Drive | Fulder | File M arne | Exten... | Subfo.. |
<Recycle Bin: * * Yes
<Intermet Te... ¥ * es

(1] | Cancel Help
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3.

Click Add to open the Moditfy files dialog. This dialog allows
you to specify the files and directories you want excluded
from the backup set, as shown in the following example:

Modify files 3

Result:

|<Local Drivessy*®

Specify files:
Folder: Files: Extenzion:

! ~\F NE -

WV Include subfalders

Ok | Cancel |

Enter the file designations for the files and directories that
you want to exclude. The file designation is comprised of a
drive, a folder, a file name, and a file extension.

Click OK to add these files and directories to the list of
exclude files.

Modifying Existing Backup Sets

BrightStor ARCserve Backup for Laptops & Desktops provides
three ways to modify existing backup sets. You can:

Add new files and directories to a backup set.

Prevent new files and directories from being included in
existing backup sets.

Exclude files and directories that are currently included in a
backup set.
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To modify existing backup sets, start with the following general

procedure:

1. Right-click the existing backup set that you want to modify
in the All Backup Sets folder in the left pane, and then select

Properties from the pop-up menu. The following example
shows the selection of the command:

File Edt View Tools Help

+ m My Crganization
+ Q‘ All Configurations

Mame of Backup Set

& - -
|Tree Wi j X |Details j
ﬂ Server Explorer
-l BaBLOOL

Displays the properties of the selected items

= Documens
.
All Cutlook Files fined &AII Office Documents
I Z3 Copy : »Qll Outlook files
@ Internet Explorer F L nfarmation .
local users backups = S Internet Explorer Favorites
My Documents psek... Iocal users backupset
i
Pocket PC Backups DEITDUES 0 Mv Dacuments
Pocket PC Files (ActiveSyng mwpocket PC Backups {ActiveSync)
< | & < ] >

2. Select the General tab after the Properties dialog appears.

This tab lists the files and directories included in the existing

backup set, as shown in the following example:
All Office Documents - Properties

General ] Excludesl Backup Method] Hevision] Backup Hetention]

ﬂ Specify a name and select files for the backup set by wildcards
=

Backup zet name:

X

Crive | Folder | File: M arne Enten... | Subfo.. |
<Local Drive... ¥ doc: es
<Lacal Drive... " uls Yes
<Local Drive... * ppt Yes
(1] | Cancel Help
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Including Files

At this point, you can either add files to or exclude files from the
backup set. For the detailed procedure on adding files, see
Including Files. For the detailed procedure on excluding files,
see Excluding Files later in this chapter.

When adding files to an existing backup set, you can either add
new files or add files that were previously excluded. This section
explains how to add both types of files. To add new files and
directories to an existing backup set, perform the following
procedure:

1. From the General tab on the Properties dialog, click Add.
The Modify files dialog appears, as shown in the following
example:

Modify files X

Result:

|<Local Drivessy*®

Specify files:
Folder: Files: Extenzion:
| LI\ T |
Crive:

WV Include subfalders

Ok | Cancel |

2. Enter the file designations for the files you are including.

3. Click OK to add the files and directories to the backup set.
The Properties dialog for the backup set reappears, listing
the files that you have added to the backup set.

Note: To remove a file designation from the list in the new
backup set, select the file and click Remove.

Creating Backup Configurations for Users  3-9



Creating, Modifying, and Deleting Backup Sets

Excluding Files

When specifying files to exclude from an existing backup set,
you can either specify new files to exclude or exclude files that
are currently included in the backup set. This section explains
how to exclude both types of files.

Excluding New Files
To exclude new files and directories from an existing backup set,
perform the following procedure:

1. Select the Excludes tab on the Properties dialog, as shown in
the following example:

All Office Documents - Properties ['5_<|

General Ewcludes l Backup Methodl Hevisionl Backup Hetention]

ﬂ Select files to exchude from the backup zet by wildzards
=

Drive Folder File: M arne Enten... | Subfo.. |
<Recycle Bin: * * Yes
<Intermet Te... ¥ * es

QK | Cancel Help
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2. Click Add to open the Modify files dialog. This dialog allows
you to specify the files and directories that you want
excluded from the backup set, as shown in the following
example:

Modify files 3

Result:

|<Local Drivessy*®

Specify files:
Folder: Files: Extenzion:
ol T .
Dirive:

¥ Include subfolders

0K | Cancel |

3. Enter the file designations for the new files and directories
that you want excluded from the backup set.

4. Click OK to add these files and directories to the Excludes
list. The Properties dialog appears, displaying the list of
excluded files and directories.

As shown in the following example, files you have excluded
from the backup set display a red X, while files that are not
excluded display a green arrow. For example:

I ALl Office Documents - BrightStor, ARCserve Backup for Laptops & Desktops Serv... E|@|E|
File Edit View Tools Help

& - (& - [
llDatai\s j

I All Office Documeﬁts

Start In File Mame | Extension | To Be Excluded | Subfolders Included

- N ﬂ‘_;‘ﬂnternet Tempotary= | b yes yes
Shows the define Bl 5 iy
hackun set information Eiai<Local Drives > 5 doc no yes

<Local Drives = £ zls no yes
Barkip Freduency Manal <Local Drives: i prt no ves

ﬂ‘_,;‘ =<Recyde Binx £ i yes yes
Properties ...
S abject{s) in the list 0 objects) selected UM
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Excluding Currently Included Files

To exclude a file or directory that is currently included in a
backup set, you must put the file or directory in the Excludes list.
Putting a file or directory in the Excludes list prevents the
standard user or protected expert user from adding the file to the
backup set.

Note: For more information on protecting users, see Protecting
User Configurations later in this chapter.

To exclude previously included files, perform the following
procedure:

1. Select the Excludes tab on the Properties dialog. This tab lists
the files and directories that are currently excluded from the
existing backup set, as shown in the following example:

All Office Documents - Properties r‘5_<|

General Ewcludes l Backup Methodl Hevisionl Backup Hetention]

ﬂ Select files to exchude from the backup zet by wildzards
=g

Drive Folder File: M arne Enten... | Subfo.. |
<Recycle Bin: * Yes
<Intermet Te... ¥ * es

QK | Cancel Help
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2. Click Add to open the Modify files dialog. This dialog allows
you to exclude files and directories that were originally
included in the existing backup set, as shown in the
following example:

Modify files

X

Result:

[ <8l Drivess i ®

Specify files:
Folder: Files: Extension:

! N; NE ]

Crrive:

<4l Drives: A

W Include subfolders

QK | Cancel | Help |

3. Enter the file designations for the files or directories that you
now want to exclude. The file designation is comprised of a
drive, a folder, a file name, and a file extension.

4. Click OK to add the files and directories to the Excludes list.
5. Select the General tab.

6. Select the files and directories that you added in Step 3 and
click Remove.

7. Click OK.

Deleting Backup Sets

Before deleting a backup set that has been assigned to a user
configuration, you must remove the backup set from all the user
configurations to which it has been assigned. For instructions on
removing a backup set that has been assigned to a user
configuration, see Removing an Assigned Backup Set later in
this chapter.
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To delete a backup set so that it cannot be assigned to a user
configuration in the future, perform the following procedure:

1. Expand the All Backup Sets folder in the Tree View.

2. Right-click the backup set that you want to delete, and then
select Delete from the pop-up menu.

Note: Backup sets cannot be deleted if they are currently
assigned to a user configuration.

3. Click Yes on the Confirm Delete dialog.

Creating User Configurations

To create a new user configuration:

1. Right-click All Configurations in the left pane of the Tree
View, and then select New Configuration from the pop-up
menu. The User Configuration dialog appears, as shown in
the following example:

All Configurations - Mew Configuration El

Uzer Configuration l

Specify the name of the
uzer configuration

QK. | Cancel | Help |

2. Enter the name of the new user configuration in the Name
field, and then click OK. The new configuration appears in
the left pane of the All Configurations folder.

Now you can assign backup sets to this user configuration.
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Assigning Backup Sets to User Configurations

After you have created a user configuration, you must assign at
least one backup set to it. An assigned backup set is required so
that the users assigned to the user configuration can back up
their data. The following sections describe how to assign
predefined backup sets and backup sets that you create to user
configurations.

Assigning a Backup Set to a User Configuration

To assign a backup set to a user configuration, perform the
following procedure:

1. Click the plus sign to expand the folder.

2. Highlight Backup Sets in the left pane, right-click, and select
Add/Remove Backup Set from the pop-up menu. The
Backup Sets - Add/Remove Backup Sets dialog appears, as
shown in the following example:

Backup Sets - Add/Remowve Backup Sets Pz|
Add/Remaove Backup Sets l
Backup zetz available Backup setz assigned to user configuration
2l Outlook files All Office Docurments

Internet E xplorer Favorites
local users backupset

My Documents
Pocket PC Backups [ActiveSync]
Pocket PC Files [ActiveSync)

[

[

My
Ok | Cancel | Help |

3. Alist of available backup sets appears in the left pane. Select
the backup set that you want, and then click the right-arrow
button. The backup set moves to the right pane and is
assigned to this user configuration.
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4. Repeat Steps 1 through 3 for all the backup sets that you are
assigning to this user configuration. When you finish, click
OK. The backup sets are added to the user configuration.

Note: You can also assign backup sets to user configurations by
right-clicking the backup set and choosing copy, and then right-
clicking the user configuration you want to add it to and
selecting paste. The next time these users log in to the BrightStor
ARCserve Backup for Laptops & Desktops server, the new
backup sets are transferred to their computers.

Removing an Assigned Backup Set

You must be an administrator to remove assigned backup sets

from a user configuration.

To remove an assigned backup set from a user configuration,
perform the following procedure:

1. Expand the folder by clicking the plus sign.

2. Highlight Backup Sets in the left pane, right-click, and select
Add/Remove Backup Set from the pop-up menu. The
Backup Sets - Add/Remove Backup Sets dialog appears, as

shown in the following example:

Backup Sets - Add/Remowve Backup Sets

Add/Remove Backup Sets l

Backup sets available

Al Dutlock files

Internet E xplorer Favorites

local users backupzet

My Documents

Pocket PC Backups [ActiveSync]
Paocket PC Files [dctiveSync]

2
[

Backup sets assigned to user configuration

Al Office Documents

X

v

ok | Cancel Help
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Select the backup set that you want to remove from the list
of assigned backup sets in the right pane, and click the
left-arrow button. The backup set moves to the Backup Sets
available list in the left pane.

Repeat Steps 1 through 3 for all the backup sets that you
want to remove from this user configuration. When you are
finished, click OK. The backup sets are removed from the
user configuration.

Distributing Configurations to Remote Servers

To distribute a configuration to other BrightStor ARCserve
Backup for Laptops & Desktops servers, perform the following
procedure:

1.

Right-click the user configuration that you want to
distribute, and then select Distribute from the pop-up menu.

Select the BrightStor ARCserve Backup for Laptops &
Desktops server that you want to send the selected user
configuration to by highlighting it in the Select Servers
dialog.

Tip: To select multiple BrightStor ARCserve Backup for
Laptops & Desktops servers, hold down the Shift and
Ctrl keys as you make your selections.

Click OK. The Server Explorer connects to all the selected
BrightStor ARCserve Backup for Laptops & Desktops
servers indicated and distributes the user configuration
according to the options specified. When the process is
complete, click Done.
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Protecting User Configurations

You can override the default expert and standard user rights and
prevent backup sets from being created, modified, and deleted
by protecting the user configurations.

To prevent users from creating, modifying, and deleting backup
sets, perform the following procedure:

1. Expand My Organization.

2. Right-click the user in the left pane, and then click Protect, as
shown in the following example:

ﬁ My Organization - Mobile Backup Server Explorer

File Edit View Toadls Help
¢ - [ B
‘Tree\f\ew j X |Detals j

(08} Server Explorer

I Oroanization
a ted Protected

@& v # Delete .., ) @ amns no yes

jical view of a |
a tina 4 Cut 3 i louis no ves
- al Confi ted o ves
+ [B) sl Back, @ tim ] ves
[ vorior| R @ s ™ s

¥ m Server ¥ Artivat
Clear Passwaord

Expork User ...

Export User Database ...

Move User Database ...

Maoye User ...

Report ... 3

|~
v

&0 To Configuration

profects a User
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A lock icon appears next to the protected user. The following
example shows a protected user:

B My Organization - Mohile Backup Server Fxplorer.
Ele Edt Wew Tools Help
5 [l
- - [
|Trae View j x |Deta\|s j
m Mabile Backup Server = 7
- o BasLoOL
g anns ~
a louis My Organization I
a ted Name Protected Last
@ @ amns no yes
Shows the Ingical view of @
i tina an organization ouls ves ves
@ [ Al Configurations " @ ted na ¥es
lew .. i
w2 [B) Al Backup Sets @ tim L] 8=
[ Monitoring @ tne no ves
Report:
B m Server Configuration Organization
Configuration
Changed Files ...
Activiby ...
Applicatian ...
Hardware ...
Server Shorage ..,
Migrated Files ...
< bd
7 objeck(s) in the list 0 abject(s) selected UM

Tip: To protect all users in a specific organization, right-click
the organization in the left pane, and click Protect all.

Selecting Protect turns protection on and off. To restore a user’s
ability to create, modify, and delete backup sets, right-click the
user in the left pane and select Protect. The checkmark is
removed, and the lock icon changes to a user icon.
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4 Backing Up Data

BrightStor ARCserve Backup for Laptops & Desktops automates
the backup process using the Scheduler. The Scheduler lets you
set the frequency of automatic backups.

Note: When you enable the Scheduler icon display, the

Scheduler icon % appears on your system taskbar.

By assigning a schedule to a backup set, you configure
BrightStor ARCserve Backup for Laptops & Desktops to run
backups without human intervention. However, if users do not
want to wait for a scheduled backup before sending data to the
BrightStor ARCserve Backup for Laptops & Desktops server,
they can perform manual backups.
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Setting Schedules for User Configurations

To set a schedule, you must configure the types of notifications
users will receive during the backup process, configure the
backup frequency, and configure the startup options for the
backup. This schedule is then assigned to a user configuration.

Each user configuration can have its own schedule. The system
monitors the BrightStor ARCserve Backup for Laptops &
Desktops client system clock and automatically performs the
backups according to the schedule set in the user configuration.
The backup frequency for a user configuration can be set on an
hourly, daily, weekly, or monthly basis.

Important! Changing the schedule of the user configuration affects the
schedule of each backup set assigned this schedule in the user
configuration.

To set a schedule for a user configuration, perform the following
procedure:

1. Expand All Configurations in the left pane of the Server
Explorer, expand a user configuration, and then select
Schedules. Schedule frequencies appear in the right pane, as
shown in the following example:

ﬁ Schedules - BrightStor ARCserve Backuii for Laptops & Desktops Server, Explorer, EJE\E\
File Edt “iew Tools Help
¢ - )
|Tree iew j X ‘Detalls j
@ Server Explorer E
= off BagLDOL
+ m Iy Crganization
= Ei‘ All Configurations
= % sl S chedules
& ':, Backup Sets Schedule Type Backup Frequency at Tirr
o @ Conmection Prefert | qp i gy @ scheduled Daily Maon Tue Wed Thur .. 12:30
w Backup Options scheduling information ® Scheduled Hourly Mon Tue Wed Thur ... from §
w Restore Options ) @ scheduled Monthly once amonthond,..  5:000
El Asset Tracking Eroperties ... @ scheduled weekly Fri 2:00:
Schedules
+ % My Documents
= [[3) &l Backup Sets
+ m Monitoring
+ Ea Server Configuration
< > < IS
4 objectis) in the list 0 objectis) selected UM
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2. Click the Properties link in the right pane to display the
schedule properties. The Schedules - Properties dialog
opens.

3. Review the general schedule properties, located on the
General tab, and adjust them if necessary. A sample General
tab is shown next:

Schedules - Properties §|

General lHourIy] Draily ] Weekly] Monthly] Startup]

Specify options far notification before backup, idle-time wait

_@ period, and progress notification.

Before backup starts
* Show countdown timer before backup

" Start immediately

[~ During scheduled backup wait until the user iz idle at least for:

JZI minLbes

¥ Show progress during backup

¥ Cloze progress display after backup

Show progress after backup iz finished:

DJZI minLbes

0K | Cancel | Help

Options on the General tab let you specify the types of
notifications users will receive during the backup process.
Options include:

m  Show countdown timer before backup —If this option
is selected, the user receives a notification that displays
the time remaining before the backup process begins.
The countdown timer lets users choose to begin the
backup immedjiately, postpone it, or cancel it.

m  Start immediately —If this option is selected, the backup
process starts without notifying the user; a countdown
timer is not displayed.
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During scheduled backup, wait until the user is idle
for at least n minutes — If this option is selected, backups
occur only when the remote computer is idle for a
designated period of time. If the remote computer is
used during the backup, the backup stops and does not
resume until the remote computer is idle again.

Show progress during backup —If this option is
selected, a dialog displaying a progress indicator opens
during the backup. If this check box is not selected, the
process runs unattended.

Close progress display after backup —If this option is
selected, the progress dialog automatically closes when
the backup is complete. If this check box is not selected,
the progress dialog remains on the user’s screen and all
other backups are on hold until the dialog is closed.

Show progress after backup is finished # minutes —
Indicates the amount of time to keep the backup
progress dialog open when a backup is complete. After
the time specified has expired, the progress dialog is
automatically closed. You must specify a value for
minutes if you have selected the option Close progress
display after backup.
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4. Review the tabs for the individual schedules and adjust the
values if necessary. The following example shows the Daily
tab, which contains values for the daily schedule:

Schedules - Properties Pz|

General] Houry  Daily ]Weekl_l,l] Monthl_l,ll Staltup]

@ Canfigure the daily schedule. The scheduler will be

activated on the day selected at the time set.

v ‘Wednesday [ Saturday

v tonday ¥ Thursday

[¥ Tueszday [¥ Friday

Once a day

at: 12:30:00 PM =

ok | Cancel | Help |

Options on the Daily tab allow you to specify the settings for
an automatic, daily backup. You can specify both the day
and time for backups to occur. Files are then backed up on
the day and hour specified. Options include:

m  Check boxes for each day of the week —Select the
appropriate check boxes to identify the days of the week
on which you want to automatically back up the user’s
data.

m  Once a day at—Enter the time that you want the backup
to begin.

Similar options appear on the Hourly, Weekly, and Monthly
tabs.
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5. Select the Startup tab, and then review and adjust the values
if necessary. The following example shows the Startup tab,
which allows you to control the startup options:

Schedules - Properties Pz|

General] HDu[l_l,J] Daily ] Weekl_l,l] Monthly  Startup l
i Configure the Restart schedule

Run backup
{* ‘First time the sypstem starts

™ Ewvery time the system starts

Delay backup at start-up: a _|:| minubes

ok | Cancel Help

Startup options include:

m  Run Backup, First time the system starts —Select this
option to run the backup when the system starts (once
per day). The backup will run at midnight if the remote
computer is turned on.

m  Run Backup, Every time the system starts —Select this
option to run the backup every time the remote
computer starts.

m  Delay backup at start-up — Enter the number of minutes
that you want to wait before the backup begins. This
option allows the remote computer time to get other
startup processes completed before the backup.

6. Click OK to save your changes.
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Note: For detailed information about each tab in the Schedules -
Properties dialog, see the BrightStor ARCserve Backup for Laptops
& Desktops Administrator and Expert User Guide.

Assigning Schedules to Backup Sets

The backup sets in a user configuration do not automatically use
a defined schedule. After you define a schedule for a user
configuration, you need to assign it to a backup set if you want
the backups to occur automatically.

To assign a schedule to a backup set in a user configuration,
perform the following procedure:

1.
2.

Expand the All Configurations folder in the left pane.

Expand All Office Documents, and then expand Backup
Sets.

Right-click the backup set you are assigning the schedule to,
select All Office Documents, and then select Set Schedule. A
list of backup set frequencies appears, for example:

I Schedules - BrightStor ARCserve Backup for Laptops & Deskiops Server Explorer E‘E‘E‘
File Edit View Tools Help

® - [ - B
[Tree view ~| x| |petails ~|
@ Server Explorer =
= offf BABLDOL

+ m My Organization
- Ei' All Corfigurations
= % All Office Documents

= Backup Sets
BL. P 0

Schedule Type
@ scheduled Daily

Backup Frequency
Mon Tue Wed Thur ...

G Scheduled Hourly Mon Tue Wed Thur ...
w Backup Options & Manual once a month on d..,
w Restore Options Remove Hourly Fri
& Asset Tracking 223 Copy
G Schsdulss‘f v Weekly
+ @ My Bocuments Manthhy
+- [ All Backup Sets Autamatic - Ak Machine Start Up
+ m Moritoring

Automatic - At Connection (Dial Up)
+ rf Server Configuration

< ¥

set backup frequency ko daily

Select a backup set frequency.
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After selecting a backup frequency, you can review the settings
for that frequency by right-clicking the backup set and selecting
Go To Schedules. For more information about backup schedules,
see the BrightStor ARCserve Backup for Laptops & Desktops
Administrator and Expert User Guide.

Postponing Scheduled Backups

When you configure scheduling for backups, you can choose to
show a countdown timer to the user before the actual backup
occurs. The countdown timer allows the users to choose whether
to begin the backup immediately, postpone the backup, or cancel
the backup process. When you select the option to show the
timer, a notification appears, displaying the time remaining
before the backup session begins.

If you select the option to show the timer, a backup dialog

appears five minutes before a scheduled backup is to take place,
giving users the chance to postpone the backup, for example:

Scheduled Backup E| |§|E|

Computer Associates

& backup haz been scheduled to rwin on pour machine. Choose
whether ta run the backup now, rin it later, or cancel the backup.
Pleaze chooze:
" Fun immediately
& Aun (30 _| rnintes later

" Cancel

’4_ mitute(z] left before thiz dialog closes
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Performing Immediate Backups

Note: Users can postpone a backup only once. The backup starts
at the end of the postponed period.

Performing Immediate Backups

To run a backup immediately, users click Start, All Programs,
Computer Associates, BrightStor, ARCserve Backup for Laptops
& Desktops, and then Backup Now. If a connection to the
BrightStor ARCserve Backup for Laptops & Desktops server
cannot be made, the backup data is stored locally until the
remote computer can connect to the server.
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5 Restoring Backed Up Files

Typically, expert and standard users perform most restore
operations. Unless absolutely necessary, you, the administrator,
do not usually perform restore operations. When you must
perform a restore, BrightStor ARCserve Backup for Laptops &
Desktops makes it easy to restore backed up files or directories
that were accidentally deleted or corrupted on a user’s remote
computer.

Restoring a file is as simple as selecting the backup set
containing the file and indicating the location to which to restore
the file. You, the administrator, can also set global restore
options to specify a default location into which to place the
restored files.

Note: Restore operations are protected by user-defined
passwords.

This chapter discusses how to restore files to a user’s remote
computer using the Restore from the Server Explorer only.

Note: The dialogs and procedures are essentially the same for
expert users, except that expert users can only restore files to
their own computers. Expert users can restore their files to their
original location or to a new location.
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Selecting Data to Restore

To initiate a restore of user files and folders using the Server
Explorer, perform the following procedure:

1.

In the left pane of the Server Explorer, expand the My
Organization folder and select a user. In the right pane, click
Restore. The following example shows USERO01 selected:

# USEROY - BrightStor ARCserve Backup for Laptops & Desktops Server Explorer
File Edit view Tools Help

& - ] X% - | B
|Tree g j x ‘Data\ls j
@ Server Explorer
= offf BaELDOL
= m My Organization
¢
@ useroz
= [ Al Configurations Property
i % Sl i Shaws the information Bl actve
B Backup Sets about & user assigned to |#| assigned Configuration

=] client wersion

ﬂ Deployment State
|| Is Protected

ﬂ Last Backup Date
ﬂ Last Login Date

&l Office Dacuments | | 4N organization

+ W Connection Preferences
& Backup Options
w Restore Options

Restore ..

Export User ...
Export User Database ..

Asset Tracking
@ Schedules Repork: ﬂLocatlon
e Attty o =* | System Mame
o [“a T Applications ... Bl

ﬂ Used Starage Size

+ All Backup Sets
ﬂ User has files migrated
aly

+ @ Manitaring

Configuration
Changed Files ...

Hardware ... ——
+ m Server Configuration Migrated Files < | »
13 object(s) in the list 0 objectis) selected UM

The Restore Password dialog opens:

Pleaze enter the BrightStor ARCserve
Backup for Laptops & Desktops user
pazsword

User. DOMAINDCISUSERD

Password:

* Use Listview

7 Use Treeview

| Mest » |

Enter the user password when prompted and select either:

Cancel | Help |

5-2 Geftting Started



Selecting Data to Restore

m  Use List View —Select files to restore from a single
display list.

m  Use Tree View —Select files to restore by navigating
through a tree structure.

Click Next to open the Restore: Select Backup Set dialog, as
shown in the following example:

Restore: Select Backup Set

Backup Set: Fievizian D ate/Time:

| local uzers backupzet ﬂ |Monda_'.J, December 01, 2003 3:43:48 P j

[ Show only latest file revigions

Filelz] to restore

M amne | Date Fevizion Date

[ C:\BrightStorCentral\LoghTD_to_TD log 10022520003, 124142003 3:4:.

[ C:\Bright5tor s Central\Logh Desktop.ini 10/22/2003... 121/2003 3:4:..

< |
Select all latest | Dezelect all |

¢ Back | | Cancel | Help |

The user’s password is required. If you do not know the
user’s password, you can remove the password by clearing
it. To remove a password, right-click the user password that
you want to clear, and then select Clear Password. The next
time the user logs in, the user is notified that the password
was cleared and is prompted to select a new one.

Important! If the user is a Windows domain user, you cannot
clear the user’s password.

From the Backup Set drop-down list, select the backup set
containing the files that you want to restore.
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From the Revision Date/Time drop-down list, select the
version of the backup set that you want to restore. By
default, the most recent version is automatically selected.

Tip: You can filter this list by selecting the option Show
only latest file revisions.

The files for the selected backup set revision are displayed in
the File(s) to restore list. To view the files in a tree structure,
select the Tree View option, as shown in the following
example:

Restore: Select Backup Set

Backup Set: Fievizion D ate/ Time:

local uzers backupset |W’ednesda}l, June 23, 2004 3:36:44 AM j

File(s] to restare last modified/Revision Date

=
- My Pictures

D Logo 3D .jpg

D Sample.jpg

0

thomtonlur jpg

[l
|

< Back | Mest > | Cancel | Help |

Tip: To return to the file list, clear the Tree View option.
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Indicate the files that you want to restore by selecting the
appropriate check boxes. If you do not want to restore a
particular file, clear its check box.

If you are viewing the files in a tree structure, a green
checkmark next to the file indicates that the file has been
selected for the restore operation. To clear the checkmark,
just select the file again.

When you have selected the files that you want to restore,
click Next to open the Restore: Select Target dialog.

The Restore: Select Target dialog allows you to choose the
location to which to restore files. Files can be restored to
another location, or to their original location (the same
location from which they were backed up) as shown in the
following example:

Restore: Select Target

'-._

Restore to .

& (Client [v Rebuild folder structure

" Server v Original location
Location:

EEm.

< Back | Finizh | Cancel Help
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Select the machine to which you want to restore the files by
selecting the appropriate Restore to option. You can restore
the files to the remote computer on which the BrightStor
ARCserve Backup for Laptops & Desktops client is running
or to the BrightStor ARCserve Backup for Laptops &
Desktops server.

Note: If you choose to restore the files to a BrightStor
ARCserve Backup for Laptops & Desktops client, the
BrightStor ARCserve Backup for Laptops & Desktops server
builds a package containing the restored files and prepares it
for transmission. The next time the user logs in to the
BrightStor ARCserve Backup for Laptops & Desktops server,
the BrightStor ARCserve Backup for Laptops & Desktops
server sends the package and restores the files.

Select the location where the files are to be restored:

m  To retain the original folder structure of the files when
they are restored, select the Rebuild Folder Structure
option.

m  To restore the files to their original location, select the
Original Location option.

m If you choose not to restore the files to their original
location, you must supply a new location in the Location
field. You can use the default location, enter a new
location, or use the Browse button to navigate to the
folder that you want. If you specified a default location,
it appears automatically in the location field.

10. Click Finish to begin restoring the files.

For more information about the restore process, including how
to overwrite existing files, see the BrightStor ARCserve Backup for
Laptops & Desktops Administrator and Expert User Guide.
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Chapter

Data Protection and Data
s Ml Growth Management

How can you protect the data backed up to the BrightStor
ARCserve Backup for Laptops & Desktops server? What can you
do about the growing volume of information stored on the
server?

Integration with BrightStor® ARCserve® Backup provides a
higher level of protection and a way to manage the volume of
data stored by BrightStor ARCserve Backup for Laptops &
Desktops. To enable integration and data growth management,
you must have the following components of BrightStor
ARCserve Backup installed:

= To enable integration, BrightStor® ARCserve® Backup Client
Agent for Windows must be installed on the computer
running the BrightStor ARCserve Backup for Laptops &
Desktops server.

m  To enable data growth management, either the manager or
server components of BrightStor ARCserve Backup must be
installed on the computer running the BrightStor ARCserve
Backup for Laptops & Desktops server.
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Data Protection

With BrightStor ARCserve Backup, your server data can be
backed up to external media. The BrightStor ARCserve Backup
administrator performs a backup of the BrightStor ARCserve
Backup for Laptops & Desktops server. If the BrightStor
ARCserve Backup for Laptops & Desktops server experiences a
crash and needs to be reinstalled, the data can be restored from
BrightStor ARCserve Backup when the new BrightStor
ARCserve Backup for Laptops & Desktops server has been
installed.

You can configure a data protection job using the BrightStor
ARCserve Backup console. If the BrightStor ARCserve Backup
Client Agent for Windows is installed on the BrightStor
ARCserve Backup for Laptops & Desktops server, the server
appears in the BrightStor ARCserve Backup console.

BrightStor ARCserve Backup for Laptops & Desktops server
data is restored using the BrightStor ARCserve Backup Restore
Manager. The BrightStor ARCserve Backup for Laptops &
Desktops job is easy to locate in the Restore by Session list. All
backed up server data is restored to the freshly installed
BrightStor ARCserve Backup for Laptops & Desktops server.

For more information about data protection, see the BrightStor
ARCserve Backup Administrator Guide.

Data Growth Management

The volume of data stored on the BrightStor ARCserve Backup
for Laptops & Desktops server can become very large over time.
Migrating excess backup data to tape frees hard drive space on
your server and provides a way to archive old data without
tying up critical resources.
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Through integration with BrightStor ARCserve Backup, files
stored on the BrightStor ARCserve Backup for Laptops &
Desktops server that have not been modified for a specified
period of time and files that exceed a specified size can be
backed up to tape and then deleted from the server. Any files
removed and stored on the BrightStor ARCserve Backup server
are automatically restored when they are requested.

Note: This process is transparent to the user. The user can still
see the backed up files while performing a restore.

Defining Data Growth Options

By defining data growth options, you specify the criteria that
determine the files to be migrated, when the files are to be
migrated, where they are to be migrated, and the user name and
password appropriate for the sending and receiving servers.

To define data growth options, perform the following procedure:

1. From the Tree View of the Server Explorer, expand your
BrightStor ARCserve Backup for Laptops & Desktops server.

2. Expand the Server Configuration folder.

3. Right-click Data Growth Options, and select Properties, as
shown in the following example:

1K Data Growth Options - BrightStor ARCserve Backup for Laptops & Desktops Server Explorer,
File Edit View Tools Help

1B
e -
[Tree view | x| [petais B

[ Server Explorer
= off BagLOOL
+ [0 My Organization

[ Al Configurations

Data Growth Options

¥ @ All Backup Sets
[ Monitoring

=B Server Configuration Shaws the deta growth

B8 Restore Options

0%

< ¥

Displays the properties o the selected items

Property

B cliert options aptions +|Days

[[& connection Preferencq = |Files nat accessed within days
) Backup Drive Properties .. | Inchude Files greater than
B revisions | Lacal Username

| At Time

| M, Nuber of Tapes
= |Media Pool Name:

=| Server Maching

| server Username

= Tape Mame Prefix
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4. Select the Data Growth Options tab.

The Data Growth Options - Properties dialog appears, as

shown in the following example:

Data Growth Options - Properties

Security Options  Data Growth Options l Media Optionz ]

Specify Data Growth filkers and a schedule for the Data
0 Growth backup job.

Specify the filter conditions that a file must meet to be migrated to the
BrightStor AR Czerve Backup zerver.

Include files not modified within: E_| Days

Include flles greater than: 1DEID_I;I kB -

Specify the davs and a time when the D ata Growth job should run and look
for files to migrate.

[ Sundap [ “Wednesday [ Saturday
[ Monday [ Thursday Once a day

[ Tuesday [ Friday at: [12:00:00 AM =

]

ak. | Cancel | Help

5. Define the filter for migrating files to BrightStor ARCserve
Backup. The filter is based on the length of time since a file
was changed and the size of the file. Files that meet both

thresholds are selected for migration. To define the filter,

you must:

Indicate the number of days that a file must remain
unchanged before being migrated to the BrightStor
ARCserve Backup server.

Indicate the size that a file must reach to be migrated to

the BrightStor ARCserve Backup server.
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6. Define a schedule for migrating files to BrightStor ARCserve
Backup. The schedule you indicate specifies the day and
time for running the backup job.

7. Select the Media Options tab. A sample tab is shown next:

Data Growth Options - Properties El

Security Dptiohs ] Data Growth Options  Media Options l

Q Specify the media pool, tape, and number of tapes

Specify the media pool that was configured at the BrghtStor AR Czerve
Backup zerver for BrightStor AR Czerve Backup for Laptops & Desklops
[ata Growth.

I edia pool name: ME_MEDIA_POOL

Specify the tape name prefix to use when sending Data Growth backup jobs
to the BrightStor ARCserve Backup server.

Tape name prefix: MB TAPE

Specify the marimum number aof phpzical tapes used before awitching o a
new logical tape name.

M axirumm number of tapes: 5 =

Ok | Cancel | Help

8. Specify the BrightStor ARCserve Backup Media Pool name.
The Media Pool name is the same one that has been
configured in BrightStor ARCserve Backup specifically for
BrightStor ARCserve Backup for Laptops & Desktops data
growth.

9. Specify the tape name prefix.

10. Specify the maximum number of tapes for the job.
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11. Select the Security Options tab. A sample tab is shown next:

Data Growth Options - Properties

Security Options ] Diata Growth Options l Media Dptions ]

>

ARCzerve Server:

Configure security settings

[~

To zubmit and monitor D ata Growth backup jobs, the BrightStor ARCzerve
Backup for Laptops & Desktopsz server must have equivalence to a
BrightStor ARCzerve B ackup zerver uzer profile. Enter the name of the
profile and the pazzword.

Server | gername: |

Server Pazzword: |

Specify a uzer name and password for a uzer to log in ko the BrightStor
ARCzerve Backup for Laptops & Desktops server.

Local Username: |

Local Uzer Password: |

&3

Cancel Help

o]

12. Define the name or IP address of the BrightStor ARCserve

13.

Backup server, and the caroot-equivalent user name and
password for the server.

Define a user name and password for the BrightStor
ARCserve Backup for Laptops & Desktops server if you
want this server to restore the files that were migrated to
BrightStor ARCserve Backup.

After you have defined your data growth options the data

growth backup job takes place automatically at the specified
times. All files meeting the criteria are migrated to the specified
BrightStor ARCserve Backup media.
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Restoring Data

Data migrated through data growth management can be
restored in the same way as any other data backed up through
BrightStor ARCserve Backup for Laptops & Desktops. When a
restore request is received, the data is automatically located in
the designated Data Growth Media Pool and restored to the
BrightStor ARCserve Backup for Laptops & Desktops server’s
storage area. The files from this server are then restored to the
user’s remote computer specified in the restore request.

Monitoring the Data Growth Process

To monitor activities related to data growth management, you
can:

m  Access the Message log
m  View reports on files that have been migrated

m  View reports on currently running restore jobs

Media Management

During the data growth process, BrightStor ARCserve Backup
for Laptops & Desktops database files are written to the tapes
managed by the BrightStor ARCserve Backup server. Over time,
some of these files will become obsolete, meaning that parts of
the data stored on a tape are no longer needed and can be
reused. For more information about media management, see the
BrightStor ARCserve Backup Administrator Guide.
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Appendix

A Frequently Asked Questions

This appendix answers frequently asked questions about
BrightStor ARCserve Backup for Laptops & Desktops. To help
you find the information that you need, this appendix is divided
into the following sections:

General

Installation and Setup
Connectivity

Backup

Restore

Scheduling

Security

Server Management Reporting
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General Questions

General Questions

This section answers general questions.

Question:

The BrightStor ARCserve Backup for Laptops & Desktops
server’s hard disk is getting full. Can I migrate some user data to
another drive?

Answer:

Yes. In Tree View, right-click the user whose data should be
moved, choose Move User Database, and specify a new location
for the data.

Question:

Can BrightStor ARCserve Backup for Laptops & Desktops help a
user migrate to a new operating system?

Answer:

Yes. With BrightStor ARCserve Backup for Laptops & Desktops,
you can perform a faster migration process, since all the user’s
mission-critical files are already on the BrightStor ARCserve
Backup for Laptops & Desktops server.

Question:

Can [ transfer a user from one server to another?

Answer:

Yes. In Tree View, right-click the user, and choose Move User.
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Question:

Can a BrightStor ARCserve Backup for Laptops & Desktops
client’s user delete stored data on the BrightStor ARCserve
Backup for Laptops & Desktops server?

Answer:

No.

Question:

Can I create one user configuration and have all users inherit it?
Answer:

Yes. Create a user configuration, and specify its settings and
backup sets. Right-click this configuration, and choose Set As
Default. When new users connect to the BrightStor ARCserve
Backup for Laptops & Desktops server, they receive this default
user configuration.

Question:

Can I prevent users from modifying the default user
configuration?

Answer:

Yes. Right-click the user, and then choose Protect.

Question:

Can I send my critical, warning, and informational messages by
email from the BrightStor ARCserve Backup for Laptops &
Desktops server?

Answer:

Yes. From the Tree View, select Monitoring, Message Log,
Configure.
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Question:

How does BrightStor ARCserve Backup for Laptops & Desktops
handle very large files and remote computers with limited
storage capacity?

Answer:

Changed Block Detection mode (activated by selecting the
Minimize Local Storage option for your backup set) has been
designed for remote computers with minimal storage capacity.
Only 0.8 percent of the target file size is needed. For very large
files, instead of smaller bytes, larger blocks of data are scanned
for changes, reducing the time needed to compute the
incremental files.

Question:

What network protocol does BrightStor ARCserve Backup for
Laptops & Desktops use?

Answer:

BrightStor ARCserve Backup for Laptops & Desktops uses
TCP/IP.

Question:

Can I determine the hardware configuration on a remote
computer?

Answer:

Yes. BrightStor ARCserve Backup for Laptops & Desktops can be
configured to collect hardware configurations automatically.
This reduces the time it takes a traditional help desk to support
remote users.
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Installation and Setup Questions

This section answers installation and setup questions.
Question:

Must I install the Server Explorer with the BrightStor ARCserve
Backup for Laptops & Desktops server on one system?

Answer:

No. These features are separate. The Server Explorer can be
installed on any system.

Question:

What happens to my stored data and settings when I upgrade
the BrightStor ARCserve Backup for Laptops & Desktops client?

Answer:

When you upgrade from BrightStor Mobile Backup client
version 3.5, 4.0 or 11.0, all your data and settings will still be
available.

Question:

What happens to my data if I uninstall the BrightStor ARCserve
Backup for Laptops & Desktops client?

Answer:

The program and user configuration files and all backed up data
is deleted. Any data previously transferred to the BrightStor
ARCserve Backup for Laptops & Desktops server remains on the
server. If the BrightStor ARCserve Backup for Laptops &
Desktops client is reinstalled, you can choose the restore from
server option to retrieve your data.
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Question:

What happens to my data if I uninstall the BrightStor ARCserve
Backup for Laptops & Desktops server?

Answer:

All data and user configurations are deleted.

Connectivity Questions

This section answers connectivity questions.

Question:

What happens to my data if the connection between the
BrightStor ARCserve Backup for Laptops & Desktops server and
the BrightStor ARCserve Backup for Laptops & Desktops client
breaks down during a transfer?

Answer:

Nothing. The Checkpoint Restart feature ensures that the data
transfer resumes when a new connection is established.

Question:

What is the Auto TCP/IP feature?

Answer:

When configured, the Auto TCP/IP feature allows the BrightStor

ARCserve Backup for Laptops & Desktops server to
automatically detect when a user connects with the network.
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Backup Questions

This section answers backup questions.

Question:

Can users initiate manual backups?

Answer:

Yes. Users can initiate manual backups at any time. However,
BrightStor ARCserve Backup for Laptops & Desktops is
designed to initiate the backup process automatically based on a
predetermined, recurring schedule.

Question:

Should users back up everything on their hard drives?
Answer:

No. BrightStor ARCserve Backup for Laptops & Desktops is
geared towards protecting critical data files and storing the
changes to those files. Users should not include the operating
system and standard applications in a backup set, but they

should include mission-critical files, desktop icons, and Internet
Favorites.
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Question:

I am concerned about the amount of data users have to back up,
especially when they are connected at low bandwidth modem
speeds. Does BrightStor ARCserve Backup for Laptops &
Desktops function efficiently within these environments?

Answer:

Yes. BrightStor ARCserve Backup for Laptops & Desktops is
optimized to work on low bandwidth communication lines.
Rather than transmitting entire files, only byte-level or block-
level incremental file changes are backed up. The backup data is
then compressed and transmitted to the BrightStor ARCserve
Backup for Laptops & Desktops server. After the BrightStor
ARCserve Backup for Laptops & Desktops server receives the
data, the connection is terminated; the next time a connection is
established, an acknowledgement of the backup completion is
sent.

Question:
Do users need to exit all documents during a backup cycle?
Answer:

No. The Open File Agent technology lets users continue to work
on documents during the backup cycle.

Question:

Does the users’ backup data go directly to a tape library?
Answer:

No. BrightStor ARCserve Backup for Laptops & Desktops
performs disk-to-disk backups. The backup data on the

BrightStor ARCserve Backup for Laptops & Desktops server can
then be backed up to a tape library, if needed.
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Backup Questions

Question:
What happens when a backup cycle is abruptly ended?
Answer:

BrightStor ARCserve Backup for Laptops & Desktops uses a
feature called Checkpoint Restart, which allows BrightStor
ARCserve Backup for Laptops & Desktops to continue the
backup process where it left off, even if a backup is interrupted
before it is completed.

Question:

Does a user need to be connected to the BrightStor ARCserve
Backup for Laptops & Desktops server to perform a backup?

Answer:

No. The user does not need to be connected to the BrightStor
ARCserve Backup for Laptops & Desktops server to initiate a
backup. BrightStor ARCserve Backup for Laptops & Desktops
uses a two-phase process to back up a user’s files. First, the
process determines the files to be backed up. Then, if there is a
network connection, the backup data is transmitted to the
BrightStor ARCserve Backup for Laptops & Desktops server. If a
network connection is not available, the backup data is held and
is automatically transmitted the next time a connection to the
network is established.
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Backup Questions

Question:
What does the term Minimize Transfer Time mean?
Answer:

Minimize Transfer Time means the BrightStor ARCserve Backup
for Laptops & Desktops client is configured to save network
bandwidth. When using this backup method, the amount of data
transferred to the BrightStor ARCserve Backup for Laptops &
Desktops server is minimized using the byte-level algorithm.
When you specify Minimize Transfer Time, BrightStor ARCserve
Backup for Laptops & Desktops retains the most recent version
of all backed up files on the client system to allow connectionless
restores without any transfer time.

Question:
What does byte-level algorithm mean?
Answer:

Byte-level algorithm is the method used by the BrightStor
ARCserve Backup for Laptops & Desktops client if the data has
changed. The backup runs using the Minimize Transfer Time
backup method. BrightStor ARCserve Backup for Laptops &
Desktops detects, records, and transmits only the bytes of a file
that have been changed.
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Backup Questions

Question:
What is the advantage of byte-level change detection?
Answer:

Byte-level change detection dramatically reduces the amount of
data transmitted through modems or across any TCP/IP
network to the backup server. It enables the BrightStor
ARCserve Backup for Laptops & Desktops server to store more
backup data, since the server stores only the most up-to-date
version of the file and the deltas (byte-level changes) between
the most current version and previous versions. Users have
access to the complete file and previous versions, without the
need for an entire copy of the file for each revision. The client-
side local footprint retains copies of the most recent versions of
the files, allowing users to restore previous versions of files
without connecting to the server.

Question:

What does block-level algorithm mean?

Answer:

BrightStor ARCserve Backup for Laptops & Desktops client uses
the block-level algorithm when backing up files using the
Minimize Local Storage backup method. BrightStor ARCserve
Backup for Laptops & Desktops client detects, records, and
transmits only those blocks (512 bytes in size) of files that have
changed, rather than backing up the entire file again.

Question:

Can users back up files on their desktop and in their Internet
Favorites?

Answer:

Yes.
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Backup Questions

Question:

Do users have to shut down all applications that use files to be
backed up?

Answer:

Not in every case. If they use Microsoft Windows NT 4.0,
Windows 2000, or Windows XP and have installed the Open File
Agent technology, they do not need to close the files before they
are backed up. If they do not have the Open File Agent
technology installed, they receive a prompt that BrightStor
ARCserve Backup for Laptops & Desktops cannot back up this
file because it is locked by another application. They can close
the file at that time to ensure that it is backed up.

Note: If the BrightStor ARCserve Backup for Laptops &
Desktops client is installed from the CD-ROM, the Open File
Agent technology is installed by default.

Question:

What types of data can users back up?

Answer:

Users can back up any file, including documents, spreadsheets,
graphics files, presentations, and movie clips.

Question:
Can users back up email mailboxes and Lotus Dominos files?
Answer:

Yes.
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Restore Questions

Restore Questions

This section answers restore questions.
Question:

Do users need to connect to the server to get data that they
recently captured?

Answer:

This depends on how many revisions of files users are storing
locally. If they select a revision that is stored locally, they do not
need to connect to BrightStor ARCserve Backup for Laptops &
Desktops server. If they select a revision that is not stored
locally, they must connect to the BrightStor ARCserve Backup
for Laptops & Desktops server to access it.

Question:

Do users have to restore data to its original location?

Answer:

No. They can select an alternate location to restore data to.
Question:

Can users restore another user's data to their machine?
Answer:

No. The BrightStor ARCserve Backup for Laptops & Desktops
client is set up to access and restore machine-specific

information. It restores only the original user’s data to that user’s
computer.
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Restore Questions

Question:

Can a user retrieve data if the user’s hard drive crashes or if the
user moves to a new machine?

Answer:

Yes. The setup option Reinstall User from Server performs this
operation at setup time.

Question:

Can I initiate a restore of BrightStor ARCserve Backup for
Laptops & Desktops client data from the server?

Answer:

Yes, but you must supply the correct user password.

Question:

Can I restore the operating system?

Answer:

BrightStor ARCserve Backup for Laptops & Desktops is
designed to back up critical data only. Applications and
operating systems should be reinstalled from their original disks.
BrightStor ARCserve Backup for Laptops & Desktops does not

provide the ability to restore all the software from an
unformatted disk to the last backup state.
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Scheduling Questions

Scheduling Questions

This section answers scheduling questions.

Question:

Can I assign different schedules to each of my backup sets?
Answer:

Yes. For each backup set you define, you can schedule backup
operations, as follows:

m  Hourly
m  Daily

m Weekly
= Monthly

m  Automatically when the machine starts
m  Automatically when a network connection is established

m  Manually, by clicking Capture Now

Question:

Does the Scheduler run missed backups at a later time?
Answer:

Yes.
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Security Questions

Security Questions

This section answers security questions.

Question:

Are users’ data secured from unauthorized access?
Answer:

Yes. BrightStor ARCserve Backup for Laptops & Desktops
encrypts all data transmitted between the BrightStor ARCserve
Backup for Laptops & Desktops client and the BrightStor
ARCserve Backup for Laptops & Desktops server. Additionally,
users create passwords for their accounts, securing access to
data-sensitive functions of the BrightStor ARCserve Backup for
Laptops & Desktops client. These two levels of security ensure
data is completely protected from unauthorized access.

Question:

What type of security does BrightStor ARCserve Backup for
Laptops & Desktops provide?

Answer:

BrightStor ARCserve Backup for Laptops & Desktops provides
password protection for retrieving user data, and 56-bit
encryption of data transferred between the BrightStor ARCserve
Backup for Laptops & Desktops client and the BrightStor
ARCserve Backup for Laptops & Desktops server. User data is
encrypted on the BrightStor ARCserve Backup for Laptops &
Desktops server. However, this data is not encrypted on the
BrightStor ARCserve Backup for Laptops & Desktops client.
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Security Questions

Question:

How secure is a user’s data during transmission to the
BrightStor ARCserve Backup for Laptops & Desktops server?

Answer:

User data is very secure. BrightStor ARCserve Backup for
Laptops & Desktops uses a proprietary database, and the data is
encrypted. In addition, unless the file is new to the backup set,
BrightStor ARCserve Backup for Laptops & Desktops only
transmits the changed portions of files to the BrightStor
ARCserve Backup for Laptops & Desktops server, providing a
further level of protection.

Question:

Can I send data to a BrightStor ARCserve Backup for Laptops &
Desktops server behind a firewall from the Internet?

Answer:

Yes. You can open a port on your firewall to let BrightStor
ARCserve Backup for Laptops & Desktops TCP traffic through
that port. This is equivalent to opening a port to allow SMTP
(email) traffic through. BrightStor ARCserve Backup for Laptops
& Desktops uses a proprietary packet (bundled inside a TCP
packet) during data transmission.
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Server Management Reporting Questions

Question:

Is user data safe from hackers when sending it across the
Internet?

Answer:

Yes. BrightStor ARCserve Backup for Laptops & Desktops
automatically encrypts data before transmission to the
BrightStor ARCserve Backup for Laptops & Desktops server.
Since the packets typically only contain the changes to files, the
changed data alone makes no sense without the rest of the file.

These elements make the data useless to hackers, and, thus, very
safe.

Server Management Reporting Questions

This section answers server management reporting questions.
Question:

Can [ create reports about specific users?

Answer:

Yes, you can create reports about specific users, organizational
units, entire servers, or multiple servers.

Question:

What does Asset Tracking do?

Answer:

Asset Tracking provides you with an overview of a user’s

hardware and software configurations. This information is
needed when you create and view reports.
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Server Management Reporting Questions

Question:
Why do I need asset management?
Answer:

BrightStor ARCserve Backup for Laptops & Desktops not only
detects, records, and stores data file changes, but also takes an
inventory of the software, hardware, and data configuration for
each computer running the BrightStor ARCserve Backup for
Laptops & Desktops client. It then sends this data to the
BrightStor ARCserve Backup for Laptops & Desktops server for
reporting. This information, available in a wide variety of
reports, can help to shorten help desk calls and improves your
ability to track and manage corporate assets by region,
department, users, or other criteria.
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