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Introduction

Active Directory® Application Mode (ADAM) is a special mode of the Active Directory directory service that addresses certain usage scenarios that require dedicated directory services for applications. Active Directory handles infrastructure management, and it also provides a store for application data, which can be less desirable for some applications that need more autonomy and local control over their data. ADAM architecture is the same as Active Directory architecture but without the infrastructure management.
ADAM supports the following usage scenarios: 

· Migration of legacy applications to Active Directory

· Extranet access management

· Storing application-specific directory information

· Rapid prototyping of directory-enabled applications

· Using universal catalogs across multiple Active Directory forests

For more information about ADAM usage scenarios, see “Introduction to Windows Server 2003 Active Directory Application Mode” on the Microsoft Web site at http://go.microsoft.com/fwlink/?linkid=29355.

The last three usage scenarios often require a synchronization tool that pulls data from an external data store — usually, Active Directory — to ADAM. Developers who need to quickly develop a directory-enabled application that interfaces with Active Directory can do so with ADAM without concerning themselves with the infrastructure aspects of Active Directory. However, developers need a tool to synchronize the relevant data from Active Directory to ADAM. For example, the finance department of a company can store extra attributes of employees, such as salary and tax information, in a local ADAM store. But the finance department needs a synchronization tool to import employee objects from the company Active Directory forest to the finance department’s ADAM configuration set. 

Active Directory to ADAM Synchronizer, a new feature of ADAM, is a lightweight and programmatic application that synchronizes data from an Active Directory forest to a configuration set of an ADAM instance. 

This document compares Active Directory to ADAM Synchronizer with other existing synchronization technologies and shows why Active Directory to ADAM Synchronizer is the better option for certain scenarios. This document also describes usage scenarios for Active Directory to ADAM Synchronizer, and it describes the benefits of using this new ADAM feature. 

Active Directory to ADAM Synchronizer and Other Synchronization Technologies

Before the release of Active Directory to ADAM Synchronizer, the synchronization options that were available to ADAM users included custom synchronization applications, Microsoft Identity Integration Server (MIIS), and Identity Integration Feature Pack (IIFP).

Custom synchronization applications that are developed by customers increase the total cost of ownership (TCO) for both Active Directory and ADAM because these applications are not reusable and are likely to not be extensible with future versions of ADAM.

MIIS is a centralized service that stores and integrates identity information from multiple directories in an organization. The goal of MIIS is to provide an organization with a unified view of all known identity information about users, applications, and network resources. MIIS solves important business issues that result from the proliferation of information that is stored in multiple, disparate data repositories throughout the organization. One of the many functions of MIIS is to assume the role of a synchronization connector, which simplifies management by keeping different directory services synchronized with each other automatically.

IIFP is another version of MIIS that provides identity integration, directory synchronization, and account provisioning and deprovisioning — but only between Active Directory, ADAM, or instances of Microsoft® Exchange Server 2000 and Exchange Server 2003.

Table 1 compares the features of Active Directory to ADAM Synchronizer with IIFP and MIIS.

Table 1   Feature Comparison of Active Directory to ADAM Synchronizer with IIFP and MIIS

	Feature
	Active Directory to ADAM Synchronizer
	IIFP
	MIIS

	Synchronization endpoints
	Active Directory and ADAM only
	Active Directory, ADAM, and Exchange only
	Any directory or nondirectory identity stores, such as Active Directory, ADAM, Exchange, Lotus Notes, SQL Server, Oracle, Sun Java System Directory Server 5.2 (formerly iPlanet Directory Server). 

	Data flow direction
	Unidirectional data flow from source Active Directory to target ADAM only 
	Any direction between the synchronization endpoints
	Any direction between the synchronization endpoints

	Data transformation
	No change to any object or attribute from source to target is allowed. 
	Changes to objects or attributes from source to target are allowed. 
	Changes to objects or attributes from source to target are allowed.

	Conflict resolution
	Provides no conflict resolution between source and target; the latest source always wins.
	Can be configured to manage the flow of data between identity stores, control what specific data to import from a connected data source, and determine which directory is the authoritative data store
	Can be configured to manage the flow of data between identity stores, control what specific data to import from a connected data source, and determine which directory is the authoritative data store 

	Configuration requirement
	Requires a computer running ADAM and an XML input configuration file that may be programmatically generated
	Might require deployment of an additional server with MIIS and setup of an Active Directory management agent for every Active Directory forest that an application wants to get data from.
	Requires deployment of an additional server with MIIS and setup of an Active Directory management agent for every Active Directory forest that an application wants to get data from

	Intermediary data store
	Active Directory to ADAM Synchronizer does not maintain intermediary state information; the target data store is ADAM, and the data flows directly from the source (Active Directory) to the target (ADAM) data store.
	Requires a third store to hold all the data that is being queried for. This store is Microsoft SQL Server™ 2000 Standard Edition or SQL Server 2000 Enterprise Edition.
	Requires a third store to hold all the data that is being queried for. This store is SQL Server 2000 Enterprise Edition.

	Administration
	Requires no additional administrator beyond the ADAM administrator, who can manage and troubleshoot both the application and the store.
	Requires an IIFP administrator and operator to manage and troubleshoot the MIIS server and SQL Server.
	Requires an MIIS administrator and operator to manage and troubleshoot the MIIS server and SQL Server.

	Programmatic setup
	Programmatic setup is possible with an input file, and the user interface is scriptable. 
	Programmatic setup of a management agent is not currently possible.
	Programmatic setup of a management agent is not currently possible.

	Simplicity of deployment
	Active Directory to ADAM Synchronizer targets one specific purpose: unidirectional data flow from Active Directory to ADAM.
	Less complex than MIIS because IIFP only works between Active Directory, ADAM, and Exchange.
	Full-featured solution that targets a heterogeneous environment and provides a number of management agents, objects, and rules. MIIS is an all-in-one solution for identity management. 

	TCO
	Lowest cost solution. Active Directory to ADAM Synchronizer is a built-in feature of ADAM that requires no extra costs. 
	Lower cost than MIIS, especially for the global address list (GAL) synchronization scenario. IIFP is available as a no-cost Web download for Microsoft Windows Server™ 2003.
	Variable cost, because MIIS is a powerful tool that requires careful and experienced administration. MIIS must be purchased separately. 

	Developer effort
	Lower developer effort when an ADAM-enabled application is used
	Requires increased developer effort before an ADAM-enabled application can be used
	Higher developer effort needed before an ADAM-enabled application can be used, especially with heterogeneous sources


Active Directory to ADAM Synchronizer is a better synchronization tool for users who want to:

· Take advantage of a lightweight solution that synchronizes data from Active Directory to ADAM without transforming the data.

· Avoid infrastructure dependency on or deployment overhead of MIIS or IIFP.

· Programmatically control the synchronization process.
Usage Scenarios

Active Directory to ADAM Synchronizer enables the following scenarios:

· Storing application-specific directory information in ADAM

· Prototyping directory-enabled applications in ADAM

· Using ADAM as a universal catalog

These scenarios are described in the following sections.

Storing Application-Specific Directory Information in ADAM

ADAM provides an environment in which users can customize and extend Active Directory data, without changing the existing Active Directory infrastructure. The following examples show how you can use Active Directory to ADAM Synchronizer to move data from Active Directory and extend the data in ADAM.
A finance department is developing a Web interface for easy retrieval of financial information about employees in the company. It is possible to build such an application on top of the existing Active Directory schema, but the finance department requires certain attributes, such as tax status, to be added to the employee objects. Unfortunately, this requires changing the central Active Directory schema, which is not acceptable to information technology (IT) management. Therefore, the finance department chooses to deploy ADAM. With the help of Active Directory to ADAM Synchronizer, the finance department is able to synchronize employee data from the central Active Directory store to the local ADAM store. The finance department then extends the data to include employee financial information in the local ADAM store. In addition, to keep the employee data up to date, the finance department periodically uses Active Directory to ADAM Synchronizer to obtain updates of the employee data from the central Active Directory store.

The human resources department in the same company also wants to extend employee data to include such information as Social Security number and marital status. However, this information should not be globally visible, for security and privacy reasons. Active Directory cannot restrict visibility of certain attributes of an object, but the human resources department can use ADAM to solve the problem. As the finance department did, the human resources department first uses Active Directory to ADAM Synchronizer to flow employee data from Active Directory to ADAM. The human resources department then extends the employee data with the human resources information. Because the extended data is stored in ADAM only, it is private to the human resources department, and it is secure from the rest of the company.

Prototyping Directory-enabled Applications in ADAM

ADAM provides an ideal environment for developers to rapidly prototype an application for Active Directory because ADAM uses the same programming model and provides virtually the same administration experience as Active Directory does. Developers can take advantage of this similarity to Active Directory to work with a local instance of ADAM on a developer workstation and then move the application to Active Directory at a later time, if necessary.
For example, an application developer is prototyping a directory-enabled application that provides real-time status information about printers in an organization. Requirements for having the directory on a server or domain controller can cause a strain on the organization because the organization has to provide a development server that is managed by an IT professional. Furthermore, installing or uninstalling the directory can affect other users in the organization. However, the developer can use Active Directory to ADAM Synchronizer to pull printer objects from the central Active Directory store and manipulate these objects in a local ADAM configuration set. Because ADAM does not have to be installed on a server or domain controller and because it runs effectively on client computers, you can deploy an application without using the resources of a dedicated IT professional.

Using ADAM as a Universal Catalog
Large organizations often deploy multiple Active Directory forests to handle complex enterprise directories. Because each forest has a separate global catalog with its own schema, enterprise users are not able to search attributes of all domain objects in any single global catalog.

You can solve this problem by using ADAM and Active Directory to ADAM Synchronizer together. You can configure Active Directory to ADAM Synchronizer to synchronize from multiple Active Directory domains or forests. You can then consolidate and customize this synchronized data in a single ADAM instance. Finally, applications can obtain the consolidated data from ADAM. Figure 1 shows how Active Directory to ADAM Synchronizer consolidates data from multiple Active Directory forests.

Figure 1   Consolidating Data from Multiple Forests
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For example, a global organization stores employee objects in multiple forests based on company locations. Employees from one company location are unable to query attributes, such as the extension number, of employees from a different location. ADAM can be used in combination with Active Directory to ADAM Synchronizer to solve this problem: ADAM serves as a universal catalog of information, and Active Directory to ADAM Synchronizer functions as the mechanism to consolidate and synchronize information across forests.

Benefits

Active Directory to ADAM Synchronizer provides the following benefits.

No infrastructure dependency
Unlike MIIS and IIFP, Active Directory to ADAM Synchronizer is a thin synchronization application that does not require deployment of an identity management server and a third data store.

Light weight
Active Directory to ADAM Synchronizer is a lightweight tool that is targeted to solve one specific problem: unidirectional data flow from Active Directory to ADAM.

Built-in synchronization

Active Directory to ADAM Synchronizer is built into ADAM, and users do not have to invest additional resources in writing their own synchronization applications to flow Active Directory data to ADAM. This lowers TCO for both Active Directory and ADAM.

Minimal configuration on extended data
Because ADAM follows the same programming models as Active Directory, applications can seamlessly synchronize data from Active Directory to ADAM with minimal configuration.

Easy administration

No additional administrator is required for data synchronization — the existing ADAM administrator can easily manage and troubleshoot the synchronization process as part of ADAM administration.

Programmatic configuration and scheduling of synchronization

To ensure that Active Directory and ADAM data are synchronized, IT professionals or developers can generate an XML-based configuration file for the synchronization procedure. They can schedule periodic synchronizations by using Windows Task Scheduler; Active Directory to ADAM Synchronizer can be called with a command prompt.

Related Information

· For more information about ADAM, see Windows Server 2003 Active Directory Application Mode on the Microsoft Web site at http://go.microsoft.com/fwlink/?linkid=17797.
· For more information about using Active Directory to ADAM Synchronizer, see Active Directory Application Mode Help. To see Active Directory Application Mode Help, after you install Active Directory to ADAM Synchronizer, double-click ADAM.chm in the ADAM install directory.

· For more information about Windows Server 2003, see Microsoft Windows Server 2003 on the Microsoft Web site at http://go.microsoft.com/fwlink/?linkid=17075.

