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Abstract

Active Directory Application Mode (ADAM) is a new mode of the Active Directory® directory service that is designed to meet the needs of the following:

· Line-of-business applications that require a dedicated Lightweight Directory Access Protocol (LDAP) data store
· E-commerce applications that require simple LDAP authentication support
· Enterprise environments that require an application directory that is separate from their network operating system (NOS) infrastructure directory
Application developers whose directory-enabled applications require a dedicated LDAP data store now have the option of bundling ADAM with their custom applications. In addition, application developers have the option of including the installation of ADAM as a part of the installation process of their custom applications. This document describes how to distribute ADAM with a custom application by bundling ADAM Setup within the setup program of a custom application.
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Introduction

Active Directory provides scalable LDAP directory services both for directory-enabled applications and for management of Microsoft® Windows® network infrastructure. Active Directory Application Mode (ADAM) is a new mode of Active Directory that provides LDAP directory services specifically for directory-enabled applications — without the infrastructure requirements of Active Directory. As a result, ADAM does not require the use of domains or domain controllers. ADAM can be installed on Microsoft® Windows® XP Professional and on member servers and domain controllers running Microsoft® Windows Server™ 2003, Standard Edition; Windows Server 2003, Enterprise Edition; and Windows Server 2003, Datacenter Edition. ADAM runs as a non–operating system service, and it can be installed, stopped, and restarted without requiring a reboot. Multiple ADAM instances can be installed on a single computer, with each ADAM instance possessing its own independently managed schema. Because ADAM is built on the same core technology as Active Directory, directory-enabled application developers can use familiar techniques for utilizing ADAM, while reducing the infrastructure dependencies of their applications.

ADAM is an ideal choice for providing dedicated LDAP directory services to a directory-enabled application. By bundling ADAM with your directory-enabled application, you do not need to be concerned about the availability of a directory service before the installation of the application. Instead, you can include ADAM as a part of your application’s installation process to ensure that the application has access to a directory service immediately upon installation.

ADAM is distributed as a set of files that are packaged into a single self-executing IExpress package. You can perform a stand-alone installation of ADAM by running the ADAM Setup executable directly in Windows. You can also incorporate ADAM Setup into the setup of your application. You can do this by including the ADAM IExpress package in your application’s setup and starting ADAM Setup from within your application’s setup.
Creating a directory-enabled application package that includes a bundled copy of ADAM Setup is a three-phase process consisting of the following tasks: 
· Creating the Windows Installer package to install the directory-enabled application.

· Modifying the install process of the directory-enabled application to include ADAM Setup.

· Running the directory-enabled application setup to install both the directory-enabled application and ADAM.

ADAM Install Components

Before attempting to bundle Active Directory Application Mode (ADAM) in your application’s setup program, you should be familiar with the three main components of the ADAM install:

· Adamsetup.exe

· Adaminstall.exe

· ADAM End User License Agreement (EULA)
Adamsetup.exe

ADAM Setup files are compressed and bundled, by using IExpress, into a single executable called Adamsetup.exe. IExpress is a Microsoft utility that helps you create stand-alone installation packages that can be used to extract files — or to temporarily extract installation source files — before running an application’s setup command. IExpress creates an output file (an .exe file) that contains all the files that you specify and the instructions to carry out the extraction of these files. The files are compressed and stored in the Microsoft cabinet (.cab) format.

Adamsetup.exe, the ADAM Setup file, accepts the parameters that are described in the following table.

	Parameter
	Description

	/q
	Runs adamsetup without displaying progress information on the screen.

	/t:full path
	Specifies a directory to be used as the temporary working directory for adamsetup. 

	/c
	Extracts the ADAM Setup files but does not perform an ADAM installation. When you use /c, you must also specify a value for /t. 

	/C:”adaminstall.exe /answer:drive:
\pathname\answer.txt”
	Specifies an unattended ADAM installation, using the answer file that is indicated by drive:\pathname\answer.txt. 
(The double quotation marks are required.)


Adaminstall.exe

After the ADAM Setup files are extracted to the working directory, the ADAM installation program, called Adaminstall.exe, is available to be run. Adaminstall.exe accepts the parameters that are described in the following table.

	Parameter
	Description

	/adv
	Advanced options. When the install type is Replica, this switch causes the Active Directory Application Mode Setup Wizard to show a page that you can use to install the replica from media (that is, from a restored copy of a backup of an ADAM instance).

	/answer:drive:\pathname\answer.txt
	Specifies a text answer file containing ADAM installation options. This parameter allows the setup to be run in unattended mode.

	/strict
	Specifies that ADAM Setup should treat warnings as errors.


ADAM EULA

Application setup programs that install ADAM as part of their application setup process are required to either display the ADAM EULA or provide a EULA in their application that is not less restrictive than the ADAM EULA. The ADAM EULA is provided as a text file, called AdamEula.txt, and it is one of the files that is extracted when Adamsetup.exe runs. The ADAM EULA can be extracted by running Adamsetup.exe, using the /c and /t switches, and then the extracted ADAM EULA can be imported into the custom application setup.

Creating a Windows Installer Package

Before you write a setup program that incorporates Active Directory Application Mode (ADAM) setup, you first create a Windows Installer package for your own application installation. Windows Installer reduces the total cost of ownership (TCO) for your customers by enabling them to install and configure your products and applications efficiently. Windows Installer can also provide your product with new capabilities to advertise features without installing them, install products on demand, and add user customizations.

For more information about Windows Installer, see “Windows Installer” on the MSDN Web site at http://go.microsoft.com/fwlink/?LinkID=3985.

The basic steps for creating a simple Windows Installer package are as follows:

1. Plan the installation.
List the general installation layout, including the files to install, the source path, and the target path. In addition, list all registry-related operations. Place the .exe file to install and all supporting files in a specific directory. You can also store supporting files in a hierarchy of subdirectories.

2. Import a blank database.
To create a Windows Installer package, you copy (or create with a software tool) a Windows Installer database file. A blank installation database, Schema.msi, is provided with the Microsoft Platform Software Development Kit (SDK) components for Windows Installer developers. The SDK also provides a partially blank database, Uisample.msi, which contains the suggested sequence tables and data required for a simple user interface. Copy Uisample.msi into the directory that contains the .exe file to be installed. The installation database file and the source files must be located at the root of the same directory. Otherwise, you will receive setup errors.

3. Specify the directory structure.
The installer stores information about the installation directory structure in the Directory table. Use the database editor, Orca — or another editor — to add information to the Directory table. 

4. List the constituent components.
List all components that are part of the installation. A component can be a set of files or resources that are added to the component table of the database.

5. Specify files and file attributes.
Add all relevant files to the Files table.

6. Enter source media information in the Media table.
The Media table describes the set of disks that make up the source media for the installation.

7. Define features.
Add product features to the Feature table. The installer enables users to install and remove portions of an application’s functionality, which are called Windows Installer features. When you include ADAM with your application, you can define ADAM as a separate feature or tie it to one of the other existing features. Create a placeholder feature for ADAM if you want to install ADAM as a separate feature.

8. Define feature-to-component relationships.
Use the FeatureComponents table to define the relationships between features and components. Each feature uses one or more components, and features can share components.

9. Add registry information and shortcut properties.
The Registry table and related tables of the installation database hold the registry information that must be written in the system registry for the application. The Shortcut table and related tables of the installation database hold information needed to install shortcuts.

10. Specify properties.
Windows Installer properties are global variables that the installer uses during an installation. You do not have to define all properties in every package; however, a small set of properties is required. The installer sets the values of properties in a particular order of precedence.

11. Populate sequence tables.
Several sequence tables must be populated for the application setup to run: 

· InstallExecuteSequence

· InstallUISequence

· AdminExecuteSequence

· AdminUISequence

· AdvtExecuteSequence

12. Add summary information.
Summary information is not critical for running Setup, but summary information is essential for the package to pass validation. You can use the tool MsiInfo.exe, which is provided with the Windows Installer SDK, to set these properties.
Bundling ADAM

You can bundle Active Directory Application Mode (ADAM) with your application by having the Windows Installer package that you create for your application start the ADAM installation. ADAM may be installed in one of three ways:

· Active Directory Application Mode Setup Wizard

· Unattended ADAM install

· Progress Mode install

Active Directory Application Mode Setup Wizard

When Adamsetup.exe is started, it starts the Active Directory Application Mode Setup Wizard. The Active Directory Application Mode Setup Wizard guides the user through an ADAM installation by using a series of wizard pages. To start the Active Directory Application Mode Setup Wizard from your application’s Windows Installer package, you must start Adamsetup.exe from within the package. You can start Adamsetup.exe from your application’s Windows Installer package through a custom action. The custom action can be scheduled to run at a certain point during application setup, or it can be triggered by means of an event, such as the user clicking a button. Custom actions can be set to return control upon completion, or they can be set to run asynchronously. To ensure that the user completes the ADAM installation before proceeding with the installation of your application, you must set the custom action to return control upon completion.
Unattended ADAM Install

ADAM may be installed in an unattended (or “silent”) mode that does not require input from the user. An ADAM unattended install is accomplished by providing a text answer file to Adaminstall.exe that contains all the necessary configuration options for the ADAM instance that is to be installed. If these options are known at the time that you write the setup program for your directory-enabled application, a fixed version of the answer file may be included as part of your application’s setup. However, if user input will be used to modify any of the ADAM Setup options during installation of your application, the answer file must be created dynamically and provided to Adaminstall.exe after the options have been specified by the user. As illustrated in the following figure, a typical ADAM unattended install flow includes the following six steps:

13. The Windows Installer package writes configuration options to a text answer file.

14. The Windows Installer package starts Adamsetup.exe.

15. Adamsetup.exe decompresses ADAM files.

16. The Windows Installer package displays the ADAM EULA.

17. The Windows Installer package starts Adaminstall.exe.

18. Adaminstall.exe reads installation options from the answer file.

ADAM Unattended Install Flow
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Invoking Adaminstall.exe with the /answer parameter causes ADAM Setup to retrieve the installation settings from the specified answer file, as shown in the following example:

adaminstall /answer:answer.txt
When Adamsetup.exe is started from your Windows Installer package, the /c: parameter can be used to indicate the Adaminstall.exe command and answer file to be run upon successful extraction. The following custom action causes the ADAM Setup files to be extracted and an ADAM unattended install to be run:

adamsetup /t:"%temp%\adamfiles" /c:"%temp%\adamfiles\adaminstall /answer:%temp%\answer.txt"

The following is a sample answer file that installs a unique ADAM instance:
 [ADAMInstall]

; The following line specifies to install a unique ADAM instance.

InstallType=Unique

; The following line specifies the name to be assigned to the new 

; instance.

InstanceName=MyAppInstance

; The following line specifies the TCP port to use for LDAP.

LocalLDAPPortToListenOn=1129

; The following line specifies the port to use for SSL.

LocalSSLPortToListenOn=1130

; The following line specifies an application partition to create

NewApplicationPartitionToCreate="CN=Partition4,DC=cohovineyard"

; The following line specifies the directory to use for ADAM data 

; files.

DataFilesPath=C:\Program Files\Microsoft ADAM\MyAppInstance \data

; The following line specifies the directory to use for ADAM log files.

LogFilesPath=C:\Program Files\Microsoft ADAM\MyAppInstance \logs

Displaying the ADAM EULA

The command shown above installs ADAM silently, but it does not allow the application setup to display the ADAM EULA. To allow the application setup to display the ADAM EULA, you must have previously incorporated the ADAM EULA into your application’s setup. To obtain the ADAM EULA, the ADAM files must be extracted to a known location, as shown in the following example:
adamsetup /t:"%temp%\adamfiles" /c
After it is extracted, the ADAM EULA can be imported into the application setup for display. The command shown above can be used during the application setup to extract the ADAM Setup files. If the user accepts the EULA, ADAM installation can be continued by running adaminstall.exe:

%temp%\adamfiles\adaminstall /answer:%temp%\answer.txt
Alternatively, the extraction and running of the setup can be combined in a single command:

adamsetup /t:"%temp%\adamfiles" /c:"%temp%\adamfiles\adaminstall /answer:%temp%\answer.txt"

Customizing ADAM Options

If you want the ADAM install to be customized by the user during the application setup, the answer file must be written to disk with the required options before Adaminstall.exe is run. The following table lists the valid answer file parameters that are accepted by an ADAM install when it is run in unattended mode.

	Parameter
	Possible Values

	InstallType
	Unique — Create a unique instance of ADAM.
Replica — Create an instance of ADAM by replicating all or part of an existing ADAM instance.

Tools — Install ADAM tools only.

Any other value — Return “Invalid installation type specified in InstallType” error message.

	ShowOrHideProgressGUI
	Show — ADAM Setup displays progress information during installation.
Hide — ADAM Setup does not display progress information during installation.

	ShowAdamShortcuts
	Show — ADAM Setup installs shortcuts for the ADAM tools in the ADAM program group.
Hide — ADAM Setup does not install shortcuts for the ADAM tools in the ADAM program group.

	InstanceName
	A valid Domain Name System (DNS) host name label, with a maximum of 63 UCS Transformation Format 8 (UTF-8) bytes.
“” (empty string) — The instance will be named Instancen, where n is the lowest number greater than 0 such that Instancen is unique on the local computer.

Any other value — Return “Invalid syntax for an ADAM instance name.”

	ApplicationPartitionsToReplicate
	Specifies the distinguished names of the application partitions to replicate from the source ADAM instance. The following example specifies three application partitions to replicate: 

ApplicationPartitionsToReplicate=”CN=my,O=partition” “DC=partition2” “CN=embed qu\”ote in DN”
To replicate all application partitions from the source ADAM instance, specify “*” as the value. Any value that is specified for ApplicationPartitionsToReplicate is ignored if InstallType is not set to Replica.

	ReplicationDataSourcePath
	Specifies the directory path to a restored copy of ADAM data. Any value that is specified for ReplicationDataSourcePath is ignored if InstallType is not set to Replica or if a value is not also specified for ReplicationLogSourcePath. 

	ReplicationLogSourcePath
	Specifies the directory path to the log file for a restored copy of ADAM data. Any value that is specified for ReplicationLogSourcePath is ignored if InstallType is not set to Replica or if a value is not also specified for ReplicationDataSourcePath. 

	ReplicateOnlySpecifiedPartitions
	Yes — Replicate only application partitions that are specified by ApplicationPartitionsToReplicate.

No — Replicate all application partitions from the replication source, ignoring any value that is set for ApplicationPartitionsToReplicate. 

	LocalLDAPPortToListenOn
	389, or any unused port number between 1025 and 65535, inclusive.
Any other value — Return “Invalid local LDAP port specified.”

	LocalSSLPortToListenOn
	636, or any unused port number between 1025 and 65535, inclusive.
Any other value — Return “Invalid local SSL port specified.”

	SourceServer
	Valid DNS name, network basic input/output system (NetBIOS) name, or Internet Protocol (IP) address.
Any other value — If InstallType is Replica, return “Invalid syntax for replication source server.” Else, do nothing.

	SourceLDAPPort
	Either 389 or a number between 1025 and 65535. 
Any other value — If InstallType is Replica, return “Invalid replication source port specified.” Else, do nothing.

	NewApplicationPartitionToCreate
	A valid distinguished name — Creates an application partition with the specified name.
“” (empty string) — No new application partition will be created.

Any other value — If InstallType is Unique, return “Invalid application partition syntax in NewApplicationPartitionToCreate.” Else, do nothing.

	DataFilesPath
	A syntactically correct path name, which may include unresolved environment variables that do not contain existing ADAM files.
Any other value — Return “Invalid path in DataFilesPath.”

	LogFilesPath
	A syntactically correct path name, which may include unresolved environment variables that do not contain existing ADAM files.
Any other value — Return “Invalid path in LogFilesPath.”

	ServiceAccount
	A valid DNS domain name, followed by a backslash and the account or group name.
A valid NetBIOS domain name, followed by a backslash and the account name.
A valid user principal name (UPN).
A valid account name only (generally, not recommended, because resolving an account name that is not accompanied by a domain name requires additional processing).
Any other value — Return “Invalid user specified in ServiceAccount.”

	AddPermissionsToServiceAccount
	Yes — ADAM Setup attempts to add the Logon as a service right to the account that is specified as the service account.
Any other value — ADAM Setup does not attempt to add the Logon as a service right to the account that is specified as the service account.

	ServicePassword
	Any string of characters, including the empty string.

	Administrator
	A valid DNS domain name, followed by a backslash and the account name.
Note  Do not specify built-in groups or built-in accounts, such as DOMAIN\Administrators. Instead, if you want to specify a group, specify a domain group, such as domainname\Domain Admins, where domainname represents the name of your domain.
A valid NetBIOS domain name, followed by a backslash and the account name.
A valid UPN.
A valid account name only — (Generally not recommended, because resolving an account name that is not accompanied by a domain name requires additional processing.)

Any other value — Return “Invalid user specified in Administrator.”

	ShowInAddRemovePrograms
	Show — List the ADAM instance in Add or Remove Programs.
Hide — Do not list the ADAM instance in Add or Remove Programs.

	ImportLDIFFiles
	The optional .ldf files (Ms-User.ldf, Ms-InetOrgPerson.ldf, Ms-UserProxy.ldf, and Ms-azman.ldf) that you want to import into the ADAM schema. The file names must be enclosed in double quotation marks, delimited with a space (“ “).


Progress Mode Install

When your application Windows Installer package starts ADAM Setup in unattended install mode, the user is unaware that ADAM Setup is running, and he or she may think that there is a problem with the application setup. To avoid this, you can specify ShowOrHideProgressGUI=Show in the answer file, as shown in the following example:

; The following line in the answer file will cause a progress dialog to 

; be displayed during the ADAM setup.

ShowOrHideProgressGUI=Show

This parameter causes the ADAM install to display a progress bar during its installation, as shown in the following figure.

ADAM Progress Bar

[image: image3.png]£ Active Directory Application Mode Setup Wizard

Installing ADAM
The ADAM Setup Wizaid isinstaling ADAM.

Instaling ADAM.

Please wai i the wizard complels he folowing scps.
o Copiedies

Btatting Active Directory nstallation





The user has the opportunity to cancel the installation but otherwise can only view the progress of the ADAM install. After the ADAM install is complete, control is returned to your application’s Windows Installer package, where the application setup can continue.

Identifying ADAM Install Errors

If Active Directory Application Mode (ADAM) Setup is accomplished by the Active Directory Application Mode (ADAM) Setup Wizard, errors are reported directly to the user through screen messages that are presented by the wizard. When ADAM Setup is accomplished by an unattended mode install, no error messages are displayed. Instead, error information is written to the registry at the following location:

HKLM\Software\Microsoft\Windows\CurrentVersion\ADAM_Installer_Results

The registry keys in the following table are written if the install (or uninstall) should fail for any reason.
	Key
	Contents

	ADAMInstallErrorCode
	The numeric error code that caused the installer to fail.

	ADAMInstallErrorMessage
	A message that is associated with the install error code.

	ADAMInstallWarnings
	Messages that are associated with the install warnings.

	ADAMUninstallErrorCode
	The numeric error code that caused the uninstall to fail.

	ADAMUninstallErrorMessage
	A message that is associated with the uninstall error code.

	ADAMUninstallWarnings
	Messages that are associated with the uninstall warnings.


These keys are not unique to a particular installation of ADAM on a given computer. Each time ADAM is installed, these keys are deleted. Your application installation program should check for the presence of the ADAMInstallErrorCode or ADAMUninstallErrorCode keys to see if the ADAM install (or uninstall) was successful.

Managing Dependencies on the ADAM Service

Applications that are written as Windows services that use Active Directory Application Mode (ADAM) as a dedicated LDAP directory service should ensure that the required ADAM instance is started before the application service is started. The Windows Service Control Manager (SCM) maintains a database of services in the Windows registry at: 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services
Each service has a key at this location. SCM provides a mechanism for controlling the start order of services, using a predefined registry key value, DependOnService. DependOnService contains a list of the other services that should start before the current service. Your application’s setup program can add the name of the required ADAM instance to its DependOnService registry location to force Windows to start the ADAM instance before starting the application service. By convention, the name of the ADAM instance service to add to the DependOnService is ADAM_instancename, where instancename represents the name of the ADAM instance that you provide through the Active Directory Application Mode Setup Wizard or through a text answer file.

As an alternative, developers who use the Microsoft .NET Framework class library can use the ServiceProcessInstaller class to establish the appropriate dependency. The installation utility InstallUtil.exe uses ServiceProcessInstaller to write registry values that are associated with the services that you want to install. The following code demonstrates an application that is written as a service establishing a dependency on an ADAM instance called MyAdamDirectory:
private void InitializeComponent()

{


this.serviceProcessInstaller1 = new 





System.ServiceProcess.ServiceProcessInstaller();


this.serviceInstaller1 = new System.ServiceProcess.ServiceInstaller();


// 


// serviceProcessInstaller1


// 


this.serviceProcessInstaller1.Account = 








System.ServiceProcess.ServiceAccount.LocalSystem;


this.serviceProcessInstaller1.Password = null;


this.serviceProcessInstaller1.Username = null;


// 


// serviceInstaller1


// 


this.serviceInstaller1.ServiceName = "ApplicationServiceName";


this.serviceInstaller1.ServicesDependedOn = 











new string[] {"ADAM_MyAdamDirectory"};


// 


// ProjectInstaller


// 


this.Installers.AddRange(new System.Configuration.Install.Installer[] {













this.serviceProcessInstaller1,














this.serviceInstaller1});


}

Windows applications and services can query the state of the ADAM service instance at any time and issue commands to manipulate its state. The following code checks to see if the ADAM instance is stopped. If the ADAM service is stopped, it will be started.

System.ServiceProcess.ServiceController sc2 = new 







System.ServiceProcess.ServiceController("ADAM_Instance3");

if (sc2.Status.Equals(System.ServiceProcess.ServiceControllerStatus.Stopped)){


sc2.Start();

}

Uninstalling ADAM

If your application is the only client of the instance of Active Directory Application Mode (ADAM) that was installed during your application’s installation, that instance of ADAM should be removed during the uninstall of your application.

By default, each installed instance of ADAM appears in Add or Remove Programs. To prevent the user from uninstalling the ADAM instance separately from your application, you can prevent the ADAM instance from appearing in Add or Remove Programs by using the ShowInAddRemovePrograms option in the text answer file:

; The following line in the answer file will cause the ADAM instance to 

; not appear in the Add/Remove programs list.

ShowInAddRemovePrograms=Hide

In addition to being uninstalled through Add or Remove Programs, an instance of ADAM can be uninstalled using Adamuninstall.exe, which is located in windir\ADAM directory. Adamuninstall.exe accepts the parameters in the following table. 

	Parameter
	Description

	/q
	Runs the ADAM uninstall program without displaying progress updates.

	/i:instancename
	Uninstalls the specified ADAM instance.

	/i:tools
	Uninstalls the ADAM administration tools only.


The following command, when it is issued from your application uninstall program, removes the ADAM instance Instance1 from the local computer:
adamuninstall /q /i:Instance1

Summary

Active Directory Application Mode (ADAM) provides dedicated LDAP directory services to directory-enabled applications. Applications developers can bundle the installation of ADAM as part of their application setup process. The ADAM installation process is designed to support both interactive installations as well as unattended installations, which enables the installation of ADAM to appear as a seamless part of your application’s setup process.

Related Information

· For information about Windows Installer, see “Windows Installer” on the MSDN Web site at http://go.microsoft.com/fwlink/?LinkID=3985.

· For information about Active Directory Application Mode (ADAM), see “Windows Server 2003 Active Directory Application Mode” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkID=20119.

· For information about Windows Server 2003, see “Microsoft Windows Server 2003” on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkID=8201.


