Hotfix Check

Overview

HFCHECK.WSF  is a tool that compares the local IIS installation against a list of  hotfixes provided by Microsoft. If the tool finds that a hotfix has not been installed on the machine, it reports an error and writes a warning to the event log. 

Implementation

Hotfix Check tools are distributed pursuant to a license agreement that is packaged as part of the installer. Please read the license agreement.  By downloading, installing, accessing or using this Hotfix Check tool, you acknowledge that you have read and fully understand this agreement and you agree to be bound by this license agreement. 

The Hotfix Check tool consists of two Windows Script Host files HFCHECK.WSF and NOTIFY.JS. HFCHECK.WSF is the actual tool, NOTIFY.JS can be used to customize and extend the functionality. 

HFCHECK.WSF

HFCHECK.WSF consults an XML file list – either hosted on the Microsoft site or downloaded to the local machine – for the list of hotfixes available for IIS, then   compares this list to the hotfixes installed on the local system. If a hotfix is missing, the tool calls the Notify function in NOTIFY.JS. The current implementation of Notify reports an error on the command-line and writes a warning message to the Application Eventlog, but it is possible to customize it to perform other actions such as stopping the server or sending an e-mail to the administrator. The Notify function is in a separate file (NOTIFY.JS), so that you can easily rewrite the Notify function for your own needs. 

Customization

Instead of writing to the event log you might want to start a different action.  For instance, you might want to send a mail to your administrators if a missing hotfix is detected: 

Sample:


Set objMsg = CreateObject("CDONTS.NewMail")


'Set the properties of the Message


objMsg.From = "HotfixNotification@YourCompany.com"


objMsg.To = "Administrators@YourCompany.com"


objMsg.Subject = "Missing Hotfix Detected!"


objMsg.Body = "Microsoft Security Bulletin _

(" + sBulletin + ") " + sTitle + " Link: 

_http://www.microsoft.com" + sLink


objMsg.Send

Continuous checking

You don’t have to invoke HFCHECK.WSF manually. The check can be done continuously, once a day, once a week, once a month, etc, using the Windows Task Scheduler. Here are three samples:  

Starting HFCHECK.WSF once a day:

AT.EXE  7:00am /INTERACTIVE /every:M,T,W,Th,F  c:\tools\hfcheck.wsf

Starting HFCHECK.WSF once a week: 

AT.EXE 5:00pm /INTERACTIVE /every:Wednesday c:\tools\hfcheck.wsf

Starting HFCHECK.WSF once a month:

AT.EXT 5:00pm /INTERACTIVE /every: c:\tools\hfcheck.wsf

Command-line parameters

If you call HFCHECK.WSF without any command-line parameters, it checks the local machine for missing hotfixes. The following command-line parameters extend the functionality of HFCHECK.WSF.

/B <path bulletins file>

If you want to host the bulletins file in your Intranet (or if your servers don’t have access to the Microsoft web site), you can host the bulletins file on your own server.  The file is available at http://www.microsoft.com/technet/security/search/bulletins.xml; just save it to your local storage.  (Be sure to periodically update your copy of the file).

Sample

HFCHECK.WSF /B c:\tools\bulletins.xml

/M <machine1,machine2>

HFCHECK.WSF can also check the hotfix status on remote machines. This is done via WMI. You can specify multiple machine names, separated by a comma. Don’t use spaces between machine names. 

Sample

HFCHECK.WSF /M iislive,iistest,iisdev

/U <Domain\Username OR Computername\Username> /P <Password>

If you don’t specify a username and a password, WMI connects with the current logon credentials to the remote machine. You can however specify a username and a password if the local user isn’t Administrator on the remote machine. 

Sample

HFCHECK.WSF /M iislive,iistest,iistest /U iisdomain\Administrator /P adminpassword

/?

Displays command-line options. 

HFCHECK Limitations

IIS 5.0 Server only

Currently, HFCHECK only works with IIS 5.0 on Windows 2000. We hope to improve the tool soon and make it available for more Microsoft products. 

Reinstallation

Reinstalling IIS overwrites the files installed with a hotfix, but doesn’t delete the hotfix entries in the registry database. HFCHECK looks for the registry entries and wouldn’t necessarily detect a missing hotfix, because the hotfix might still be mentioned in the registry. 

Solution: 

Delete the IIS hotfix entries under 

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\HotFix

if you reinstall IIS. 


