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ISA Server 2004 Enterprise Edition Tools: RemoveAllNLBSettings.cmd

Overview

The Microsoft® Internet Security and Acceleration (ISA) Server 2004 Enterprise Edition multi-networking model uses Network Load Balancing (NLB) functionality to balance load across all array members on one or more networks. 

You can use ISA Server to configure and manage Microsoft Windows Server™ 2003 NLB functionality. This integrated NLB mode provides important functionality that is not available in Windows NLB only. Integrated mode provides NLB unicast mode, and uses the ISA Server Management console to configure NLB, provide array integrity maintenance, multi-networking, virtual private network (VPN) support, monitoring, and troubleshooting information. 

Alternatively, if integrated NLB mode is disabled, NLB can be configured for Windows Server 2003 using NLB Manager. In this mode, you receive none of the specific benefits of ISA Server load balancing.
RemoveAllNLBSettings.cmd is a tool for clearing all Network Load Balancing settings from an ISA Server array member, including bidirectional affinity settings. This is useful in the following circumstances:

· ISA Server may fail to configure NLB in integrated mode because of old NLB settings. In this case, after clearing NLB settings using the script or manual method described in this document, the Microsoft Firewall service will be restarted, and will automatically attempt to reconfigure NLB in integrated mode.

· NLB may not function properly after uninstalling ISA Server, or when disabling integrated mode and enabling Windows NLB in non-integrated mode, because of old NLB settings. In this case, after clearing NLB settings using the method described in this document, you should manually configure NLB on the properties sheet of each network adapter, or use the NLB Manager tool. 

Concepts and Procedures

This document contains the following sections:

· Use the Script to Remove NLB Settings 

· Manually Remove NLB Settings

Use the Script to Remove NLB Settings

This download provides the following utilities:

· RemoveALLNLBSettings.cmd script. This script stops the Firewall service, modifies selected registry keys, and restarts the Firewall service.

· UnbindNLB.exe tool. This tool unbinds NLB from all network adapters.
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To use the script, do the following:
1. Download the script and tool, and copy both files to any folder on the ISA Server computer.

2. Double-click RemoveallNLBSetting.cmd to run it.
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Note

· Run the script with all network adapters enabled. A disabled network adapter with NLB enabled will not function properly when you enable it, until NLB is disabled on it. To do this, clear Network Load Balancing on the network adapter properties sheet, and click OK to close the dialog box.

· If ISA Server services are no longer installed on the computer, ignore any errors about failure to stop or start the Firewall service.

· You can run the script without UnbindNLB.exe present. In this case, you will be prompted about the missing tool, and will have to manually complete the steps described in the section Unbind NLB from all network adapters after running RemoveAllNLBSettings.cmd.

Manually Remove NLB Settings

This section describes the steps required to manually remove NLB settings, as follows:

· Stop the Firewall service

· Unbind NLB from network adapters

· Modify the registry

· Restart the Firewall service
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Note

When manually clearing NLB settings, ensure that network adapters are enabled before beginning. Disabled adapters with NLB enabled will not function properly when enabled, until NLB is disabled on that adapter.

Stop the Firewall service

To stop the Firewall service, do the following:
· If ISA Server is installed on the computer and NLB integration is enabled, stop the Firewall service. To do this, type net stop fwsrv at the command prompt.
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Note

Stopping the Firewall service will break any active connections through the firewall.

Unbind NLB from all network adapters
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To unbind NLB from all network adapters, do the following:
3. Click Start, click Control Panel, click Network and Internet Connections, and then click Network Connections.

4. Right-click the adapter, and then click Properties.

5. Clear the Network Load Balancing check box.
6. Select Internet Protocol (TCP/IP), and then click Properties.

7. In the Advanced TCP/IP Settings dialog box, remove the virtual IP addresses from the IP addresses list. Then click OK.

8. Click OK to close the Internet Protocol (TCP/IP) Properties dialog box.

9. Repeat steps 1 through 6 for all adapters.
Modify the registry
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Caution

Incorrectly editing the registry may severely damage your system. Before making changes to the registry, you should back up any valued data on the computer.
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To modify the registry, delete the following registry keys:
10. Under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Wlbs\Parameters\Adapters, delete all subkeys, so that no subkeys remain in this location.
11. Under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Wlbs\Parameters\Interface, delete all subkeys, so that no subkeys remain in this location.
Restart the Firewall service

If the Firewall service was stopped, do the following to restart it:
· Type net start fwsrv at the command prompt.
