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Server Appliance Kit 2.0
How to Build a Server Appliance using the Microsoft Server Appliance Kit (SAK) 2.0

The Microsoft( Windows( 2000 operating system offers OEMs entering the rapidly growing server appliance market a superior platform upon which to build appliances. OEMs using Windows 2000 with the Server Appliance Kit are able to take advantage not only of the industry leading performance and scalability of Windows 2000, but also the high availability and data protection it offers. Appliances powered by Windows are customized and pre-configured for a specific function such as file serving or Web content serving allowing for fast and simple deployment. In addition browser based administration simplifies management. Using Windows 2000 with the Server Appliance Kit, OEMs are able to greatly reduce the time it takes them to get an appliance to market. The SAK allows OEMs to leverage their existing Windows expertise, hardware, and certified drivers. 

Introduction

The Microsoft® Server Appliance Kit 2.0 enables original equipment manufacturers (OEMs) to quickly create headless, fixed-function server appliance products based on the Microsoft Windows® operating system. The Server Appliance Kit also enables independent software vendors (ISVs) to quickly develop Web user interfaces (UI) and Local UI plug-ins that can be included in server appliance products. The SAK also provides documentation for independent hardware vendors (IHVs) to develop hardware reference platforms from which to build server appliance products.

The Server Appliance Kit includes build documentation, an OEM pre-install kit (OPK), a hardware reference specification, a driver development kit (DDK), a software development kit (SDK), and target software components. The target software components include a Web UI framework, Local UI framework, and Reliability framework. The Server Appliance Kit also provides features that plug into these frameworks to perform tasks such as configuring a network, setting the date and time, setting the language, and updating server appliance software from a Web browser.

OEM engineers can use the build procedures to develop server appliance images as described in the following Use Scenarios:

· Preparing a Windows® Powered NAS Server Appliance Master Operating System Image for Manufacturing 

· Preparing a Windows® Powered Web Server Appliance Master Operating System Image for Manufacturing 

Preparing a Windows® Powered NAS Server Appliance Master Operating System Image for Manufacturing
If you are preparing your Network Attached Storage (NAS) appliance for manufacturing, you will be most interested in the original equipment manufacturer (OEM) Pre-install Kit sections of the help documentation. The following instructions lead you through the preparations for manufacturing NAS.

Prerequisites

· Hardware platform that is identical to what will be manufactured 

· Windows 2000 Server, Advanced Server, or Windows® Powered CD 

· Most recent Windows 2000 service pack CD 

· Windows 2000 OEM pre-install kit CD 

· OEM-specific Product Identification (ID) 

· Server Appliance Kit 2.0 CD 

· Microsoft® Services for UNIX CD 

· Microsoft® Service for Netware CD (optional) 

To prepare a Windows Powered NAS master operating system image for manufacturing:
1. Install Microsoft Windows 2000 on the boot drive and partition of server appliance hardware platform. 

Install a version of Microsoft® Windows® 2000.  Use the table on page 8 to determine what components should be enabled or disabled.
2. Install Services for UNIX. 

Services for UNIX must be installed separately, before installing the Server Appliance Kit components. The following Services for UNIX components must be installed and enabled: 

· Server for NFS 

· User name mapping 

· Server for NFS authentication 

If you are installing using the Services for UNIX wizard, you must select the Customized Installation and select the User Name Mapping component under Authentication Tools for NFS. You should clear Client for NFS, Shell and Unix Utilities, and Telnet Client. When prompted, set the User Name Mapping server to localhost. Accept the default install location. NFS logging should be enabled and use the default log file.

If you are installing from the command shell use the following command:

msiexec /i "sfusetup.msi" ADDLOCAL="NFSServer,NFSServerAuth,Mapsvc" SFUDIR="C:\SFU" /qb

3. Optional: Install Services for Netware. 

Microsoft Services for NetWare are optional, and may be installed after installing the Server Appliance Kit components. The following Services for NetWare components must be installed and enabled: 

· Internetwork Packet Exchange (IPX) 

· NetWare client 

· File and Print Services for NetWare (FPNW) 

· Microsoft Directory Service Synchronization (MSDSS) 

To install Services for NetWare 

1. Install the IPX protocol. Choose Start, and then point to Settings, and then choose Network and Dial-up Connections. 

2. Select a network adapter and right-click the NIC name, and choose Properties, and then point to Install, and then point to Protocol, and choose Add. 

3. Select NWLink IPX and choose OK. 

4. Repeat steps 2-3 for each NIC card. 

To install FPNW from the Services for NetWare distribution CD 

a) Click Start and then select Settings, and then Network and Dial-up Connections, and select a network adapter. 

b) Right-click the NIC name of the chosen network adapter. 

c) Choose Properties, and then choose Install. 

d) Choose Service, and then point to Add, and choose Have Disk. 

e) Type the path for the FPNW subdirectory on the Services for NetWare CD. Open the FPNW subdirectory and choose File, and then choose Print Services for NetWare.

f) Open the FPNW subdirectory and choose File, and then choose Print Services for NetWare.  
4. Install the latest service pack for Windows 2000. 

5. Install any quick fix engineering (QFE) updates. 

6. Configure the administrator account. 

7. Secure the configuration. 

8. Install the Server Appliance Kit. From the Setup Wizard, select NAS as the type of server appliance you would like to create, and accept the default components. 

To install the Server Appliance Kit components: 

a) Run SaSetup.exe from the root directory of the Server Appliance Kit CD. 

b) Select the type of appliance, for example NAS, Web, or custom appliance. 

c) Select the components you want to install based on the type of server appliance you are creating. The table on page 9 shows which components are selected by default for each type of server appliance. The features selected during setup can only be installed locally. Installing on first use and Installing from network are not supported. 

d) If you have installed the Web user interface (UI) framework, you can access it by opening a browser on the target appliance and typing http:\\localhost in the address field. The Web UI can also be accessed remotely by opening a browser on a client computer and typing the host name of the Windows Powered server appliance in the address field.

9. Install the language resource files for the Server Appliance Kit 2.0. 

10. Optional: Add custom or third-party add-ins according to developer’s instructions. 

11. Optional: Install custom branding. 

12. Optional: Install OEMConfigDll. 

13. Run SaPrep. 

14. Run Sysprep. 

15. Optional: If you have added failover capability to your appliance, install the failover operating system by repeating steps 1-12 on the failover partition of the boot drive. 

If the primary operating system (OS) fails to boot, you can use a failover algorithm to make the Microsoft Windows Powered server appliance failover to another OS in a variety of ways. The algorithm must detect a boot failure, and then boot the server appliance from another partition/volume.  See page 11 for details.

16. Shut down appliance and remove boot hard drive, which will now serve as the master image. 

Note:   Never boot from the master disk directly. Only boot using copies of the master. 

17. Copy the master image onto your test units. 

18. Test units thoroughly. 

Once your Windows Powered NAS server appliance master operating system image and hardware have been validated, you are ready to begin manufacturing the server appliance in quantity.

Preparing a Windows Powered Web Server Appliance Master Operating System Image for Manufacturing

If you are preparing your Web appliance for manufacturing, you will be most interested in the OEM Pre-install Kit sections of this Help documentation. The following instructions lead you through the preparations for manufacturing a Web appliance.

Prerequisites

· Hardware platform that is identical to what will be manufactured 

· Windows 2000 Server, Advanced Server, or Windows Powered CD 

· Most recent Windows 2000 service pack CD 

· Windows 2000 OEM Pre-Install Kit CD 

· OEM-specific Product ID 

· Server Appliance Kit 2.0 CD 

To prepare a Windows Powered Web server appliance master operating system image for manufacturing: 

1. Install Microsoft Windows 2000 on the boot drive and partition of server appliance hardware platform.  (See table on page 6 for details).

2. Install the latest service pack for Windows 2000. 

3. Install any quick fix engineering (QFE) updates. 

4. Configure the administrator account. 

5. Secure the configuration. 

6. Install the Server Appliance Kit. From the Setup Wizard, select Web Blade as the type of server appliance you would like to create, and accept the default components.  (See table on page 8 for details).

7. Install the language resource files for the Server Appliance Kit 2.0. 

8. Optional: Add custom or third-party add-ins according to developer’s instructions. 

9. Optional: Install custom branding. 

10. Optional: Install OEMConfigDll. 

11. Run SaPrep. 

12. Run Sysprep. 

13. Optional: If you have added failover capability to your appliance, install the failover operating system by repeating steps 1-12 on the failover partition of the boot drive. 

14. Shut down appliance and remove boot hard drive, which will now serve as the master image. 

Note:   Never boot from the master disk directly. Only boot using copies of the master disk. 

15. Copy the master image onto your test units. 

16. Test units thoroughly. 

Once your Windows Powered Web server appliance master operating system image and hardware have been validated, you are ready to begin manufacturing the server appliance in quantity.
Windows components for each type of server appliance

Use the following table as a guide for the Windows components you should enable and disable—depending upon the type of server appliance you are building—during the installation process.

	Component
	Subcomponent
	Suggested setting for Network Attached Storage (NAS)
	Suggested setting for Web server appliance
	Suggested setting for custom server appliance
	Notes

	Accessories and utilities
	Accessibility wizard
	N
	N
	N
	 

	 
	Accessories
	N
	N
	N
	 

	 
	Communication
	Y
	N
	N
	 

	 
	Games
	N
	N
	N
	 

	 
	Multimedia
	N
	N
	N
	 

	Certificate services
	Certificate Certification Authority (CA)
	N
	N
	N
	 

	 
	Certificate services Web enrollment support
	N
	N
	N
	 

	Cluster services
	 
	See Note
	N
	N
	If clustering of multiple appliances is supported then select this component. Applies to Advanced Server and Windows Powered only.

	Indexing services
	 
	Y
	Y
	Y
	 

	Internet Information Services (IIS)
	Common files
	Y
	Y
	Y
	 

	 
	Documentation
	Y
	Y
	Y
	 

	 
	File Transfer Protocol (FTP) server
	Y
	Y
	Y
	 

	 
	Microsoft® FrontPage® 2000 extensions
	N
	Y
	Y
	 

	 
	IIS snap-in
	Y
	Y
	Y
	 

	 
	Internet Services Manager (HTML)
	Y
	N
	N
	 

	 
	NNTP service
	 
	N
	N
	 

	 
	SMTP service
	Y
	Y
	Y
	Required for the e-mail alert feature.

	 
	Visual RAD InterDev Remote Deployment Support
	N
	Y
	Y
	 

	 
	World Wide Web server
	Y
	Y
	Y
	 

	Management monitoring tool
	Connection manager components
	N
	Y
	N
	 

	 
	Network monitor tools
	N
	Y
	N
	 

	 
	SMNP
	N
	N
	N
	 

	Message Queuing services
	 
	N
	N
	N
	 

	Networking services
	Com Internet proxy
	N
	N
	N
	 

	 
	Domain Name System (DNS)
	N
	N
	N
	 

	 
	Dynamic Host Configuration Protocol (DHCP)
	N
	N
	N
	 

	 
	Microsoft Windows 2000 Quality of Service admission control service
	N
	N
	N
	 

	 
	Simple TCP/IP services
	N
	N
	N
	 

	 
	Site Server Internet Locator Service (ILS) Services
	N
	N
	N
	 

	 
	Windows Internet Naming Service (WINS)
	N
	N
	N
	 

	Other network and file services
	File services for Mac
	Y
	N
	N
	 

	 
	Print services for Mac
	N
	N
	N
	 

	 
	Print services for UNIX
	N
	N
	N
	 

	Remote installation services
	 
	N
	N
	N
	 

	Remote storage
	 
	N
	N
	N
	 

	Script debugger
	 
	N
	N
	N
	 

	Terminal services
	Client creator files
	N
	Y
	N
	 

	 
	Enable terminal services
	Y
	Y
	Y
	 

	Terminal services licensing
	 
	N
	N
	N
	 

	Windows media services
	 
	N
	N
	N
	 


For information about installing the support tools, see the readme.doc in the \support\tools directory of the Windows 2000 CD. The Support Tools Deployment Planning Guide has information about the installation options for Windows 2000. 

For development, the server appliance hardware can include a CD drive, keyboard, mouse, and display. This hardware allows the OS to be installed by booting the appliance with the OS in the CD drive, and following the Setup Wizard.

To change one or more of the settings, modify the unattend.txt. Refer to the samples included in the CD under OEM Tools.

default components for server appliance

Components selected by default for each type of server appliance:

	NAS
	Web
	Custom
	Feature
	Subfeature
	Description

	x
	x
	x
	Development tools
	 
	Provides documentation and sample code to allow the server appliance to be customized. 

	x
	x
	x
	Initialization
	 
	This software component allows you to customize the out-of-box experience for the user. The appliance can be configured to search for a floppy disk at first boot, which can contain a configuration file to set host name, administrator password, and IP settings for static IP environments. If the file is not found at boot time, the appliance will boot either as a DHCP client or with auto IP settings. In this case, you can provide a unique default host name and administrator password.

	x
	x
	x
	Local UI
	Local configuration
	User can set the IP settings, hostname, and administrator password using the local user interface on the appliance.

	x
	x
	x
	Local UI
	Local UI framework
	The Local UI framework allows you to develop your own content to plug into the Server Appliance Kit's local UI—without requiring any code changes to the local UI framework code. The optional local display can be a simple bank of LEDs, or a 64x128 pixel bitmapped LCD. The framework provides a navigation scheme using a six-key keypad on the front of the appliance, including four directional keys as well as ENTER and CANCEL keys.

	x
	x
	x
	Reliability
	reliability framework
	To provide the highest level of uptime, you can add optional hardware watchdog timers to your appliance. A watchdog timer driver is then provided to allow the watchdog to plug into the reliability framework. The reliability framework is responsible for periodically resetting the watchdog timer and for taking corrective action if critical system resources, such as free memory, exceed given thresholds.

	x
	 
	 
	Web UI
	Disks and volumes
	This feature allows the end customer to manage disks and volumes on the Windows Powered server appliance. The feature uses an ActiveX Control for the Windows Terminal Services client to provide access to the disk management Microsoft Management Console (MMC) snap-in on the appliance. The disk management snap-in is accessed through the appliance’s Web management UI from a Windows-based client computer. This feature is otherwise identical to the capability provided on Windows 2000 Server and Windows 2000 Advanced Server.

	x
	 
	 
	Web UI
	Folders and shares
	The folders component allows folders on the appliance to be created and deleted. Various folder properties can also be set including compression, encryption, and security. 

The shares component allows shares to be created on the appliance using a browser. The shares feature aggregates the management of all shares no matter what file-sharing protocol you use, including CIFS, network file system (NFS), FTP, NetWare and AppleShare. This is different from the standard Windows file share management, where each share type has its own interface. In the Server Appliance Kit’s Web UI, a common property subset is exposed to simplify the management of shares. Properties specific to a protocol, such as CIFS or NFS, are presented on separate property pages. 

	 
	x
	 
	Web UI
	FTP management
	TBD

	 
	x
	 
	Web UI
	IIS management
	TBD

	x
	x
	x
	Web UI
	Logs
	This feature allows users to view, clear, download, and configure logs on the server appliance. Third-party developers can add to logs into the Web UI so that they can be viewed, downloaded, configured, and cleared by the user. Web UI plug-ins for specific logs are provided in the Server Appliance Kit including Windows 2000 system, application, and security event logs as well as NFS, WWW, and FTP logs.

	x
	x
	x
	Web UI
	Network setup
	Allows the user to join the appliance into a workgroup or domain, set the hostname, configure DNS servers, configure individual network interface cards (NICs) on the appliance, and change administrator password

	x
	 
	 
	Web UI
	Services
	Allows critical system services, such as network protocols to be enabled, disabled, and configured. Third-party developers can add service components to the Web UI so that they can be enabled, disabled, and configured by the user. Web UI components for specific services are provided in the Kit including, WWW publishing, CIFS, Telnet, NFS, File Server for Macintosh, NetWare, Indexing, and Telnet services.

	x
	x
	x
	Web UI
	Set date and time
	This component allows the date and time to be set on the server appliance. 

	x
	x
	x
	Web UI
	Set language
	This feature detects the language of the first browser that connects to the appliance after first boot and automatically sets the appliance’s language accordingly. A Web UI component is also provided that allows the user to change the language of the appliance manually.

	x
	x
	x
	Web UI
	Shutdown
	This Web UI component allows the user to remotely shut down or restart the appliance using a Web browser.

	x
	x
	x
	Web UI
	Software update
	This Web UI component allows the appliance software to be updated by the user through a remote client computer. You can use this feature to control the software update process on the appliances you create.

	x
	x
	x
	Web UI
	System backup and restore
	This feature allows the user to back up and restore the operating system files. The feature uses an ActiveX Control for the Windows Terminal Services Client to provide a system backup capability through the Web management UI from a Windows-based client computer. This feature is otherwise identical to the capability provided on Windows 2000 Server and Advanced Server.

	x
	 
	x
	Web UI
	Users and groups
	This component allows the user to create, delete, and edit properties for local users and groups on the appliance using a Web browser on a remote client computer.

	x
	x
	x
	Web UI 
	Web UI framework
	The Web UI framework allows you to develop your own Web content, which will plug into the management Web UI of the Server Appliance Kit—without requiring any code changes to the Server Appliance Kit framework code. The framework provides a navigation scheme using a two-level tab structure with a set of main tabs, each of which contains its own set of tabs. These tabs are then used to navigate to various management task pages that can be used to configure and monitor the appliance. 


Adding Failover Algorithms

The following example process—consisting of a list of requirements along with a process flow chart—illustrates how to add a failover algorithm to the BIOS. Because adding a failover algorithm to the BIOS is a complex process, Microsoft recommends that you print this topic for reference before you begin designing the failover BIOS. In the event you are using another means of providing failover support, you may use the following process as a guide in your efforts.

Requirements

The following list illustrates what is required if the BIOS includes a failover algorithm: 

A. Your Windows Powered server appliance must include nonvolatile RAM (NVRAM), a watchdog timer, and associated drivers. 

B. The BIOS must detect whether a reboot is from an internal or external source. For example, a power failure is an external source. 

C. If your target hardware includes a watchdog timer and the BIOS sets the initial counter value, then set the initial watchdog timer counter value to 2 minutes + (2 x T). "T" represents the length of time the watchdog timer is enabled before the BIOS attempts to run the boot sector. 

D. The BIOS must determine which disk drive to boot from by searching for a bootable partition/volume on the main disk drive, and then searching for the same on the backup disk drive. On Advanced Technology Attachment (ATA) systems, the primary device 0 is searched first, and the secondary device 0 is searched second. Boot order is under investigation for SCSI systems. 

E. The BIOS must use the following procedure to determine the system partition/volume from which to boot: 

I. Search for an active partition/volume with a system ID equal to 0x07, 0x87, or 0xc7 in the partition/volume table. The partition/volume table is located in the master boot record, which is the System1 partition/volume. 

II. Search for the boot counter value in the NVRAM that is associated with the System1 partition/volume. 

III. Determine if the boot counter associated with the partition/volume is less than, greater than, or equal to the boot counter threshold value: 

· If the boot counter is less than the threshold, the BIOS must increase the boot counter by 1 in the NVRAM associated with System1, and then attempt to boot from the partition/volume. 

· If the boot counter is greater than or equal to the threshold, the BIOS must attempt to boot from the first non-active partition/volume with system ID 0x07, 0x87, or 0xc7 in the partition/volume table in the master boot record. 

· If both partition/volumes on the main disk fail to boot, then the BIOS follows the same procedure on the backup disk. 

F. The BIOS must set the drive number to 0x80 after it determines the disk from which the OS will boot. 

G. If the OS fails to boot, the watchdog timer restarts the BIOS algorithm. 

– Or – 

If the OS successfully boots, the OS uses the NVRAM driver to clear the boot counter stored in the NVRAM. 

H. If the server appliance reboots from an external source, the BIOS must reset all boot counters and then restart the BIOS algorithm. 

For More Information

For the latest information on Server Appliances powered by Windows, check out our World Wide Web site at www.microsoft.com/windows/serverappliance
© 2000  Microsoft Corporation. All rights reserved.

The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the date of publication. Because Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of publication.

This White Paper is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS OR IMPLIED, IN THIS DOCUMENT.

Microsoft, Active Directory, Windows,  the Windows logo, and Windows NT are registered trademarks of Microsoft Corporation.

The names of actual companies and products mentioned herein may be the trademarks of their respective owners. 

Microsoft Corporation • One Microsoft Way • Redmond, WA 98052-6399 • USA

PAGE  

_931945241.wmf

