SQL Server 2000 Security Tools Guide

Microsoft provides the SQL Critical Update Kit, which includes security tools for scanning instances of Microsoft® SQL Server™ 2000 and Microsoft SQL Server 2000 Desktop Engine (MSDE 2000) for vulnerabilities to the SQL Slammer worm. You can use additional tools provided in the Kit to update any vulnerable instance that are discovered. Instances of SQL Server 2000 and MSDE 2000 are vulnerable if they do not have SQL 2000 SP3 or SP2 and one of the following security bulletins:

· MS02-039.

· MS02-043. 

· MS02-056.

· MS02-061. See http://www.microsoft.com/technet/treeview/default.asp?url=/technet/security/bulletin/MS02-061.asp
NOTE  Security bulletins are cumulative; thus, MS02-061 includes all previous security bulletins.

After identifying a vulnerable instance of SQL Server 2000 or MSDE 2000, you should take one of the following actions:

Production Environment

· Ensure that you have Microsoft SQL Server 2000 Service Pack 2 installed, then use the SQL Critical Update Kit to locate and update all vulnerable instances of SQL Server 2000 and MSDE 2000. This is the recommended procedure for production environments. Do not install Service Pack 3 until you have fully tested it in a non-production setting. The SQL Critical Update Kit is a self-extracting executable file available for download at http://www.microsoft.com/sql/downloads/securitytools.asp. Once you have downloaded the kit, you will be required to run the update.bat file. Update.bat effectively runs SQL Check and the SQL Critical Update simultaneously.

· If you have already located vulnerable instances of SQL Server 2000 or MSDE 2000, run the SQL Critical Update on the local machine for all instances. It is still recommended that you run update.bat, which locates and fixes the vulnerable instances.

· If you have a Systems Management Server (SMS) managed network, it is recommended that you use the SMS Deploy tool, which includes SQLFIX.SMS file that you can use to create a package in SMS to deploy SQL Critical Update.

Test Environment

· It is recommended that you apply Microsoft SQL Server 2000 Service Pack 3 (SP3). This is the recommended solution for test environments because SP3 provides improvements in performance, serviceability, and security. The SP3 download is available at http://www.microsoft.com/sql. Follow the instructions in the SP3 readme for installing and testing SP3.

· If you are unable to apply SP3, use any of the previously mentioned procedures under the heading "Production Environment".

This document explains the technical details involved in locating and securing instances of SQL Server 2000 and MSDE 2000. The document also describes the tools that are provided with the kit and explains how the tools work. Lastly this document explains how to determine if SQL Critical Update successfully updated an instance of SQL Server 2000 or MSDE.

Determining Whether You Need the Kit

The SQL Critical Update Kit is designed to work with all editions of SQL Server 2000 and MSDE 2000. For a list of Microsoft SQL Server 2000 versions that are vulnerable to the Slammer worm, see http://www.microsoft.com/technet/treeview/default.asp?url=/technet/security/virus/alerts/slammer.asp. 

To determine which version of SQL Server 2000 or MSDE 2000 is installed on your machine, see http://support.microsoft.com/default.aspx?scid=kb;en-us;321185. 

Downloading and Extracting the SQL Critical Update Kit

The SQL Critical Update Kit is available as a language-specific, self-extracting file. The name of this package file is SQLCritUpdPkg_XXX.exe, where XXX denotes the language-specific version of the kit. For example, SQLCritUpdPkgESN.exe is the version for the Spanish localized version of SQL Server. You will need the language-specific version of this file for the localized version of SQL Server that needs to be fixed. 

This tool is available in the following languages:

	Key
	Language
	Language Code Identifier (LCID)

	CHS
	Simplified Chinese
	2052

	CHT
	Traditional Chinese
	1028

	ENU
	English
	1033

	ESN
	Spanish
	3082 or 1034

	FRN
	French
	1036

	GER
	German
	1031

	ITA
	Italian
	1040

	JPN
	Japanese
	1041

	KOR
	Korean
	1042

	BRZ
	Portuguese (Brazil)
	1046

	DUT
	Dutch (Netherlands)
	1043

	SVE
	Swedish
	1053


To download the SQL Critical Update Kit: 

1. Go to http://www.microsoft.com/sql/downloads/securitytools.asp 

2. Select the desired language version to download from the drop-down list, and click GO. This will take you to the language-specific download page for the SQL Critical Update Kit.

3. On the language-specific download page, click on the SQLCritUpdPkg_XXX.exe link to start the download.

4. When the download begins, you can choose whether to run the SQLCritUpdPkg_XXX.exe file remotely from the server or save it to the local machine. The SQLCritUpdPkg_XXX.exe self-extracting file will run remotely and extract the necessary files to the local machine. However, if you want to run the SQL Critical Update Kit on other machines, you should download the self-extracting file and save it locally.

NOTE If you plan to deploy SQL Critical Update Kit across your enterprise, you should download the self-extracting file and place it on a public share so that it can be easily run throughout your organization.

5. If you decided to run the self-extracting file from the server, skip to step 6. If you saved this file locally, navigate to the directory where you saved this file, and run it to extract the files.

6. When run, the self-extracting file requires you to accept the EULA and then asks you to select a destination to save the extracted files. The default location is C:\SQLCritUpdPkg, but you can specify your own location as long as it is on the local machine. Extracting remotely to a UNC share is not supported.

At this point, you are ready to use the SQL Critical Update Kit.

SQL Critical Update Kit Tools

The SQL Critical Update Kit contains the following tools:

· SQL Critical Update applies a hotfix that eliminates vulnerability to the Slammer worm.

· SQL Check locates and disables vulnerable instances of SQL Server.

· SQL Scan locates vulnerable instances across a local network.

· SMS Deploy enables the use of Systems Management Server (SMS) to deploy updates across an SMS-managed network.

· ServPriv patches instances of SQL Server 2000 and MSDE 2000 that are running SQL Server 2000 SP2 or later. 

NOTE While most administrators are aware of the instances of SQL Server 2000 in their enterprise, the same may not be true of instances of MSDE 2000, because MSDE 2000 may be installed with Microsoft products or products from third third-party developers. The tools are designed to locate and update all instances of SQL Server 2000 and MSDE 2000, to ensure the security of the entire enterprise.

SQL Critical Update 

SQL Critical Update is a command-line utility that scans for local instances of SQL Server 2000 or MSDE 2000 and then automatically updates any vulnerable instances that are found. 

SQL Critical Update only fixes MSDE installations that are the same language as the version of SQL Critical Update that you are running. For example, if you run the English version of SQL Critical Update Utility, non-English versions of MSDE are not fixed.

SQL Critical Update performs the following tasks:

· It evaluates each instance of SQL Server 2000 and MSDE on a machine for potential vulnerabilities.

· It creates backup copies of any vulnerable files being replaced. The backup copies are saved in a subfolder named Backup.

· It replaces any vulnerable files with updated copies that do not contain the vulnerability.

· It writes all actions to a log file. 

NOTE SQL Critical Update works only if the ssnetlib.dll file exists for each instance of SQL Server being fixed. If this file has been deleted or renamed, contact your Technical Account Manager or Application Development Consultant or follow these steps:

1. Copy the hotfix to the local machine that requires the update.

2. Remove the machine from the network.

3. Rename the ssnetlib.dll file.

4. Apply the hotfix.

5. Reconnect the machine to the network.

NOTE SQL Critical Update does not install SP3. It only fixes vulnerable files. For SQL Server 2000 and SQL Server 2000 SP1, the version number reported by @@VERSION does not change. For SQL Server 2000 SP2, the version number is incremented. For these versions, the result of the SELECT @@VERSION are as follows:

· SQL Server 2000: 8.00.194

· SQL Server 2000 SP1: 8.00.384

· SQL Server 2000 SP2, without SQL Critical Update: 8.00.534

· SQL Server 2000 SP2 with SQL Critical Update: 8.00.679

Permissions

The user running SQL Critical Update must have permission to replace SQL Server files in the Program Files directory. If the user does not have these permissions, SQL Critical Update will fail without creating a log file. 

System Requirements

· PC with Intel or compatible Pentium 166 MHz or higher processor 

· Minimum of 64 MB of RAM (128 MB or more recommended) 

· Microsoft Internet Explorer 5.0 or later 

· VGA or higher resolution monitor

· Microsoft Mouse or compatible pointing device 

Supported Operating Systems

· Microsoft Windows® 98

· Microsoft Windows ME

· Microsoft Windows NT® Workstation 4.0 with Service Pack 5 or later

· Windows NT Server 4.0 with Service Pack 5 or later

· Windows NT Server 4.0 Enterprise Edition with Service Pack 5 or later

· Windows 2000 Professional

· Windows 2000 Server

· Windows 2000 Advanced Server

· Windows 2000 Datacenter Server

· Windows XP Professional

Restrictions

SQL Critical Update must be run on the local machine.

SQL Critical Update will disable and fix all vulnerabilities that it finds; it cannot be used to simply disable an instance of SQL Server.

For more information about SQL Critical Update, see the readme_SQLHotfix.txt file located in the SqlCritUpd directory.

NOTE All readme files are extracted along with the tools when the SQLCritUpdPkg_XXX.exe file is run.

SQL Check

SQL Check (Sscheck.exe) locates and disables instances of SQL Server 2000 and MSDE 2000 that are vulnerable to the Slammer worm. SQL Check identifies and reports the vulnerability of any instance of SQL Server 2000 or MSDE 2000 on Windows 98, Windows ME, Windows NT 4.0, Windows 2000, or Windows XP. SQL Check can only disable instances of SQL Server 2000 and MSDE 2000 on Windows NT 4.0, Windows 2000, or Windows XP. SQL Check also identifies vulnerable SQL Server 2000 clusters, but does not disable them. 

SQL Check attempts to identify the MSDE product code and MSDE package code, if applicable, of the instance being evaluated. You can find a list of recognized MSDE product codes at http://support.microsoft.com/default.aspx?scid=kb;en-us;311762 .

NOTE Although SQL Check and SQL Critical Update can be run individually, it is recommended that you use these tools together by running the Update.bat file from the command line.

For more information about SQL Check, see the readme_sscheck.txt file located in the SQLCheck directory.

SQL Scan

SQL Scan (Sqlscan.exe) locates instances of SQL Server 2000 and MSDE 2000 on Windows NT 4.0, Windows 2000, Windows XP (Professional), or later. SQL Scan scans an individual computer, a Windows Domain, or a specific range of IP addresses. In addition, SQL Scan identifies instances of SQL Server and MSDE 2000 that may be vulnerable to the Slammer worm and attempts to shut them down. 

NOTE Shutting down an infected SQL Server instance may not complete successfully depending on the Operating System version. You may need to use system management tools to terminate the process.

SQL Scan identifies vulnerable SQL Server instances on clustered machines, but does not disable them. Disabling and shutting down of SQL instances must be managed manually on these machines.

SQL Scan attempts to identify the MSDE product code and MSDE package code, if applicable to the instance being evaluated. You can find a list of recognized MSDE product codes at http://support.microsoft.com/default.aspx?scid=kb;en-us;311762 .

System Requirements

The minimum system requirement to launch SQL Scan is Windows 2000.

Permissions

SQL Scan requires the user to be a domain administrator when it is used to target remote machines. Otherwise, you must be an administrator on the local machine.

Restrictions

SQL Scan requires one of the following items as input:

· A domain

· A range of IP addresses

· A single machine name

SQL Scan does not locate instances of SQL Server that are running on Windows 98, Windows ME, Windows XP (Home). In addition, SQL Scan does not detect instances of SQL Server that were started from the command prompt. 

SQL Scan will not return a conclusive result if either the ssnetlib.dll or sqlserver.exe files are renamed. You must name these files back to their original names before running the tool.

For more information about SQL Scan, see the readme_sqlscan.txt file located in the SQLScan directory.

SMS Deploy

SMS Deploy provides a file, SQLFIX.SMS, that you can use to create a package in Systems Management Server (SMS) for deploying SQL Critical Update.. 

For more information about SMS Deploy, see the readme_SMSDeploy.txt file located in the SMSDeploy directory.

Servpriv

Servpriv (Servpriv.exe) is designed to patch vulnerable instances of SQL Server 2000 SP2 or later. If you are not running SQL Server 2000 SP2 or later, you must upgrade to SQL Server 2000 SP2 before you use Servpriv.

For more information about Servpriv, see the readme_sscheck.txt file located in the SQLCheck directory.

Verifying SQL Critical Update

To verify that the SQL Critical Update hotfix has been applied correctly, check the version of the Ssnetlib.dll. For default instances of SQL Server 2000 or MSDE 2000, Ssnetlib.dll is located in the MSSQL\Binn directory. For named instances, Ssnetlib.dll is located in MSSQL$instancename\Binn directory. The following table shows all of the possible secure configurations of SQL Server 2000 and MSDE, and the file versions of the ssnetlib.dll for those configurations:

	Server configuration
	Ssnetlib.dll file version

	RTM after running SQL Critical Update 
	2000.80.311.0 (after update)

	SP1 after running SQL Critical Update
	2000.80.479.0 (after update)

	SP2 and security bulletin MS02-039
	2000.80.636.0

	SP2 and security bulletin MS02-043
	2000.80.636.0

	SP2 and security bulletin MS02-056
	2000.80.679.0

	SP2 and security bulletin MS02-061 (or any SP2 after running SQL Critical Update)
	2000.80.679.0 (after update)

	SP3
	2000.80.760.0


Note  Running SQL Critical Update on any instance of SQL Server 2000 SP2 or MSDE 2000 SP2 will apply security bulletin MS02-061.
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