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Chapter

1 Introduction

The Backup Agent for Microsoft SQL is a “go-between” that allows ARCserve to
efficiently back up and restore SQL Server databases. The Backup Agent helps
ARCserve retrieve and send data to and from the SQL Server in a consistent
manner.

Using ARCserve and the Backup Agent, you can:
m  Remotely manage backups of SQL Server databases.

m  Perform online database backups by taking advantage of the SQL Server
dynamic dump utility.

m  Schedule your backup.

m  Back up to a wide array of tape storage devices.

How the Backup Agent Works

The Backup Agent resides on the server with the SQL Server. When ARCserve
starts to back up a database, it sends a request to the Backup Agent. The Backup
Agent retrieves the database from the SQL Server (using the SQL Server DB-Lib
functions), and sends it to ARCserve, where the complete database is backed up
to tape. Similarly, the Backup Agent transfers the database information when
the database is restored from tape.

The Backup Agent takes advantage of the SQL Server’s Dump
Database/Transaction backup method. This method backs up the database
and/or transaction log in a single step. The Backup Agent ensures that a
complete database is backed up; transaction logs are backed up with the
database by default.

For each database that is backed up, Backup Agent initiates a “dump” in SQL
Server. The SQL Server “sends” the database in multiple data chunks; The
Backup Agent receives one data chunk at a time, and passes it directly to
ARCserve, where it is backed up to a tape drive.
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Microsoft SQL 2000

The following steps describe the data flow when ARCserve uses Backup Agent
to back up an SQL Server database:

1. ARCserve sends a request to the Backup Agent for a database.

2. The Backup Agent instructs the SQL Server to perform a backup of a
particular database or log.

3. The SQL Server returns the data from the database in multiple “chunks” to
the Backup Agent, one chunk at a time.

4. The Backup Agent retrieves the data chunks from the SQL Server and
transfers them to ARCserve.

5. ARCserve writes the data chunks to tape or disk, depending on the user’s
backup destination selection.

6. Steps 2 through 5 are repeated until there is no more data to be backed up.

Backup Agent and SQL Server’s Backup function guarantees consistency and
accuracy of the data being backed up.

Microsoft SQL 2000

When you use the Backup Agent on a Microsoft SQL 2000 server, the following
additional features are available:

= Multiple instance support— Backup and restore support on multiple
instances of the SQL server running concurrently on the same computer.

= Restore Options— Restore with stopping to a specific mark, restore with
stopping before a specific mark, restore with keep replication settings,
restore with restricted user access, partial restore, and allowing of the
moving of log files. Refer to chapter 3 for further information on these
options.

Multiple Instance Support

Microsoft SQL Server 2000 supports multiple instances of the SQL Server
running concurrently on the same computer, each instance having its own set of
system and user databases that are not shared between instances. Applications
can connect to each SQL Server instance on a computer in the same way they
connect to SQL Server running on different computers.

The Backup Agent offers backup and restore support for multiple SQL Server
instances. The ARCserve Backup Manager display instances for the local
computer and for the remote computer, one of them being expanded; the default
instance is Microsoft SQL Server.

1-2 Backup Agent for Microsoft SQL Option Guide



Requirements

Requirements

ARCserve 2000 version 7.0 can be installed on the following platforms:

Operating System  Windows NT 4.0 with or Windows 2000 Advanced
Service Pack 5 Server
Database Version  Microsoft SQL Server v6.5 or Microsoft SQL Server v7.0

Or

Microsoft SQL Server v7.0
with Service Pack 1 (Build
7.00.699)

with Service Pack 2 (Build
7.00.842)

or

Microsoft SQL Server 2000
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Chapter

Using the Backup Agent with
» Al MicroSoft SQL Version 6.5

Backup Overview

Databases

Transaction Logs

To back up or dump is to create a copy of a database or transaction log on another
device (usually a tape drive). Backups are accomplished using ARCserve, the
Backup Agent, and the SQL DUMP statement. Backing up a database backs up
both the database and the transaction log.

Backing up a database creates a copy of its tables, data, and user-defined objects.
In case of media failure, you can recover your databases if you have been making
regular backups of your databases and their transaction logs. Transaction logs
are areas reserved by SQL Server to record changes that are made to a database.
Each database has its own transaction log. Every change made to a database is
automatically recorded in its transaction log.

The transaction log records data modification requests (INSERT, UPDATE, or
DELETE statements) as they are executed. When a transaction begins, a begin
transaction event is recorded in the log. This event is used during recovery to
determine the starting point of a transaction. As each data modification
statement is received, it is recorded in the log. The change is always recorded in
the log before that change is made in the database itself. This type of log is called
a write-ahead log.

The transaction log is shared by all users of the database. Multiple changes are
frequently recorded each time a log page is written to the database device. This
greatly improves 1/O efficiency.

When an SQL database backup is started in ARCserve, the Backup Agent
initiates a dynamic dump of the database. The dump can take place while the
database is active. The dump captures the state of the data as it is at the moment
the statement is executed; no partial transactions are reflected. Any data changes
made after the dump begins are not reflected in the dumped database.
Performing a backup can slow the system down, so you may want to run it when
the database is not being heavily updated.
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Backing Up

ARCserve will indicate if a database has a separate storage space for its
transaction log. In this case, you can back up the transaction log separately.
Dumps of the transaction log are usually coordinated with database dumps as
part of an overall backup procedure. A transaction log dump, like a database
dump, can take place while the database device is active.

Typically, transaction logs are backed up more often than databases. A
transaction log might be backed up once a day, and a database might be backed
up once a week. Backing up a transaction log takes less time and uses less
storage space than backing up a database. (Do not back up a transaction log
unless the database has already been backed up at least once.)

It takes longer to recover a database when you restore the database and all
transaction logs sequentially than it does when you restore only the database.
Finding the correct strategy depends on your environment. The time required to
perform backups must be considered in relation to the time required to restore.

In general, you should back up a database immediately after you create it, and
then maintain a regular backup schedule to ensure smooth recovery in case of
database or media failure. ARCserve allows you to set and maintain a schedule
of automatic backups. Refer to the online ARCserve Administrator Guide for
information on scheduling backups.

You should maintain regular backups of all databases, including;:
m  The master database

m  The msdb database

m  All user databases

m  The distribution database (if the server is configured as a replication
distributor)

Backing Up

With small databases, the transaction log is usually stored on the same database
device as the rest of the database. After backing up a small database, you should
truncate the database log to remove committed transactions from the log. In
large databases, the transaction log and the data portion of the database are
usually stored on different devices. In that case, you can back up either the
transaction log or the database.

1. Make sure that the SQL Server is running on your server. The MSSQL Server
service must be started.

2. Start ARCserve and open the Backup Manager. Refer to the online ARCserve
Administrator Guide for details on starting ARCserve. The Backup Agent is
started automatically when you start ARCserve.
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Backing Up

To Backup a
Database

To Backup an Individual
Table(s)

To Backup the
Transaction Log

From the Source tab, locate the Microsoft SQL Server. It is listed under the
server on which it is installed.

Double-click on the SQL Server to display a list of databases for this server
and then select the database you wish to back up.

-l B Microsoft SGL Server
-0 4 master
- 05 model

- [ R MSwebtasks(dba)

-~ W B mswiorkdbo)

e | % sysalertsidba)
BB syshistory(dbo)
| ﬁ sysnotifications{dba)
= | ﬁ sysoperatorsidbo)
- H ﬁ sysservermessagesidboy
- BB systasks(dba)

- H ﬁ sysvolumelabel{dbo)

Note: The green box by the database name should be completely filled to
perform a database level backup.

Double-click on the SQL Server to display a list of databases for this server

and then expand the database to choose the individual tables you wish to
back up.

= A B3 Microsoft SOL Server

- M master
-l Py model

%Y pubs
----- W authors(dbo)
----- j@ dizcounts(dbo]
..... ‘ﬁ employee(dbal
..... B jobs{dbo)

..... ﬂﬁ pub_infoldbo)
..... ﬂﬁ publizhers(dbn]
..... ﬂ@ rayzched(dba)
----- ﬂ@ ales(dbal

..... ﬂﬁ stores(dba)

..... n | i

Note: When you select a table or combination of tables to be backed up,
ARCserve treats each table as a separate session. The green box by the
database name should be half full to perform a table level backup.

If the field LogSize is displayed, then this database has a separate transaction
log. The transaction log is backed up with the database by default.
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Backing Up

5. Right-click on the Backup Agent Option and a pop-up menu appears:

[RLISON ﬂ‘aﬁéeg ﬂ‘%g

Source |Deslinalion| Schedule I

=- .‘E My Computer (ALISCN) MName ¢
- OE G -FAT 1 B Mswebtasks{dba)
B DS Dt - NTFS 1 B Mswiorkidbo)
-0 % Registry | ﬁ sysalerts(dbo)
o 2 Microsoft SQL Server o ﬁ N
masker syshiskary(dbo)
model | ﬁ sysnotifications(dba)
Sy | ﬁ sysoperators{dbo)
i Backup Agent Option... ﬁ syssErvermessages. ,
@ MSwork(dba) ﬁ systasks(dbo)
m sysalertsidba) | ﬁ sysyolumelabeldba)
m syshistory(dbo)
| m sysnotifications{dbo)
. W BEH svsoperators(dbo’

6. Select Backup Agent Option from the pop-up menu. The Backup Agent
Backup Option dialog box opens. Note that Backup Agent options are not
applicable for table level backups.

Backup Agent Backup Dpkion d |

=

— ¥ Backup Transaction Log

&+ Truncate

The Trangaction Log will be truncated
after Backup

Mo Truncate

The Tranzaction Log will HOT be
truncated after Backup

0k I Cancel Help

7. Select your backup options and click OK.

ARCserve provides the following options when you back up a transaction
log:

m  Truncate: Truncate the transaction log files after backup.
m  No Truncate: Do not truncate the transaction logs after backup.

Truncating a transaction log removes the inactive portion of a log. You
usually truncate a transaction log after you have backed up a database and
transaction log together.

8. Click the Destination tab to select a backup destination.
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Backing Up

9. C(lick the Schedule tab. The Schedule dialog appears. From this dialog, you
can schedule the job and specify the backup method. To run the job now,
you may bypass the schedule setup and go to the Run/Schedule button.

e

| Y =] '5“5"5 % ‘ %)

Source IDestination Schedule |

& Custom Scheduls " Use Botation Scheme

Fepeat Method IDnce 'l

— Backup Method
& Full [Keep Archive Bit)
" Full [Clear Archive Bit]
' [ncremental
" Differential

10. Click the Run/Schedule button on the toolbar. The Security and Agent
Information dialog box opens.

= Security and Agent Information

Please edit or confirm the following security and agent information
for thiz job.

Object IUserName IPassword I.&gent Cancel
My Computer (ISHMA wiliame ===
@ My ComputeriMicrose za

Lk

Help

Note: In this dialog box, the column and button labeled “ Agent” refers to
the Client Agent, not the Backup Agent. If you wish, you may enter client
agent information at this time.

11. Enter or verify the user name and password for the SQL Server. To enter or
change security information for the SQL Server, select the SQL Server object
and click Security; enter the new user name and password in the Security
dialog box, then click OK.

12. After verifying or changing the security information, click OK to continue.
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Restore Overview

13. The Submit Job dialog box appears. Use this window to select the job
execution time, to place the job on hold, to submit an optional description for
the backup job, or to select source priority.

Refer to the online ARCserve Administrator Guide for further information on
scheduling backups.

Restore Overview

To restore or load is to load a database from a backup of that database and (if
applicable) one or more backups of its transaction log. A load overwrites any
information in the database with the backed-up information. Loads are
accomplished by using ARCserve, the Backup Agent, and the SQL LOAD
statement.

If a database or table is damaged or lost, you can restore the database or table by
reloading the most recent database or table backup and the succeeding
transaction log backups. Or, if you have some corrupt data on the database or
table, you can reload a database or table backup over the corrupt database or
table.

If you are reloading a database or table because of media failure, you must do the
following;:

m  Drop the damaged database or table using either of these SQL Server
utilities: DBCC or the sp_dbremove system stored procedure.

m  Recreate the database or table.
m  Restore the database or table from backup.
You can also dump a database and load that dump into another database.

However, the new database must be at least as large as the dumped database
that is being loaded. (Segment mappings must also be the same.)

Note: If the msdb database is to be restored from a backup, the SQLExecutive
service must be stopped before the restore begins and then restarted after the
restore is complete. If this is not done, then SQL Executive will not function

properly.

The Backup Agent enables the following possible Restore operations:

m  Restore to original location (same server) with same database name

m  Restore to original location (same server) with different database name
m  Restore to different location (new server) with same database name

m  Restore to different location (new server) with different database name
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Restore Overview

Database Loads

Transaction Log
Loads

When a database is loaded, SQL Server rolls back any uncommitted transactions
that were active at the moment the dump began. When the load is complete, the
database is in the same state it was in when the DUMP statement was executed,
minus any transactions that were active at that point.

Once the data from the dump has been reloaded, SQL Server reinitializes any
remaining unused pages. For example, if a 100-MB database contains only 5 MB
of data, all 100 MB of space is still rewritten. A database load command takes at
least as long as the CREATE DATABASE statement that created the database.

Loading a database locks it so that it cannot be modified while recovery is in
progress. Users can, however, access and modify other databases on SQL Server
during this time.

If a failure occurs while a database is being loaded, SQL Server notifies the
system administrator but does not recover the partially loaded database. The
database load must be restarted.

The destination database must have at least as much storage space as was
allocated to the dumped database. The actual amount of data in the dumped
database is irrelevant. To get information about allocated storage space, use SQL
Enterprise Manager or the DBCC CHECKALLOC statement.

After a media failure, restart SQL Server. If SQL Server cannot access a database,
it marks the database as suspect, locks it, and displays a warning message. A
damaged database must be dropped, which can be done using the SQL
Enterprise Manager.

After the database is dropped, it must be recreated. After it is recreated, the
system administrator or database owner can load the most recent database dump
(plus any transaction log dumps) using ARCserve and the Backup Agent. (The
master database is restored using a special procedure.)

Once you've restored a database, you can load the transaction log dumps that
were done after the database dump. Loading transaction logs allows you to
recover as much of a database as possible in case of system failure.

Backups of the transaction log must be loaded in the sequence in which they
were made. SQL Server checks the timestamps on each dumped database and
each dumped transaction log to see that the sequence is correct.

Loading a transaction log is also referred to as “applying” a transaction log.
Loading a transaction log results in re-execution of the changes it contains and in
rolling back any transactions that were uncommitted when the transaction log
was backed up.
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Restore Overview

When entire sequence of transaction log dumps has been loaded, the database is
restored to its state at the time of the last transaction log dump, minus active
transactions. (The exception to this is the SQL DUMP TRANSACTION
statement, which was active at that point. It is not rolled back. It is completed by
the next LOAD TRANSACTION statement.)

Restoring a Master Restoring the master database is a special case. You will need to rebuild the

Database master database from the SQL server setup. (Refer to your Microsoft SQL Server
documentation for complete instructions). Start SQL server in single-user mode,
then restore the master from the most recent backup.

1. Stop SQLExecutive service.

2. Start MSSQL server in single user mode with the following command:
sql servr /c /dPATH TO MASTER DEVICE /' m

Where PATH_TO_MASTER_DEVICE is the complete physical path to
master.dat

3. After restore of master database, the physical name of the master device may
appear as " the_master_device". This might cause subsequent problems in
the operation of the Backup Agent.

To update the physical device name of the master database in the sysdevices
table in master database, run the following commands from ISQLW:

use naster

go

sp_configure "all ow updates"”, 1
go

reconfigure with override

go

begi n trans

go

updat e sysdevi ces set phyname='c:\nssql \data\ master. dat'

wher e nanme=' mast er'

go

commt trans

sp_configure "all ow updates", 0

go

reconfigure with override

go

An error in this statement could directly affect the functionality of the SQL
server. For more information please refer to the sp_configure procedure in
the Transact-SQL Reference Manual.

Note: When restoring the master database, ARCserve will report the job as
crashed although it is not. The reason is that the SQL Server unloads itself as
soon as the restore of the master database is completed and the ARCserve restore
job process is abruptly terminated. See Appendix A for Disaster Recovery.
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Restoring

Restoring

When a database or table is restored from a backup, that database or table must
not be in use. Any data in the specified database or table is replaced by the
loaded data.

To Restore a 1. Start ARCserve and open the Restore Manager. Refer to the online ARCserve

Database, Administrator Guide for details on starting ARCserve.
Transaction Log or

Individual Table: 2. From the Source tab, select the Restore by Tree option.

3. In the Browser, locate the Microsoft SQL Server, then select the database or
table you want to restore.

Source |Destinatiu:un| Schedule I

IFE Restore by Tree j [

= [B) My Computer { ALISON )
=8 J @ Mu:rosuFt S0L Server

- “f"L Microsoft Windows Metwork,
=~ -“;i% Netiiare Metwork,

- El 5 Macintosh Agents

- Cl 5 MetWare Agents

Individual Table The table names will appear appended to the database name as such:
DATABASENANME. TABLENAME

w Fest_Fp [I0:AESD]

Session 0001 : VKL

Session 0002+ kLPD:

Session 0003  VIKLPIE:

Session 0004 : KLPIF:

Session 0005 : VKLPSystem State

Session 0006 VKLPYC Program Files\Computerd
Session 0007 VKLPYCProgram Files\Computerd
Session 0003 : \KLPYdbasgle0tpubs, aukhors{dbo)
o~ L:zaYoubs  authors(dbod
s | @ Session 0009 ; YKLPYdbasgle0tpubs, aukhors{dbo)

-Hoooog |'1 o

Transaction Log The transaction logs need to be restored in the order they were backed up. If
you use the Truncate option, you must restore in sequence 1, 2, 3, and so on.
If you use the No Truncate option, you can restore the last log that was
backed up.
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Restoring

To Restore to a Different
Server using the Same
Database Name

To Restore to a Different
Server Using a Different
Database Name

Click the Version History button. The Version History dialog box opens:

x
4o Jhied on i ] [eeea |
-1 allytape 5 ]
2 alytape [DEZADLSEQT] B4 dbasgBMunsdb Backup. Lancel |
3 allytape [ID:624D SEQ:) a3 dbasglEltmedb Backup. Help |
4 allytape [ID:6240 ,5EQ:1) g2 dbasglEltmedb Backup. —
4] | o

Select a backup version for this database or table and click the Select button.
The Version History dialog box closes.

Click the destination tab and select a destination.

The type of Restore operation that will be performed depends on the
destination you select. You can select to restore to either the original server
that was backed up, or to a different server. In either of these cases, you can
restore the database with the same name as the original, or with a different
name. See the appropriate procedures below:

In the Browser, clear the “Restore files to their original location(s)” check
box. Select the server you want to be the destination.

In the Browser, clear the “Restore files to their original location(s)” check
box. Select the server you want to be the destination. Select the Microsoft
SQL Server icon. In the space below the check box, enter the new name of
the database at the end of the path displayed.
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Restoring

To Specify Security When
Restoring to the Original
Server

Source  Destination | Schedule I

™ Restore files to their original location]s)

I\\EPQ DELL2000%dbasqlE0

CULYER_CEMTER
DAC
DAC_FA%_NT
DALLAS
DAMEA_DOMATN
DARK_EMPIRE
DATABASE
DBZATG
DBAGENT4
DBAGEMTDEY
DBAGEMTPLL
B cPqpELLz000
-2l Cf
R

el =2

you have selected.

7. Click the Run/Schedule button on the toolbar.

8. Specify the Security Information according to the type of Restore operation

Enter the username and password for your SQL Server. Click OK to

continue.

Security far
WAl MMicrozoft SOL Senver

zer Mame Sdminiztrato

Pazzwiord I

To zpecify a domain account on MT, uze the
fallwing syntas: Damaint amesU set ame.

To zpecity a local account, enter the L zerk ame.
To zpecity a UNES account use UME< User Mame.

0k I Cancel Help |

The Session user name and password dialog box opens. Verify or change the
user name and password for the Windows NT /2000 machine on which the
SQL Server is loaded. To change the user name or password, select the
Session and click Edit. If a Session password was assigned to this Session,

enter the Session password.
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Restoring

Session User Name and Password

For each tape sesgion, enter;
- Uzername and pazsword for the machine ta which the files are restored.
- Segzion pazsword for pagzword-protected tape sezsions only.
- IP or IF% addrezs for agent restare only.

Media | Sesz. # | Path | |Jzer Name | Pagzmword
allytape [G240] aoss WWALISOM dbazqle0  Adminiztrator

b,

(1] 4
Cancel
Exdit

Help
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Restoring

To Specify Security When Enter the user name and password for the Windows NT /2000 server and
Restoring to a Different click OK. When the Security dialog box for the SQL Server appears, enter the
Server user name and password for your SQL Server.

security B 2x

Security for
SALISOMSMicrosoft SOL Server

User Name Ixa

Ixxxxx

Pagzword

To zpecify a domain account on NT, use the
fallowing syntax: Domaintames ) zetanme.

To specify a local account, enter the Uzert ame.
To zpecify a UNIX account use UMES Uszer Mame.

Ok, I Cancel Help

Click OK to continue. The Session Password dialog opens. If a session
password was assigned to this session, enter the session password. Click

OK.

Session Password x|
“'ou only need to enter & seszion pazsword if & seszion
pazzword was added when the Backup job waz created.

Media | Sesz. B | Password Cancel |
TesztOndpnill 8 [COSE] 0126
Enter Fazsword |
Help |
4 3
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Backing up and Restoring in a SQL Server Cluster Environment

Backing up and Restoring in a SQL Server Cluster
Environment

ARCserve supports the Active/Passive configuration of the SQL Virtual Server
in the Microsoft Cluster Server (MSCS) environment.

An SQL Virtual Server is backed up and restored just like any non-clustered SQL
Server using the Backup Agent with the following important differences:

m  The Backup Agent must be set up on the local drives of all nodes in the SQL
Virtual Server.

m  The SQL Virtual Server is always remote. The SQL Virtual Server is listed
under the MSCS icon. Therefore it must be backed up through the network
or the preferred shares under the MSCS icon in the Backup Manager. It
should not be backed up through the local machine or the SQL Virtual Server
icon.

m  If the node that the SQL Virtual Server is currently running in fail over
during a backup job, the back up job will fail and must be resubmitted.
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e Using the Backup Agent with
Microsoft SQL Version 7.0 and
above

Backup Overview

To back up is to create a copy of a database, transaction log, differential backup,
or file/file group on another device (usually a tape drive). Backups are
accomplished using ARCserve, the Backup Agent, and the SQL BACKUP
statement.

Backing up a database creates a copy of its tables, data, and user-defined objects.
In case of media failure, you can recover your databases if you have been making
regular backups of your databases and their transaction logs.

When an SQL database backup is started in ARCserve, the Backup Agent
initiates a dynamic backup of the database, a backup that can take place while
the database is active. The backup captures the state of the data as it is at the
moment the statement is executed; no partial transactions are reflected. Any data
changes made after the backup begins are not reflected in the backed up
database.

Ideally, you should back up a database immediately after you create it.
Thereafter, you should continue to back it up on a regular schedule to ensure
smooth recovery in case of database or media failure. You should maintain
regular backups of all databases, including:

m  The master database

m  The msdb database

m  All user databases

m  The distribution database (if the server is configured as a replication

distributor)

ARCserve allows you to set and maintain a schedule of automatic backups.
Refer to the online ARCserve Administrator Guide for information on scheduling
backups.
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Differential Backups

Transaction Log
Backups

Tip: Performing a backup can slow the system down, so you may want to
run it when the database is not being heavily updated.

A recommended approach is:
1. Back up the database regularly, at least once every night.

2. Perform differential backups frequently, like every five hours or more for
highly active databases.

3. Perform transaction log backups between each differential backup every 30
minutes.

You can significantly reduce your backup time by supplementing your full
database backups with a differential backup. A differential backup records only
those data changes made to the database after the last full database backup. A
differential backup is smaller and takes less time to complete.

If your system has some of the following characteristics, you may want to
consider differential backups:

m  You do not often have the resources (such as lack of storage space or lack
of time) to perform full database backups.

m  You need to implement simple maintenance procedures because you do
not have a database administrator.

m  You can risk losing modifications made to the data after the last
differential backup, and it is more efficient to possibly have to recreate
the data rather than use transaction log backups.

Note: During a full database or differential backup, enough of the transaction
log will be backed up to produce a consistent database for when the database is
restored.

A transaction log can be backed up separately from the database. It is important
to back up the transaction log frequently. Doing this will ensure that you keep
the most up-to-date backups inbetween performing complete database backups.
A transaction log backup, like a database backup, can take place while the
database is active.

Typically, transaction logs are backed up more often than databases. A
transaction log might be backed up once a day, and a database might be backed
up once a week. Backing up a transaction log takes less time and uses less
storage space than backing up a database. (Do not back up a transaction log
unless the database has already been backed up at least once.)

It takes longer to recover a database when you restore the database and all
transaction logs sequentially than it does when you restore only the database.
Finding the correct strategy depends on your environment. The time required to
perform backups must be considered in relation to the time required to restore.
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Files/Filegroup
Backups

When a backup of a transaction log is performed, it is backed up from the last
successfully executed log backup to the current end of the log. By default, the
log will be truncated to the beginning of the active portion of the log, which
contains the oldest open transaction. Truncating a transaction log removes the
inactive portion of a log. You usually truncate a transaction log after you have
backed up a database and a transaction log together.

You would choose to back up a file or file group when the database size and
performance requirements make it impractical to perform a full database backup.

If you choose to back up a file instead of the full database, set procedures in place
to assure that all files in the database are backed up regularly. Also, separate
transaction log backups must be performed. After restoring a file backup, apply
the transaction log, this rolls the contents of the file forward to make it consistent
with the rest of the database. For further information, refer to the Microsoft SQL
Server documentation.

The BACKUP statement requires that entire filegroups affected by a CREATE
INDEX statement since the last filegroup be backed up as a unit.

m If an index is created on a filegroup, that entire filegroup must be backed up
in a single backup operation. Backups of individual files that are part of the
affected filegroup are not allowed.

m If an index is created on a filegroup different from the one that the table
resides in, then both filegroups (the filegroup containing the table and the
filegroup containing the newly created index) must be backed up.

m If more than one index is created on a filegroup different from the filegroup
in which the table resides, all filegroups must immediately be backed up to
accommodate these different filegroups.

The BACKUP statement detects all of these filegroup situations and
communicates to the backup user the minimum filegroups that must be backed

up.
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Backup Options

The Backup Agent for Microsoft SQL Server allows the following types of
backups to be performed:

Complete Database — Performs a backup of your entire database.

Differential — Performs a backup of data that has changed since the last
complete backup was performed. (For example, if you ran a complete
backup of your database on Sunday night, you might want to run a
differential backup on Monday night to back up just those files that have
changed on Monday.)

Transaction Log — Performs a backup of your Transaction Log.

Files and/ or Filegroups — Performs a backup of selected files within a
database. You should choose to back up a file or file group when the
database size and performance requirements make it impractical to perform
a full database backup.

Database Consistency Check (DBCC) — Checks the physical and logical
consistency of a database. The following 2 database consistency checks are
performed when this backup option is enabled:

DBCC CHECKDB— checks the allocation and structural integrity of all
the objects in the specified database. By default it will perform a check
for indexes which can increase the overall execution time. But the
system table indexes will be checked anyway, with or without using this
option.

DBCC CHECKCATALOG — checks for consistency in and between
system tables in the specified database.

The Backup Agent provides the following four options with DBCC to be
executed during database backup:

m  Before Backup — perform DBCC before backup of the database.
m  After Backup — perform DBCC after backup of the database.

m  Continue with backup, if DBCC fails — proceed with the database
backup even if DBCC fails.

m Do not check indexes — perform DBCC for the database without
checking indexes for user defined tables.

All of the error messages that occur during the DBCC will be displayed in
the log file of the backup agent (dbasql70.log).
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Backing Up

This section provides the basic steps you need to backup a database.

1. Make sure that the SQL Server is running on your server. The Microsoft SQL
Server service must be started.

2. Start ARCserve and open the Backup Manager. Refer to the online ARCserve
Administrator Guide for details on starting ARCserve. The Backup Agent is
started automatically when you launch ARCserve.

3. From the browser in the Backup Manager, locate the Microsoft SQL Server.
It is listed under the server on which it is installed.

4. Double-click on the SQL Server to display a list of databases for this server
and then select a database.
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'"£| Ol - FAT [ name o Type | size | Last Modified Date 1
| EE Ed - NTFS There are noitems to display in this view,
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Ol &3 Oracle Server - ORCL
=-d @ Microsoft SQL Server
Databasa One On £ P | | J
DE1OnAU-1
2 DE2ORAL_L 2 Al
= DB3CnAL_L dbasql70Microsoft SQL Server
DE4OnAl_1
master
rodel - .
madb Backup Agent Option... ) select into/bulkcopytrunc, log
Narthwind Data Size on chlpt.
Used Data Size 102400 KB
pubs Used Data Percentage 19999 KB
TestDatabaseRestc Log Size 19,53 % ( 8047 % FREE) -
T=f+n=|-=l-.=r=u.lu-l-..-_|v _‘I lrad Lon Siza NAR0 A R

Information about the selected database is displayed on the right side of the
screen.

5. Right-click the database object in the browser. A pop-up menu opens.
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6. Select Backup Agent Option. The Backup Agent Backup Options dialog
opens:

Backup Agent Backup l]ptionséé ilil

— Databaze Backup Optiong

" Database - Differantial

 Tranzaction Log

Do not remave inactive entries
fran tramsaction log

 Files and filegroups Browse |

— Databaze Consistency Check
[™ Before backup

[~ After backup
[T Continue with backup, if DBECE fails

[T Do not check indexes

0k I Cancel | Help |

ARCserve provides the following choices when you back up a transaction

log:

Truncate the transaction log files after backup— The log files by default
will be truncated.

Do not remove inactive entries from transaction log— This choice keeps
inactive log entries after backup.

7. Make your selections. Refer to the previous section on Backup Option for
further information.

Database - Complete— Performs a backup of your entire database.

Database - Differential — Records only those data changes made to the
database after the last full database backup.

Transaction Log — If you choose to back up the transaction log, by
default, it will truncate your inactive log entries. If you do not wish to
truncate, check the “Do not remove inactive entries from transaction log”
option.

Files and Filegroups — Click on the Browse button to choose which
files/filegroups you wish to back up. Click on the files or filegroups you
wish to backup (a checkmark should appear).
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Specify filegroups and files E

Choose the files or filegroups to backup:
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8. Click OK. You are now ready to submit a backup job.
9. Select a Backup Destination.

10. Click the Schedule tab. The Schedule dialog appears:

AR & -

P 558

Source I Destination Schedulel

' Custom Schedule " Usze Botation Scheme

Repeat Methad | Once 'l

—Backup Method
= Full [Keep &rchive Bit)
" Full [Clear Archive Eit]
¢ Incremental
" Differential

From this dialog, you can either run the job now or schedule the job for
another time. Refer to the online ARCserve Administrator Guide for
information on scheduling backups.

Using the Backup Agent with Microsoft SQL Version 7.0 and above 3-7



Restore Overview

11. Click the Run button on the toolbar. The Security and Agent Information
dialog box opens:

H

Secunty and Agent Information

Flease edit or confirm the follawing security and agent infarmation for -
o

biect |UserName |F'§|'§sword |Agent Cancel |

B ‘\dana\Microsoft 50 sa gecuri[_p___l
Sgent.. |

<| ool

Note: In this dialog box, the column and button labeled “Agent” refer to the
Client Agent, not the Backup Agent. If you wish, you may enter Client
Agent information at this time. Refer to the online ARCserve Administrator
Guide for more information on Client Agents.

12. Enter the user name and password for the SQL Server. Click on Security to
change the security information for the SQL Server. Enter the new user
name and password in the Security dialog box, then click OK.

13. After verifying or changing the security information, click OK to continue.
The Summit Job dialog box appears.

14. Click OK. The Job Status window opens. Use this window to monitor the
current status of your job. Refer to the online ARCserve Administrator Guide
for more information.

Restore Overview

To restore is to load a database from a backup of that database and (if applicable)
one or more backups of its transaction log. If a database is lost or damaged, you
can restore the database by reloading the most recent database and the
successive log backups. A restore overwrites any information in the database
with the backed-up information. Restores are accomplished by using ARCserve,
the Backup Agent, and the SQL RESTORE statement.

When a database is restored, SQL Server rolls back any uncommitted
transactions that were active at the moment the backup began. When the restore
is complete, the database is in the same state it was in when the BACKUP
statement was executed, minus any transactions that were active at that point.
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Once the data from the backup has been reloaded, SQL Server reinitializes any
remaining unused pages. For example, if a 100-MB database contains only 5 MB
of data, all 100 MB of space is still rewritten, therefore a database restore
command takes at least as long as the CREATE DATABAGSE statement that
created the database.

A database locks so that it cannot be modified while the restore is in process.
However, users can access and modify other databases on SQL Server during
this time.

If a failure occurs while a database is being restored, SQL Server notifies the
system administrator but does not recover the partially restored database. The
database restore must be restarted.

The destination database must have at least as much storage space as was
allocated to the backed up database. The actual amount of data in the backed up
database is irrelevant. To find out about allocated storage space, use SQL
Enterprise Manager or the DBCC CHECKALLOC statement.

After a media failure, restart SQL Server. If SQL Server cannot access a database,
it marks the database as suspect, locks it, and displays a warning message. A
damaged database must be dropped —a process that can be performed using the
SQL Enterprise Manager.

During a restore operation, the selected database must not be in use. Any data in
the selected database is replaced by the restored data.

The Backup Agent for Microsoft SQL supports the following:
m  Restoring a complete database, which restores the entire database.

m  Restoring a differential backup — Differential backups allow the database to
be restored only to the point in time that the differential backup was created.
It does not, however, restore to the exact point of failure as a transaction log
restore does. Usually differential backups are supplemented by creating
multiple transaction log backups after each database backup is created. By
using a combination of database, differential backup, and transaction log
backups, the time of database recovery and the amount of data loss due to
failure can be minimized.

m  Restoring a transaction log— Once you've restored a database, you can load
the differential backup (if any), and transaction log backups that were
accomplished after that database backup. Loading transaction logs allows
you to recover as much of a database as possible, in case of a system failure.
Backups of the transaction log must be loaded in the sequence in which they
were created. SQL Server checks the timestamps on each backed up
database and each backed up transaction log to see that the sequence is
correct.
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Restoring a transaction log is also referred to as “applying” a transaction log,.
Restoring a transaction log results in re-execution of the changes it contains
and in rolling back any transactions that were uncommitted when the
transaction log was backed up.

Once the entire sequence of transaction log backups has been loaded, the
database is restored to its state at the time of the last transaction log backup,
minus uncommitted transactions. (The exception to this is the SQL BACKUP
LOG statement, which was active at the point of restore. It is not rolled back:
the next RESTORE LOG statement completes it.)

m  Restoring a file/filegroup — Files and filegroups can be restored from either
a file/filegroup backup or from a full database backup operation. When
restoring files/filegroups you must apply a transaction log. When a file/file
group is restored, the transaction log must be applied to the database files
immediately after the last file/filegroup operation.

The “Force restore over existing database” option allows the replacement of
files, but you will not be allowed to move the files to another location.

The Recovery Completion State must be set to the Leave database
nonoperational, but able to restore additional transaction logs option.

This option is not supported by SQL Server for file/filegroup restores. As is
mentioned in the SQL Server documentation, after restoring a file/filegroup,
the user must apply a Log Session in order to roll the contents of the file
forward to make it consistent with the rest of the database. One exception is
if the files were not modified, the log does not need to be applied.

However, this introduces a special case for ARCserve, when there are no Log
Sessions to follow the File/Filegroup Session, ARCserve cannot verify
whether the file was modified or not. Because of this it does not know which
should be the final recovery completion state, so by default it chooses Leave
database nonoperational, but able to restore additional transaction log.
Therefore, every time you backup a file/filegroup, make sure you backup a
log immediately afterwards.

The RESTORE statement requires that one or more filegroups be restored in
a single operation if indexes were created on these filegroups since the last
time these files were backed up. This requirement of restoring the entire set
of filegroup(s) is necessary whether the restore is from a filegroup backup or
a full database backup. The RESTORE statement detects this filegroup
situation and reports the minimum filegroups that must be restored.

For further information, refer to the Microsoft SQL Server documentation.
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Differential Backup

Transaction Log

Files and Filegroups

If a differential backup is damaged or lost, you can restore the differential
backup by reloading the most recent database backup and the succeeding last
differential backups. Or if you have some corrupt data on the differential
backup, you can reload a differential backup over the old differential backup.

Once a differential backup session has been selected to be restored, ARCserve’s
Automatic Selection option will automatically select the appropriate Differential
backup and Database Sessions, along with the proper options (if any). Automatic
Selection will ensure that you have the correct Session(s) being restored in your
job. Although you may package the appropriate Session(s) by yourself,
Automatic Selection will save time.

When a differential backup is restored, the backup must not be in use. Any data
in the specified differential backup is replaced by the restored data.

Unlike transaction log backups, differential backups do not allow a database to
be restored to the exact point of failure--only to the point in time that the
differential backup was created.

When restoring the transaction log, you must remember to apply it to the
appropriate database, differential backup, or filegroup Session. In summary, do
the following:

1. Restore the Database Session.
2. Restore the latest Differential backup Sessions, if any.
3. Restore the transaction log.

Once a transaction log has been selected to be restored, however, the Automatic
Selection option will automatically select the appropriate Transaction Log,
Differential backup and Database Sessions, along with the proper options, if any.
Automatic Selection will ensure that you have the correct sessions being restored
in your job. Although you may package the appropriate sessions by yourself,
Automatic Selection can ultimately save time.

Individual files and/ or filegroups can be restored from either a file/filegroup
backup or from a full database backup operation. When restoring a
file/filegroup, you must remember to apply it to the appropriate transaction log.

Note: When this option is used, the transaction log must be applied to the
database immediately after the last file/filegroup Restore operation. This allows
the contents of the file to roll forward making it consistent with the rest of the
database.
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Restoring a Master
Database

When choosing which file/filegroup to restore, perform the following steps:

m  Restore the file/filegroup.

m  Apply the appropriate transaction log sessions.

Once a file/filegroup has been selected to be restored, however, the ARCserve’s
Automatic Selection option will automatically select the appropriate transaction
log, along with the proper options, if any. Automatic Selection will ensure that

you have the correct sessions being restored in your job. Although you may
package the appropriate sessions by yourself, Automatic Selection can save time.

Restoring the master database is a special case. You will need to rebuild the
master database from the SQL server setup. (Refer to your Microsoft SQL Server
documentation for complete instructions). Start SQL server in single-user mode,
then restore the master from the most recent backup.

To restore the master database:

1. Start SQL Server in Single User Mode, using the -m option.

2. Stop the SQL Server Agent Service.

3. Submit a restore job of the master database backup.

For further information on this type of restore, as well as other special cases,
please refer to SQL Server Books Online.

You can also back up a database and restore that backup into another database.

Important! If the msdb database is to be restored from a backup, the SQLagent
Service must be stopped before the restore begins and then restarted after the
restore is complete. If this is not done, then SQLagent Service will not function

properly.
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Restore Options

ARCserve Automatic
Selection

Restore Type

Log Point in Time
Restore

The Backup Agent for Microsoft SQL Server allows the following types of
restores to be performed:

This option performs automatically, selecting dependent sessions and options,
saving time and possible error in packaging the restore job.

Automatic Selection also chooses the appropriate options for the desired restore
job so you can restore an entire database and its logs successfully.

This option allows you to select the desired type of restore:

m  The Database option is used for restoring complete databases, differential
backups, and transaction log backups.

m  The Files or filegroups option is used for restoring files or filegroups backups
or files belonging to database backups, but not for log backups or differential
backups. Once selected, you will be prompted to choose which files you
want to restore.

m  Force Restore Over Existing Database — Force restore, which is applied only
to databases and files, instructs the SQL Server to replace the existing
database with a new one it creates. Force Restore is also available when
restoring Transaction Log sessions if Automatic Selection is checked.

m Partial Restore — Specifies a partial restore operation. SQL Server provides a
mechanism to restore part of the database to another location so that a
damaged or missing data can be copied back to the original database. The
granularity of the partial restore operation is the database filegroup. The
primary file and filegroup are always restored, along with the files that you
specify and their corresponding filegroups. The result is a subset of the
database. Filegroups that are not restored are marked as offline and are not
accessible.

Note: This option is for SQL Server 2000 only.

This option specifies that the database will be restored to the state it was in as of
the specified date and time. Only transaction log records written before the
specified date and time are applied to the restored database. The Automatic
Selection feature is recommended for this option.

In order to find the correct log, SQL Server restores the record of each transaction
log that contains the start and finish time of the backup. Meanwhile, SQL Server
will search the record for the time selected. If SQL Server does not find the
correct time, the log will not be recovered. If SQL Server does find the correct
time, however, it will be restored to the point in the record that contains the time
submitted by the user. Once this is done, the Agent will signal ARCserve to stop
restoring. The database will be then be fully recovered.
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If there are other logs with the same time, those logs are ignored, the subsequent
sessions are skipped, and the restore jobs will be declared “Incomplete”.

The Log point in time restore option does, however, have its limitations. For
example, with Automatic Selection checked, you choose the “Force restore over
database” option again and select a single log or a couple of logs belonging to the
same database to be restored but fail to select the appropriate database,
differential backup, filegroup sessions to be restored first. In this case the job
will be “Incomplete”, and the subsequent sessions for that database will be
ignored.

The options available for Log point in time restore running on SQL 2000 are:

m  Stop before log mark— This option includes an After datetime field where
the user can specify a specific date and time. The option specifies recovery to
the specified mark but does not include the transaction that contains the
mark. If After datetime is omitted, recovery stops at the first mark with the
specified name. If After datetime is specified, recovery stops at the first mark
having the specified name exactly at or after datetime.

Note: This option is for SQL Server 2000 only.

m  Stop at log mark— This option includes an After datetime field where the
user can specify a specific date and time. The option specifies recovery of the
database to the specified mark, including the transaction that contains the
mark. If the After datetime field is omitted, recovery stops at the first mark
with the specified name. If the After datetime is specified, recovery stops at
the first mark having the specified name exactly at or after datetime.

Note: This option is for SQL Server 2000 only.

m  Stop at time— This option includes a date and time field where the user can
specify a specific date and time. The option specifies recovery of the
database to the specified date or time. This is the default option for Log
point in time restore.

Restore Database This option has three purposes:
Files as

m  Show the backed up files and the appropriate information.

m  Allow a user to select the files to be restored in the case of a File/Filegroup
Backup Session or a Database Backup Session. This can be done by selecting
the “File or filegroups” Restore type.

m  Allow a user to change the path of these files and to move them to another
location by editing the “Move File to Physical Location” column.

Note: For SQL Server 2000 users, you may also select log files and change the path
and move to another location.
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Note: Remember that the move function is only for a complete database restore.

Recovery Completion  This option allows you to specify the final state of a session restore via the
State following selections:

Leave database operational. No additional transaction logs can be
restored — This option instructs the restore operation to rollback any
uncommitted transactions. After the recovery process, the database is ready
for use.

Note: If you choose to use Automatic Selection, no manual selection for the
subsequent sessions for these options is required because ARCserve will
perform the selection of sessions and the necessary options automatically. If
not, you must follow the SQL Server rules regarding the restore flow. For
further information, refer to the SQL Server documentation.

Leave database nonoperational, but able to restore additional transaction
logs— When this option is selected, it instructs the restore operation to not
roll back any uncommitted transactions. Either this option or option C must
be specified if another transaction log has to be applied. SQL Server requires
that this option be used on all but the final statement. It’s also required on a
database backup and multiple transaction log backups, or when multiple
statements are needed (for example, a full database backup followed by a
differential backup). Again, you must take the same note as above into
consideration.

Leave database read-only and able to restore additional transaction logs —
This option means that a standby (warm backup) server is a second server
that can be brought online in the event of failure of the primary production
server, which will contain a copy of the databases on the primary server. For
further information about standby servers refer to the SQL Server
documentation.

Database Consistency Check (DBCC) — Checks the physical and logical
consistency of a database. The following two database consistency checks
are performed when this option is enabled:

DBCC CHECKDB —checks the allocation and structural integrity of all
the objects in the specified database; by default it will perform a check
for indexes which can increase the overall execution time. But the
system table indexes will be checked anyway with or without using this
option.

DBCC CHECKCATALOG —checks for consistency in and between
system tables in the specified database.

The Backup Agent provides the following two options with DBCC to be executed
during database restore:

m  After Restore —perform DBCC after restore of the database.
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Restricted User
Access After Restore

Keep Replication
Settings

Restoring

To Restore a
Complete Database,
Differential,
Transaction Log or
File/Filegroup Backup

m Do not check indexes —will perform DBCC for the database without
checking indexes for user defined tables.

Note: This option is for SQL Server 2000 only.

Restricts access for the newly restored database to members of the db_owner,
dbcreator, or sysadmin roles. In SQL Server 2000, RESTRICTED_USER replaces
the DBO_ONLY option from SQL7. Use with the Leave database operational,
No additional transaction logs can be restored option.

Note: This option is for SQL Server 2000 only.

Instructs the restore operation to preserve replication settings when restoring a
published database to a server other than that on which it was created. Keep
replication settings is to be used when setting up replication to work with log
shipping. It prevents replication settings from being removed when a database
or log backup is restored on a warm standby server and the database is
recovered. Specifying this option when restoring a backup with the Leave
database nonoperational, but able to restore additional transaction logs option
is not permitted. This option should be used only with the Leave database
operational, No additional transaction logs can be restored option.

If a database is damaged or lost, you can restore the database by reloading the
most recent database backup, the latest differential backup, and the succeeding
transaction log backups. Or, if you have some corrupt data on the database, you
can reload a database backup over the old database.

When a database is restored from a backup, that database must not be in use
because any data in the specified database is replaced by the restored data.

1. Start ARCserve and open the Restore Manager. Refer to the online ARCserve
Administrator Guide for details on starting ARCserve.

2. From the Source tab, select the Restore by Tree option.

3. In the browser, highlight the Database Name you want to restore.
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Media Mame | Session # | Souce | Type | ethad | Select I
TapeTest [ID:CC215EQ:1] 7 dbasq? Back Log Truncate
TapeTest [D:CC21.5E0:1] dhasa? Back Log Tuncate | |__Corcel |
TapeTest [ID:CC215EQ:1] 5 dbasql? Back File/Filegioup Hel

nelp
TapeTest [ID:CC215EQ:1] 4 dbasq? Back Log 4'
TapeTest [ID:CC21 5EQ:1] 3 dbasq? Back Log Truncate
TapeTest ID:CC21,5EQ:1] 2 dbasql? Back Differential
ape LJ: 1

] I

|

Version History gives information on the media name attached to the

selected source, its backup Session number, backup method, as well as the
date and time the backup was made. Using Version History allows you to
select the session to restore from on the backup media.

5. Select a backup session for this database to be restored and click the Select
button. The Version History dialog box closes.

6. In the browser, select the Database Name you highlighted in Step 3. The box

to the left of the source will fill green, indicating it has been selected.

7. Right-click the Database Name in the browser. A pop-up menu opens.

8. Select Backup Agent Option. The Backup Agent Restore Options dialog

opens:
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Restoring

Backup Agent Restore Options

— &RCzerve Automatic Selection

¥ Automatically selects all other required sessions and options for the cument session.

Screen will vary

depending on the “Restors
Restore session(s) & Database
selected. -

" Files or filegroups

[ Farce restore over existing database.

= Lo peib i ke restone: I E/ E/00 LI I 1:40:46 Pt j
Restore database files as:
Files ar filegroups | Move file to physical lozation Size... | Physical file locatio

modelde CAMSSOLAADAT Ahmodel. rndf 7ER CAMESALADAT
modellog o mezglPdataimodellog, [df 768 chmezglPhdataimom
1] | ol

— Recavery Completion State

' | eave database operational. Mo additional transaction logs can be restored.
" Leave database nonoperational, but able to restare additional transaction logs.

" Leave database read-only and able to restore additional transaction logs.

ede flEranme; IC:\MSSGL?\BAEKLIF"\LINDD.DAT Brawse |

— Databasze congistency check

[ After restore
= i mat chesk fideres

QK I Cancel | Help |

Note: The screen may vary depending on the Restore sessions selected.

Tip: The Automatic Selection option is chosen by default. This chooses the
appropriate options for you automatically (the options chosen will depend
on the type of restore). To accept the default, click OK. To review and
change your options, refer to the “Restore Options” section later in this

chapter.
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Restore by Session
Method Only

To Restore to a Different
Server Using the Same
Database Name

To Restore to a Different
Server Using a Different
Database Name

In the browser, select the Session you want to restore.

- Job Tape DB El [%
pu- 1g6a k|-
Source | Destination |
IEI Restore by Session j
= @ Testonaprills [10:COSE][5/M: 1000001] | | Hame | Tupe [ Size Last
(& Session 0019 There are no items to display in this view

&
o

poooooooooooooooOoEO

Lal_3dbasql70iTestDatabaseiwith

&, Session 0021 : 1alU_3idbasql70ipubs
8 Session 0022 : \\Al_3dbasgl70iMorthuwind

&, Session 0023 : 1aU_3dbasql70imsdb

i Session 0024 : \\al_3dbasgl7limadel

& Session 0025 : 1alU_3idbasql70imaster

i Session 0026 : \\al_3dbasql?\DIFFDENameSameP
& Session 0027 ¢ 1\aU_3dbasql700DE4

o [ T T ] e e - e - - ] - -
- - - G B - - - B - - - - - -

8 Session 0025 : \\AU_Tdbasgl7odbs 4 | j

&, Session 0029 @ 1\aU_3dbasql70lDEZ

8 Session 0030 : \\Al_3dbasgl?0\DE1OnAL_3 /?L :I

7 Session 0031 : 1aU_3dbasql70\Database OF Alwal Q Restore Manager

8 Session 0032 : \\AlU_3dbasgl7oAl_3DE-4

&, Session 0033 : 1aU_3idbasql70lasdb J

8 Session 0034 : \\al_3dbasql70\ TestDatabasevith Backup Agent Option... Media Narne Tes

&, Session 0035 : 1al_3idbasql70lasdb Random ID ot

8 Session 0036 : \\Al_Tdbasgl70Al_3DE-4 Sequence No. 1

&, Session 0037 : 1\aU_3dbasql70\Database OF Alwal + | Ses_siolj ND.I 20 =
4| | _»l_l ‘. »

Click the Destination tab and in the browser, select a destination.

You can select to restore either to the original server that was backed up or to
a different server. In either case, you can restore the database with the same
name as the original or with a different name.

Clear the “Restore files to their original location(s)” check box.

= 1888 kg =

Source  Destination |

[~ Restore files to their original location(s)
|\\ALI_3\dhasqI?D\DE2

Destination: | MS Windows maching 'I

£l gy DBAGENT_J5 [ uame 7 [ Type [ Size
= au3
=l
@ Db
=l e
% Add-ins L
address
Fl+f] CDrive
2] CHEYLPDS
connect§
METLOGON
Resources ! I _’I
saprnt

[ Last Modified Dz

There are na items to display in this view

. -
tracking.log 'l
Q My Gomputer
]y DEDEY
[+ gty DEDEVZ .
Security..

] gghy DEMGMT hd
-y, DEATH |4l r

Clear the “Restore files to their original location(s)” check box. Select the
server you want to be the destination. Select the Microsoft SQL Server icon.
In the space below the check box, enter the new name of the database at the
end of the path displayed.
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10. Click the Run/Schedule button on the toolbar.

12. Specify security information according to the type of Restore operation that
you selected.

To Specify Security When  Enter the user name and password for your SQL Server. Click OK.
Restoring to the Original

Server 21 x|

Securty far
WAl 3Microzoft SOL Server

User Mame

Password

To specify a domain account on NT, use the
following syntax: Domaint amebl zert ame.

To specify a local account, enter the Userame.
To specify a UMIX account uze UMES Uzer Mame.

ak. I Cancel | Help I

The Session user name and password dialog box opens. Verify or change the
user name and password for the Windows NT /2000 machine on which the
SQL Server is loaded. To change the user name or password, select the
Session and click Edit. If a Session password was assigned to this Session,
enter the Session password.

Session User Name and Password

For each tape session, enter:

[ ]

- Ugemame and password for the machine to which the files are restored.

- Session password for password-protected tape sessions only.

- |P or IP address for agent restare anly. Cancel |
Media | Sess. # | F'g't.h | User Ng_nln_a | P.. Edit |
TestOndpr21 [BIB4] oz SAll-14dbasgl70 Adrninistrator

TestOnipr21 [BIE4] one WAL 4dbasgl70 Administratar Help

4 | »
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To Specify Security When
Restoring to a Different
Server

Enter the user name and password for the Windows NT /2000 server. Click
OK.

Security for
Wil _3hdbazglFO

User Mame

Pazsword I

To zpecify a domain account on MT, uze the
following syntax: Domaint amehJset ame.

To specify a local account, enter the Userame.
To zpecify a UMK account uze UME< User Mame.

Ok I Catcel | Help |

The Security dialog box for the SQL Server appears. Enter the user name and
password for your SQL Server.

Securty for
Wall_3Microsoft SCL Server

Uszer Mame

Pazzword

To specify a domain account on NT, uze the
fallawing spntas: Domaint amesl sert ame.

To specify a local account, enter the User ame.
To zpecify a UM account use UMIE Uzer Mame.

QK I Cancel | Help |

Click OK. The Session dialog box opens. If a Session password was assigned
to this Session, enter the Session password. Click OK.

Session Password

You anly need to enter a session password i 3 session

pazzword was added when the Backup job wasz created. DK
Media | Sesz i | Pagzzword Cancel
TestOndprill 8 [COSE] 26

Enter Pagsword

Help

dildil

a| | »

Using the Backup Agent with Microsoft SQL Version 7.0 and above  3-21



Backing Up and Restoring in a SQL Server Cluster Environment

14. Click OK. The Submit Job dialog appears.

21x|
—Job Description Jaob Execution Time
Job Typ
l]F\estor: & Bun Now
Run Mow Job
" RunOn
Destination Node
WAL 3hdbasgFOADB2 31972000 -
TAEIEPM
I Submit o Hold
Desciiption I
Save | oK I Cancel | Help |

15. Click OK to submit this job. The Job Status window opens. Use this window
to monitor your job.

Backing Up and Restoring in a SQL Server Cluster
Environment

ARCserve supports the Active/Passive configuration of the SQL Virtual Server
in the Microsoft Cluster Server (MSCS) environment.

A virtual SQL Virtual Server is backed up and restored just like any non-
clustered SQL Server using ARCserve’s Backup Agent with the following
important differences:

m  ARCserve’s Backup Agent must be set up on the local drives of all nodes in
the SQL Virtual Server.

m  The SQL Virtual Server is always remote. The SQL Virtual Server is listed
under the MSCS icon. Therefore it must be backed up through the network
or the preferred shares under the MSCS icon in the Backup Manager. It
should not be backed up through the local machine or the SQL Virtual Server
icon.

m  If the node that the SQL Virtual Server is currently running in fail over
during a backup job, the backup job will fail and must be resubmitted.

3-22 Backup Agent for Microsoft SQL Option Guide



Appendix

Troubleshooting and Disaster
J.\ll Recovery

Error Messages

This section explains the most common error messages for ARCserve and the

Backup Agent:
Error Description Cause/Solution
Backup or Restore Probable Cause: There may be a number of reasons for backup or restore
Failed to fail.

Solution: Please refer to the Valid Operations with Database Options’
section below to determine when a backup or a restore is allowed.
Check the Backup Agent log file called DBASQL60.LOG, or
DBASQL70.LOG which is located in the Backup Agent directory. Refer
also to your SQL Server manual for information on backup operations.

No Microsoft SQL Probable Cause:
Servericonin

ARCserve browser m  The Backup Agent RPC Server is not running or is dead.

m  The Backup Agent is not installed.
m  No Backup Agent entry exists in the registry. It should be found at:

SOFTWARE\ Conput er Associ at es\ ARCser ve\ DSAgent \
Current Ver si on\ agent \ dbasql 60

Or

SOFTWARE\ Conput er Associ at es\ ARCser ve\ DSAgent \
Curr ent Ver si on\ agent \ dbasqgl 70

Solution:

m  Restart the Backup Agent RPC Server.
m Install the Backup Agent.

m  Re-install the Backup Agent.
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Error Description

Cause/Solution

The Backup Agent
appears to hang when
double clicking on it.
Backup Agent Error -
(82)

Probable Cause: SQL Server is not running.

Solution: Start SQL Server.

Remote pipe open
failed: time-out.
Backup Agent Error -
(83)

Probable Cause: The Backup Agent RPC Server on the remote machine
has a problem.

Solution: Restart the Backup Agent RPC server on the remote machine.
If it continues to fail, consider rebooting the remote machine.

Backup Agent Error -
(85)

Probable Cause: Incorrect password submitted.

Solution: Re-enter password for the database server.

E8602 Failed to read
from database.
Backup Agent Error -
(73)

Probable Cause:
m trunc. log on chkpt is enabled and attempting to backup a log
m select into/bulkcopy is set and attempting to backup a log

Solution: Disable the database option (for both cases).

E8604 Failed to start
backup - Backup
Agent Error - (73)

Probable Cause: A database has been marked as read-only and an
attempt to backup the transaction log was made.

Solution: Disable the database option.

Restore of the master
database failed

Probable Cause: Restoring the master database requires SQL Server to
be started in single user mode.

Solution: Start SQL Server from a command line. For SQL 6.5 users:
e:\sg60\ bi nn>sql server /c /de:\sqgl 60\ data\master.dat /m
For SQL 7.0 users:

e:\'sq70\ bi nn>sqgl server -m

Check your SQL Server Database Administrator guide for further
assistance.
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Backup Agent Messages

Backup Agent Message Explanation

The required time was not found in this log session or the

Backup agenf Message (146)  qatabase is in an unrecovered state.

The current log session contains the time required by the user.
Backup agent Message (143) The database was fully recovered, so this session will be the last
log session restored for the current job.

The current log session will be skipped due to a STOPAT restore

Backup agent Message (144) option found in a previous session.

Valid Operations with Database Options

The following table indicates when a backup or restore can be performed if the
various database options are set:

BACKUP RESTORE

Option Database Log Database Log

Read only YES NO (SQL 6.5) YES YES
YES (SQL 7.0)

Dbo useonly  YES YES YES YES
No chkpt on YES YES YES YES
recovery
Don’t recover NO NO NO NO
Not recovered NO NO NO NO
trunc.log on YES NO N/A N/A
chkpt.
Single user YES* YES* YES YES
Select YES NO N/A N/A
into/bulkcopy

* Provided that the single connection to the database is not in use.
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Replication

Replication

According to Microsoft, the replication capability of SQL Server is not
specifically designed to accomplish hot backups. Please be sure to read the SQL
Server Database Administrator’s guide on how to backup and, more importantly,
restore in a replication scenario.

SQL Server Disaster Recovery

The Backup Agent for SQL Server utilizes SQL Server’s Backup and Restore
database functions. They do not actually back up the physical files that make up
the database. This means that, in order to do a restore, the database must exist
and the load command will restore the data into it.

In the case where a database has been dropped and you wish to restore it, there
are two options:

m  You can manually recreate the devices that make up the database and then
create the database on them. Then it is a matter of restoring the database
from tape, as described in this guide.

m  The Backup Agent can automatically recreate the database. The limitation in
this approach is that the Backup Agent only has knowledge of whether the
database has a separate transaction log or not. So it will create a database on
a single device only if the original database had data and log share devices.
And it will create only one device large enough to hold all the data.
Similarly, if the original database had the transaction log on separate devices,
the agent will create a database with a database device and a log device large
enough to hold all the data (independently of the total number of devices
whose size summation originally made up the database).

Another point that must be taken under consideration is the master database.
The master database should exist for SQL Server to run. With reference to the
preceding information, it follows that:

m  For SQL Server to run, a master database must exist.

m  To have a master database the user must either reinstall SQL Server, rebuild
the master database using SQL Server Setup, or restore an offline copy of it
from tape.

m  Once the master database exists, SQL Server MUST be running in order to
execute the Restore command.
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SQL Server Disaster Recovery

In addition, to restore the master database, SQL Server MUST be running in
Single User mode. This can be done by starting the SQL Server Service as
follows:

For SQL 6.5: sql server /¢ /dconplete path to nmaster_device /m
For SQL 7.0: sgl server -m

The master database keeps track of all resources allocated to SQL Server. For
example, suppose we have a SQL Server configuration with five databases in
addition to the master database. The master database is backed up. Then one
database is dropped and the files that made it up are deleted. If the master
database backup is restored, it will contain the information for the dropped
database, which does not exist. Thus, SQL Server will mark it as "suspect" (that
is, inaccessible by users). This database needs to be dropped again.

To avoid problems, we highly recommend that you perform at least one offline
backup. We also recommend that every time there is a major change in the SQL
Server configuration (database creation, device addition, or dropping a database)
you also do an offline backup.

Note: The above suggestions are not requirements, but following them will
speed up and simplify the disaster recovery procedure.

For further information, refer to the Microsoft SQL Server documentation.

Disaster Recovery in the Cluster Environment

m  Set up the SQL server, but do not setup the Symmetric Virtual Server for the
SQL server.

m  Reinstall the Backup Agent.

m  Start the SQL server in single user mode as described in the Disaster
Recovery above.

m  Restore the master database of the SQL server.
m  Restart the SQL server to restore the rest of the databases.
m  Set up the Symmetric Virtual Server for the SQL server.

m  Reinstall the Backup Agent to enable the Symmetric Virtual Server related
settings.
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Disaster Recovery Scenario

Putting all the pieces together, the disaster recovery scenario looks like this:
1. Reinstall the Windows NT if necessary.

2. Reinstall ARCserve if necessary.

3. If an offline backup exists, restore it. Otherwise, reinstall SQL Server.
4. Reinstall the Backup Agent if necessary.
5

Complete the recovery according to which course of action you took in Step
3 above.

If an offline backup was restored:

m  Start SQL Server in Single User mode and restore the master database.
After the restoration is complete, SQL Server automatically stops.

m  Restart SQL Server as normal.

m  Restore all user databases and transaction logs. When this step is
finished, recovery is complete.

If SQL Server was reinstalled, then:
m  Manually recreate all devices and databases.

m  Restore the individual databases. When this step is finished, recovery is
complete.

Note: If you are unable to carry out Steps 3 and 5, then use the Backup Agent to
recreate dropped databases. To do this, you need to select each database, and
submit the restore job. The Backup Agent will recreate the database and restore
the data. If you select this method, the dropped database will always be
recreated in the SQL Server\ DATA subdirectory. When you have finished this
step, recovery is complete.
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ARCserve Limitations

Here are known limitations you should be aware of when using ARCserve and
the Backup Agent for Microsoft SQL Server.

m  ARCserve (like Windows NT) does not allow special characters to be used in
file names, filegroup names, and database names.

Examples include: /,* <>,?

If you have named a SQL Database with one of these characters, by default,
SQL Server will name the file/filegroup, or database with the same
characters. To perform a backup or restore job, you must first rename the
file/filegroup or database so it does not include one of these characters.

m  When performing a “Log point in time restore”, be aware of the STOPAT
command which instructs ARCserve to stop restoring logs once the first one
is found with the time desired by the user, even though there may be several
detected with the time selected.

m  When restoring a file and/or filegroup, if there are no Log Sessions to follow
the File/Filegroup Session, ARCserve cannot verify if the file was modified
or not. Because of this it does not know which should be the final recovery
completion state, so by default it chooses Leave database nonoperational, but
able to restore additional transaction log. Each time you back up a
file/filegroup make sure you back up a log immediately afterwards.
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