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Recommended Knowledge and Skills

To deploy and operate the Microsoft® Windows File Replication Service Management Pack, it is recommended that you possess the following knowledge and skills:

· Possess a working knowledge of the Microsoft Operations Manager (MOM) monitoring features.

· Be familiar with the recommended process for deploying Management Packs as described in Chapter 7, “Deploying Management Packs” of the Microsoft Operations Management 2000 SP1 Deployment Guide.

· Understand the File Replication Service (FRS) deployment topology that is implemented in your environment. For more information about FRS topologies, see “Choosing a Replication Topology”: http://www.microsoft.com/technet/prodtechnol/windowsserver2003/proddocs/deployguide/sdccc_fsv_ohjv.asp?frame=true

· Use Ultrasound to monitor and troubleshoot FRS. This Management Pack relies on information provided by Ultrasound. For more information about deploying and configuring Ultrasound, see the Ultrasound documentation. 

Overview of Microsoft Windows File Replication Service Management Pack

The Windows File Replication Service Management Pack provides a mechanism for monitoring FRS together with Ultrasound. This Management Pack forwards health data that is gathered by Ultrasound to the MOM Administrator console. The FRS Management Pack requires Ultrasound to be deployed and running.

FRS

FRS is a multimaster replication service that is used to replicate files and folders in SYSVOL file shares and in Distributed File System (DFS) link targets. FRS works by detecting changes to files and folders in a replica set, and then replicating those changes to other replica members, which are connected in a replication topology. Because FRS is a multimaster replication service, any member of a replica set can generate changes, and FRS can resolve file and folder conflicts to make data consistent among the replica members.

Ultrasound

Ultrasound is a monitoring and troubleshooting tool for FRS. Ultrasound measures the health of FRS replica sets by providing health ratings and historical information about replica sets. Ultrasound also allows administrators to monitor the progress of replication and detect problems that can cause replication to become backlogged or stopped. 

Ultrasound works by installing Windows Management Instrumentation (WMI) providers on replica members in an organization. These providers gather FRS status information, which is polled and gathered by the Ultrasound controller. The controller is the service component of Ultrasound that collects data about monitored replica sets, pushes the information into the database, and analyzes the data to look for problems or other issues that require administrator notification or intervention. For more information about Ultrasound, see the Ultrasound documentation.

FRS Management Pack

The FRS Management Pack uses a MOM agent on the Ultrasound controller computer to analyze the Ultrasound database. The MOM OnePoint service applies the FRS Management Pack rules to the data to determine the health status of individual replica sets, members, and connections. The agent then forwards this data to the MOM Administrator console. 

Use Ultrasound with MOM to gain a single view for the health of all monitored FRS replica sets, members, and connections. If needed, use the Ultrasound console to gain more detailed information about FRS health and to modify the rules and settings that define the health of FRS objects.

Microsoft Windows File Replication Service Management Pack Monitoring Scenarios

The Microsoft Windows Ultrasound script runs on the Ultrasound controller computer. It contacts the Ultrasound database and retrieves a snapshot of the FRS health metrics for all FRS objects monitored by Ultrasound. For each unhealthy object, a MOM event is created. This script is run periodically, with a default schedule of every 2 hours. The script also polls the Ultrasound database for status of the Ultrasound controller service, with a default schedule of every 30 minutes. You can adjust the frequency of the above operations based on your topology and available bandwidth. MOM alerts are created from the resulting MOM events, generated by the Microsoft Windows Ultrasound script and the processing rules in the FRS Management Pack.

The FRS Management Pack: 

· Reports health data for replica sets, members, and connections.
· Diagnoses basic problems with the Ultrasound controller service.

The data shown in MOM is collected from the Ultrasound database at regular intervals.

Terms and Definitions

Ultrasound

Ultrasound is a monitoring and troubleshooting tool for the File Replication Service (FRS). This Management Pack module collects health metrics for FRS from Ultrasound.

Ultrasound Controller

The service component of Ultrasound that collects data about monitored replica sets and pushes the information into the Ultrasound database. 

The FRS Management Pack runs scripts on the Ultrasound controller computer to poll the Ultrasound database for health metrics for FRS replica sets, members, and connections.

Ultrasound Database

The component of Ultrasound that stores data about the monitored replica sets. The database is hosted on a server running MSDE or SQL Server 2000 with SP3.

Health metrics

Rules (in Ultrasound) that define whether an object (replica set, replica member, inbound connection, or outbound connection) is either red (critical), yellow (warning), or green (OK).

Health rating

A rating that indicates the health of an object (replica set, replica member, inbound connection, or outbound connection). A health rating can be red (critical), yellow (warning), or green (OK).

FRS

File Replication service

FRS objects

Representations of physical and virtual entities use by FRS. These include FRS replica sets, members, and connections.
Alert Suppression

If duplicate alerts are received while the original alert remains unresolved, MOM combines the duplicate alerts into an existing alert.

WMI

Windows Management Instrumentation (WMI) is a scalable system management infrastructure that uses a single consistent, standards-based, extensible, object-oriented interface. WMI provides you with a standard way to interact with system management information and the underlying WMI APIs. WMI is used primarily by system management application developers and administrators to access and manipulate system management information.

Deploying and Configuring the FRS Management Pack

This section includes details on how to deploy and configure the FRS Management Pack.

Deployment Topology

Deploy the FRS Management Pack by installing a MOM agent on all Ultrasound controller computers. The Ultrasound controller computer must have high connectivity to the Ultrasound database. 

The following diagram illustrates the relationship between MOM, Ultrasound, and FRS.

Figure 1.1   Deployment Topology for Monitoring FRS with MOM and Ultrasound


The following factors can result in a slightly different deployment topology:

· Ultrasound components include the controller, database, and console. These components can be installed on one computer or can each be installed on separate computers. Verify that the MOM agent is installed on the controller computer.

· One Ultrasound environment can monitor more than one FRS replica set. 
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Caution

Do not install Ultrasound components on the MOM database computer or on a DCAM computer.

Security Settings

FRS Management Pack scripts run on the Ultrasound controller computer. These scripts require access to the Ultrasound database, which can either be installed on the same computer or a different computer. If the Ultrasound database is installed on a different computer than the controller computer, then the MOM agent runs FRS scripts by using the same account that the controller uses to access the database. For more information about the accounts used by Ultrasound, see the Ultrasound documentation. 

Using the FRS Management Pack

Triaging and Resolving Alerts

Triage all alerts on a daily basis. This ensures that the monitoring data is timely and relevant.

The FRS Management Pack provides one-way access to monitoring data from Ultrasound. This Management Pack collects data periodically, with the following defaults:

· FRS monitoring data every 2 hours

· Ultrasound controller status every 30 minutes

These intervals are determined by the schedule established in the Management Pack script. Because monitoring data is collected repeatedly and the Management Pack is designed to consolidate monitoring data, the following conditions are possible:

· MOM might report issues for FRS objects that have subsequently been returned to a healthy state by Ultrasound. Alternately, MOM might not report alerts for FRS objects that are listed as unhealthy in Ultrasound. This is due to the latency between MOM and Ultrasound, equal to the periodic schedule.

· MOM might report both critical and warning alerts for a single FRS object. Although the FRS Management Pack consolidates repeated events, if the severity of an error condition changes, then the Management Pack generates a new alert. Consequently, MOM reports two separate alerts for the same FRS object if the first alert remains unresolved.

· MOM might report a high repeat count for an alert for an FRS object. The FRS Management Pack uses alert suppression to avoid reporting the same alert. In this case, the alert provides the description of the error condition with the Ultrasound filter name or names that were used to classify the health state of the FRS object in Ultrasound. If the repeat count is high, you can obtain the most recent event by scrolling to the last event in the alert. This event records the most recent Ultrasound filter affecting the health of the FRS object.

· MOM might report only summary information for unhealthy FRS objects. To limit flooding of the MOM database each time the Microsoft Windows Ultrasound script runs, the FRS Management Pack generates events only if the numbers of unhealthy FRS replica sets, members, or connection are less than 50 each. If there are 50 or more unhealthy FRS objects of a given type (replicas, connections, or members), the FRS Management Pack creates a summary alert that describes the condition. If you receive only a summary event and you require more detail, you can view the details for each of these objects by using the Ultrasound console. Refer to the processing rules for more information about this.

Purging FRS Monitoring Data

If the FRS monitoring data is not triaged daily or becomes inconsistent for any of the reasons described in the previous section, the best practice is to purge the FRS data in MOM by resolving all active alerts generated by the Management Pack. At the next polling interval, the Management Pack provides new monitoring data. 

Reducing Alert Latency 

Because the Management Pack polls the Ultrasound database by running a script periodically, the potential latency of alerts can be equal to the periodic schedule (by default, 2 hours). You can increase the frequency of the script running to reduce latency; however, this creates more events in the MOM database. Depending on the volume of data that is returned by the Management Pack, consider adjusting the script interval based on your organization’s needs.
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To adjust the script interval for FRS health:

· Load the MOM Administrator console, and navigate to the Event Processing Rules under Microsoft Operations Manager Root\Rules\Processing Rule Groups
\Microsoft Windows File Replication Service\FRS Ultrasound\FRS Health Details.
· Right-click on the rule called Script Gathers FRS Health Details from Ultrasound and click Properties.
· Select the tab Data Provider from the Properties menu.
· Set the Provider Name to any schedule from the drop down list. You can also create a custom schedule by clicking New.
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To adjust the script interval for Ultrasound controller status:

· Load the MOM Administrator console, and navigate to the Event Processing Rules under Microsoft Operations Manager Root\Rules\Processing Rule Groups
\Microsoft Windows File Replication Service\FRS Ultrasound\FRS Ultrasound Controller.
· Right-click on the rule called Script Gathers Ultrasound Controller Status and click Properties.
· Select the tab Data Provider from the Properties menu.
· Set the Provider Name to any schedule from the drop down list. You can also create a custom schedule by clicking New.
Processing Rules 

This section lists the Processing Rule Groups and Event Processing Rules within the FRS Management Pack. These are found within the MOM Administrator console at the following location:

\Processing Rule Groups\Microsoft Windows File Replication Service\FRS Ultrasound
Processing Rule Group: FRS Health Details

Table 1:   Processing Rules in the FRS Health Details Rule Group

	Rule name
	Alert severity

	Script Gathers FRS Health Details from Ultrasound
	n/a

	FRS Replica Sets Are in Warning State
	Warning

	FRS Replica Sets Are in Critical State
	Critical

	FRS Members Are in Warning State
	Warning

	FRS Members Are in Critical State
	Critical

	FRS Connections Are in Warning State
	Warning

	FRS Connections Are in Critical State
	Critical

	FRS Excessive Unhealthy Replica Sets, Members, or Connections 
	Critical

	FRS Health Details Script Failed to Run
	Warning

	FRS Health Details Script Heartbeat Is Missing
	Service unavailable
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Note

If the FRS Excessive Unhealthy Replication Sets, Members, or Connections alert is generated, then the respective detailed alerts for that FRS object are not generated. This alert is generated when an excessive number (50 or more) of objects are in an unhealthy state. When this occurs, you must use the Ultrasound console to view the health of your FRS system.

Alerts pertaining to the health of FRS replica sets are generated from a virtual replica set computer; the computer’s name is set to the replica set friendly name as listed in the Ultrasound database. This allows you to distinguish between alerts for the replica set and servers in the All Computers view of the MOM Administrator console.

Alerts pertaining to the health of FRS members and connections are generated from the computer hosting the member or connection. Information about the replica set in which this error occurred is available in the Source field of the alert; this is listed as the replica set friendly name for members. The replica set friendly name with the connection friendly name is appended to the end for connection level alerts.

The description of all events/alerts also contain details about the data source, that is, the Ultrasound controller computer the script ran on and the Ultrasound database contacted to retrieve data.  

Processing Rule Group: FRS Ultrasound Controller

Table 2:   Processing Rules in the FRS Ultrasound Controller Rule Group

	Rule name
	Alert severity

	Script Gathers Ultrasound Controller Status
	n/a

	Ultrasound Controller Has Not Collected Data
	Warning

	Ultrasound Controller Is Offline
	Service unavailable

	Ultrasound Controller Status Script Failed to Run
	Warning

	Ultrasound Controller Status Script Heartbeat Is Missing
	Service unavailable


All alerts under this processing rule group are generated from the Ultrasound controller computer. Thus in all, the following alerts could be generated from the controller computer:

· Summary alert indicating an excessive number of unhealthy objects

· Controller online/offline status
· Script execution failure
· Missing heartbeat alert for the script — indicates that the script did not run completely for more than a day
Thus all alerts coming from the controller computer indicates inconsistent data in the MOM console concerning FRS health.

The script querying the Ultrasound database also creates a success event. The MOM console listens for all such events and generates an alert for a missing event. This is done for diagnostic purposes to indicate problems with the script not running for more than one day. 

Computer Groups

The Microsoft Windows Ultrasound computer group identifies computers that are running the Ultrasound controller service by the existence of the HKEY_LOCAL_MACHINE \ SYSTEM \ CurrentControlSet \ Services \ USController registry key.

Scripts

The Microsoft Windows Ultrasound script is run with appropriate parameters to collect data from Ultrasound.

The script can be passed one of the following two parameters:

· FRSDetails - Prompts the script to collect health details for all FRS objects and create appropriate MOM events. By default, this script is run every 2 hours on the computer identified by the Microsoft Windows Ultrasound computer group.

· ControllerStatus - Prompts the script to collect data about the Ultrasound controller from the Ultrasound database. This ensures that Ultrasound is running and collecting data from the monitored FRS objects. By default, this script is run every 30 minutes on the computer or computers identified by the Microsoft Windows Ultrasound computer group.
The script creates a failure event if it fails to complete all tasks successfully. This event generates an alert with a severity of Warning, and the description of the alert contains error codes from the script. Failures can happen because of improper functioning of WMI on the agent computer, missing registry information for the Ultrasound database, a nonexistent Ultrasound database, or timeouts on connecting and querying the Ultrasound database. The script retries at the next scheduled time.

In addition, the script also creates a heartbeat event at the end of running to indicate a successful completion. Missing heartbeat events for more than a day generate appropriate alerts in the MOM Administrator console.

Default Views

Table 3:   Public Views

	Public view name
	Public view type
	Public view description

	Microsoft Windows Ultrasound
	Computer group view
	Microsoft Windows Ultrasound servers

	Ultrasound Controller Status Script Heartbeat Events
	Event view
	Heartbeat events created by the Microsoft Windows Ultrasound script after gathering Ultrasound controller status

	FRS Health Details Script Heartbeat Events
	Event view
	Heartbeat events created by the Microsoft Windows Ultrasound script after gathering FRS health details

	Ultrasound Controller Alerts
	Alert view
	Alerts raised by the Microsoft Windows Ultrasound computer

	FRS Unhealthy Replica Set Alerts
	Alert view
	Alerts indicating FRS replica sets either in Warning state or Critical state

	FRS Unhealthy Member Alerts
	Alert view
	Alerts indicating FRS members either in Warning state or Critical state

	FRS Unhealthy Connection Alerts
	Alert view
	Alerts indicating FRS connection either in Warning state or Critical state 


